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General Supply Conditions

No part of this document may be copied or reproduced in any form without the prior written consent
of Altus Sistemas de Automagéo S.A. who reserves the right to carry out alterations without prior
advice.

According to current legislation in Brazil, the Consumer Defense Code, we are giving the following
information to clients who use our products, regarding personal safety and premises.

The industrial automation equipment, manufactured by Altus, is strong and reliable due to the
stringent quality control it is subjected to. However, any electronic industrial control equipment
(programmable controllers, numerical commands, etc.) can damage machines or processes controlled
by them when there are defective components and/or when a programming or installation error
occurs. This can even put human lives at risk.

The user should consider the possible consequences of the defects and should provide additional
external installations for safety reasons. This concern is higher when in initial commissioning and
testing.

The equipment manufactured by Altus does not directly expose the environment to hazards, since
they do not issue any kind of pollutant during their use. However, concerning the disposal of
equipment, it is important to point out that built-in electronics may contain materials which are
harmful to nature when improperly discarded. Therefore, it is recommended that whenever
discarding this type of product, it should be forwarded to recycling plants, which guarantee proper
waste management.

It is essential to read and understand the product documentation, such as manuals and technical
characteristics before its installation or use.

The examples and figures presented in this document are solely for illustrative purposes. Due to
possible upgrades and improvements that the products may present, Altus assumes no responsibility
for the use of these examples and figures in real applications. They should only be used to assist user
trainings and improve experience with the products and their features.

Altus warrants its equipment as described in General Conditions of Supply, attached to the
commercial proposals.

Altus guarantees that their equipment works in accordance with the clear instructions contained in
their manuals and/or technical characteristics, not guaranteeing the success of any particular type of
application of the equipment.

Altus does not acknowledge any other guarantee, directly or implied, mainly when end customers are
dealing with third-party suppliers.

The requests for additional information about the supply, equipment features and/or any other Altus
services must be made in writing form. Altus is not responsible for supplying information about its
equipment without formal request.

COPYRIGHTS

Nexto, MasterTool, Grano and WebPLC are the registered trademarks of Altus Sistemas de
Automacéo S.A.

Windows, Windows NT and Windows Vista are registered trademarks of Microsoft Corporation.

OPEN SOURCE SOFTWARE NOTICE

To obtain the source code under GPL, LGPL, MPL and other open source licenses, that is contained
in this product, please contact opensource@altus.com.br. In addition to the source code, all referred
license terms, warranty disclaimers and copyright notices may be disclosed under request.
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1. Introduction

1.Introduction

The JetView Pro is a Network Management System — NMS and was designed specifically for critical
applications on industrial environments. The JetView Pro provides a comprehensive platform for
monitoring, configuring, and maintaining mission-critical IP-based communication networks, such as
IP surveillance, factory automation, mining, substation, maritime and military applications.

File Management Configuration Help

% Find _/’a Edit Mode | 9 Web Browser 1 SNMP Browser | B Scan Network Fast Scan | %% Preferences | Zoom E
Map Topology |_All Devices
f

AL altus

[

[T

o ; B
Event Management | SNMP Trap Receiver Al Events “ W Fiter ||| Ack Al

D [ Ack | Type] Category [ Recsive Time Source E

9 (] ~ |Application Info 2016-04-12 16:43:57 | JetView Pro Service Remote Access 'The client leave Edit mode. From:127.0.0.1:5977 :‘

8 (] Application Info 2016-04-12 16:43:32 | JetView Pro Service Remote Access Authentication is success in Edit mode. From:127.0.0.1:5977

7 (] Application Info 2016-04-12 16:43:28  |JetfView Pro Service Remote Access 'The client leave Edit mode. From:127.0.0.1:6977

6 (] Application Info 2016-04-12 16:43:26 | JetView Pro Service Remote Access Authentication is success in Edit mode. From:127.0.0.1:5877

5 (] Application Info 2016-04-12 16:42:14 | JetView Pro Service Remote Access Authentication is success in Monitor mede. From:127.0.0.1:5977

4 (] Application Info 2016-04-12 16:26:51 JetvView Pro Service Jetview Pro Started

3 (] Appiication Info 2016-03-02 09:28:38 | JefView Pro Service Remote Access 'The client leave Monitor mode. From:127 0.0.1:5757 L

2 [} Application Info 2016-03-02 09:29:21 JetView Pro Service Remote Access Authentication is success in Moniter mede. From:127.0.0.1:5757 7
<0 T B

Figure 1-1. JetView Pro

Innovative Features

JetView Pro has the following features:

e Manage IP-based devices from both central office and remote sites

Automated network discovery and topology visualization

Event handling via polling, syslog, email, and SNMP trap. Notifications can be sent via email,
application programs, SNMP trap, SMS, and MSN Messenger

Device configurations via SNMP, Web, Telnet, and SSH

Provide SNMPv1/v2c/v3 Browser and SNMP MIB compiler

MSR group management

Provide performance management

Provide accounting management

Centralized management to reduce network traffic
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Supported Devices

Supported Devices by Functions:

Auto Topology (LLDP), device management, and device discovery features Auto Topology, device
management, and device discovery features can be applied in the IP-enabled devices which support
LLDP and SNMP features. For instances, Connect series and 3rd party devices that support LLDP
and SNMP features.

e Connect series: JN4508f-m

Device Management and Device Discovery Features

Device management and device discovery features can be applied in the IP-enabled devices which
support SNMP feature. For instances, Connect series and 3rd party devices that support SNMP.

e Connect series: JN4508f-m

Device Discovery Feature

Device discovery feature can be widely applied in all the IP-enabled devices. For example, Connect
series and 3rd party devices that support WEB or telnet features and general windows PCs.

e Connect series: JN4508f-m

Support MIBs
JetView Pro supports the following standard MIBs in addition to the private MIBs.

RFC1213-MIB-Il.mib  RFC1215-MIB-1I.mib
RFC1398-ETHER.mib
RFC1493-BRIDGE.mib

RFC1724-RIP.mib

RFC1757-RMON.mib

RFC1850-OSPF.mib

RFC3621-PSE.mib

Ordering Information

A trial version that supports monitoring of 16 IP-enabled devices is available for authorized
distributors.

Request licenses as follows:

32 — manage 32 devices

64 — manage 64 devices

128 — manage 128 devices
256 — manage 256 devices
1024 — manage 1024 devices
Unlimited — unlimited devices

For more detailed information, please contact your local sales representative.

Documents Related to this Manual

For additional information about JetView Pro, you can examine other specific documents in addition
to this one. These documents are available in its last review on www.altus.com.br.
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General Regards on Altus Documentation

Each product has a document called Technical Characteristics (CT), where there are the
characteristics for the product in question. Additionally, the product may have User Manuals
(manual’s codes, if applicable, are always mentioned at CTs from the respective modules).

Support and Documentation
It is advisable to consult the following documents as a source of additional information:

Code Description Language
CE125000 Connect Series — Technical Characteristics English
CT125000 Série Connect — Caracteristicas Técnicas Portuguese
CS125000 Serie Connect — Caracteristicas Técnicas s Spanish

Visual Inspection

Prior to installation, we recommend performing a careful visual inspection of equipment, by
checking if there is damage caused by shipping. Make sure all components of your order are in
perfect condition. In case of defects, inform the transportation company and the nearest Altus
representative or distributor.

CAUTION:

Before removing modules from the package, it is important to discharge eventual static
potentials accrued in the body. For this, touch (with nude hands) in a metallic surface
grounded before modules handling. Such procedure ensures that the levels of static electricity
supported by the module will not be overcome.

It is important to record the serial number of each item received, as well as software revisions, if any.
This information will be necessary if you need to contact Altus Technical Support.

Technical Support

To contact Altus Technical Support in Sdo Leopoldo, RS, call +55 51 3589-9500. To find the
existent centers of Altus Technical Support in other locations, see our site (www.altus.com.br) or
send an email to altus@altus.com.br.

If the equipment is already installed, please have the following information when requesting
assistance:

e Models of equipment used and the configuration of installed system
e Equipment review and software version used

Warning Messages Used in this Manual

In this manual, warning messages will present the following formats and meanings:

DANGER:
Relates potential causes that if not noted, generate damages to physical integrity and health,
property, environment and production loss.

CAUTION:
Relates configuration details, application and installation that shall be followed to avoid
condition that could lead to system fail, and its related consequences.



http://www.altus.com.br/
mailto:altus@altus.com.br

1. Introduction

ATTENTION:
Indicate important details to configuration, application or installation to obtain the maximum
operation performance from the system.




2. Installation

2.Installation

This section includes software installation. Following topics are covered in this section.

System Requirements
Processor:
e  Minimum Intel Core 2 Duo CPU 2.5 GHz or higher
RAM
¢ 1GB RAM
Disk
e 1GB hard disk
Software, Operation system

¢ Windows XP/2000/2003 platforms
o Windows Vista/7 platforms

Windows Vista/7 notice
e Execution JetView Pro using the system administrator

Turn on Telnet and TFTP System Commands:

Turn on Telnet client:

( ) Uninstalis Telnet
=
This is a limitation of OS (Windows Vista/7/8, Windows Server 2008/2008 R2), telnet client can't be executed correctly

Please refer to the following steps :
Turn on Telnet client :
method 1 : Start-= Confrol Panel -= Programs -= Tum Windows features on or off -= Select Telnet Client -= Click OK
method 2 : Start-= Control Panel -= Programs and Features -> Tum windows features on or off -= Select Telnet client -= Click OK
method 3 : Start-= Control Panel -> Uninstall or change a program -> Turn windows features on or off -> Select Telnet client -> Click OK

For 64-bit Windows, the other steps may be required
Copy %WIinDir%\System32\teinet.exe to %WinDird6\sysWowb4\

Figure 2-1. Turning ON Telnet Client on Windows

Method 1:

Start -> Control Panel -> Programs -> Turn Windows features on or off -> Select Telnet Client ->
Click OK.

Method 2:

Start -> Control Panel -> Programs and Features -> Turn windows features on or off -> Select
Telnet client -> Click OK.
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Method 3:

Start -> Control Panel -> Uninstall or change a program -> Turn windows features on or off ->
Select Telnet client -> Click OK.

For 64-bits Windows, the other steps may be required. Copy %WinDir%\\System32\\telnet.exe to
%WinDir%\\sysWow64\\

Turn on TFTP client:

Uninstalls TFTP

This is a limitation of OS (Windows Vista/7/8, Windows Server 2008/2008 R2), tfip client can't be executed correctly

Please refer to the following steps :
Turnon TFTP client :
methed 1 : Start -> Control Panel -> Programs -> Turn Windows features on or off ->» Select TFTP Client -> Click OK
method 2 ; Start -> Control Panel -> Programs and Features -> Tumn windows featuras on or off -» Select TFTP client -» Click OK
method 3 : Start -= Control Panel -= Uninstall or change a program -= Turn windows features on or off -= Select TFTP client -= Click OK

For 64-bit Windows, the other steps may be required
Copy %WinDir%6\System32\TFTP.exe to %WinDir%\sysWow64\

Figure 2-2. Turning ON TFTP on Windows

Method 1:

Start -> Control Panel -> Programs -> Turn Windows features on or off -> Select TFTP Client ->
Click OK.

Method 2:

Start -> Control Panel -> Programs and Features -> Turn windows features on or off -> Select TFTP
client -> Click OK.

Method 3:

Start -> Control Panel -> Uninstall or change a program -> Turn windows features on or off ->
Select TFTP client -> Click OK.

For 64-bit Windows, the other steps may be required:
Copy %WinDir%\\System32\\TFTP.exe to %WinDir%\\sys\Wow64\\

Windows Firewall

The Windows Firewall may affect the function of backing up Connect device’s configuration.
Therefore, it is suggested to turn off Windows Firewall or enable TFTP port on Windows Firewall.

Antivirus Software

Some of the antivirus software may affect the JetView Pro function, it is suggested to turn off the
Antivirus Software, if possible.
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Screen Resolution
It is optimized for a screen resolution of 1024x768.

Installation
Run the file JetView Pro.MSI and wait for the installation to complete:

] Please wait while Windows corfigures JetView Pro
! o

Time remaining: 4 seconds

Figure 2-3. JetView Pro Installation

At the end of the installation process, two shortcuts will be created on desktop:

(e

JetViEWETD)
lstecllitera)

Figure 2—4. Shortcut for Local Host Connection

)

Figure 2-5. Shortcut to Connect to Remote Server

Uninstallation

Remember to quit the JetView Pro program before you get starting the uninstall process.

Follow the steps below to uninstall:

1. Touninstall JetView Pro, select Start / Control Panel / Add or Remove Program

2. Select the program JetView Pro
3. Click on Remove and follow the instructions of the uninstallation process

Another option is to go directly on Start Menu / All Programs / Altus / Uninstall JetViewPro.
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3.Getting Started

JetView Pro Applications

JetView Pro is a client/server based network system. One JetView Pro server can serve many remote
access JetView Pro clients (maximum is 5) see Figure 3-1 figure below.

.!.i: - N
Central Office :éﬁ@
J
Switch NMS
Client

Remote Site A

NMS
Client

Figure 3—-1. Example of Network Using JetView Pro

Due to the accounting management, only one client can enter the Edit mode at the same time and
other clients are in the Monitor mode. The default password to enter the two modes is korenix. The
Monitor mode can only allow viewers to browse the topology. The Edit mode can use all functions.

Note:

Only one remote client connection per computer is possible. The server will refuse the new
connection if already one session exists

Run JetView Pro Server and Remote Access Clients

JetView Pro Service starts automatically when Windows XP starts. You can get the status of the
service in Windows XP under Start / Control Panel / Administration / Services. This service has a
connection to a database containing all the relevant data for the settings of JetView Pro. Note that
when the service is stopped, the relevant monitored data cannot be recorded into the database.
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For Windows XP, it starts automatically JetView Pro Service after installation. You can change
Startup type of this service to Manual if you don’t want the service to run after your pc boot up.

Start JetView Pro Server on Server Site

1. Start/Programs/ Altus / JetViewPro (local host)
2. Display JetView Pro main window

Fle Manapement Cordporation  Help

G Fnd o EdiMode | o Wb Browssr 0 SPP B | B0 Sem ek o0 FastSean | 6 Prsmnces | Zoom[_s0[o ]

Map Tapugy | Al Deicig:

-

1~
£ — IEX
Evenl Maragement | SHWE Trap Recenier l"'"E'““"’ m | File Aok Al
o | sk | Tyoe| Catgony | Becenmmime | Source Companert | |
(] Sipphcatian imio A014-03-08 10001 67 MW Senice Farnoie oS Aptherticaion b success inbbanbormade. From:d 27 0.0 1 5557
1 ] Appheatian inls 2014-03-01£ 09:23:24 MMS Senice PG Startad
[ | [E]

Figure 3-2. JetView Pro Interface

Start JetView Pro Client (Connect to Server)

e Start/ Programs/ Altus / JetViewPro
e Enter server address to connect. (ex. Server IP: 192.168.10.100)

Input E'

Flease enter srver addres

=4
f192.168.10.100 |

| ok || Cancel |

Figure 3-3. Connecting to a Server IP

e Enter password into monitor mode and press OK
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. =

NMSE Remote Access 192.168.10.254

Pazzword for Montor Chent

| ok || Cancel |

Figure 3—4. Inserting Password for Monitor Client

e Display JetView Pro main window

GoFmi o/ Edimod

Fie Manapement Corfiporation Help
4 FastSean | B Pesaranees |2|:u;m

Map

= @ Weh Browssr L2 SMMP Browssr | B0 S Metsank
‘I'I]pl.'ll.'llJ,'fI Al Cawitns | —

o

T3

Toel | % Fitga | | acksn

[

lann Events

EveniMaragemsent | SHMF Trap Raceher

o | ack | Troe |
] []
1 ]

Soerce Companent i
Famot Aot Authertization b5 suctess inkdankormoda, From:1 270,01 555

PAS Stared

Category ! Facahe Time
Agphcation inio 20140304 1020157 MAAS Senice
Appheation il 2074-03-04 09:75:24 M5 Senice

Figure 3-5. JetView Pro Main Window
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4.Interface of JetView Pro

Main Window

When you start JetView Pro, the main window appears on the screen. It consists of the following
parts:

Menu Function

Toolbar Function

Map Tree

Topology Tab

All Devices Tab

Event Management Tab
SNMP Trap Receiver Tab

Enter the Edit Mode

The Monitor mode is only able to view the topology when starting JetView Pro into main window.

To change the settings, need to enter Edit mode.
1. Click on Edit Mode on the toolbar, it displays Password dialog.

2.

3. After entering Edit Mode, the button will become green.

Eia Management Comguaton Help
“§ Find @ Yicb Browser () SNMP Erowser | T Scan Natwork FastScan | &3 Prefarances 'Zn:m[MEET:
Map | Tepology | Al Devices
@ 19216610199 T
@ 1921831014 ﬁ
[T
s -t
Password tor Edr Chemt
esssssssssee
2
[ >
Evenihtarsgament | SHMP Trap Racsiver Al Events bl R A
2] l Atk [ Type Category BeceneTime | Soures Component |
04 (W] Appleaion ino 2014-02-04 1740:67 NS Sarvice Remoks Accass AutanticFion is success InMonitor mods, Fram 1270016 n
93 ] Appleaion into 2014-0-04 173918 NS Sarvice Ramoks Accass Tha clsntleawa Monior made Fram:127.0.01:5007 3
a2 (M} Agpleatoninto 2014-02-04 17 3%:18 NMS Sarvice Remote Actess Tha clentleava Edimode From:127.0.01:5:07
21 (m] Agplieaioninto 2014-02-04 1738:40 NS Sarvice Remote Access Aunanticaion Is success In Edt mad. Froen127.0.0.9:690
a0 ] Applicaton Into 20140204 1735:31 NS Sarvice Remoke Actess Auhanticaion is success inMonitor moda. Froen 1270016
B3 (] Appleatonini 20140204 1738:27 NS Savice Remote Access The client leava Monbor made. From:127.0.01:5714
BB (m] Appleatoninio 20140204 1738:27 NMS Sarvice Remote Actess The clentieave Editmode. From:127.0.0.1:5714

Figure 4-1. Inserting Password for Editing Mode

Input password (default password) and press OK

11



4. Interface of JetView Pro

File Management Configurstion Help

- Find /"'”’ W Web Browser SNMP Brawser | %8 Scan Network 4 FastScan | & Preterences | Zoom 604:
‘, Map ‘j Topology | Al Devices

@ 1921630199

| I

Figure 4-2. Edit Mode Enabled

In the Edit mode, all functions are available. If return to Monitor mode, click on Edit Mode again.

Menu Function
The menu function contains the following selection items:

File
Management
Configuration
Help

File Management Confisoration  Help

Figure 4-3. Function Menu

File Submenu
File — Open: opens the previous saved database file.
File — Save: saves the current database into file.

File — Export: exports the displayed map in the Topology Map as Image file (BMP, JPEG, PNG
format)

File — Print: exports the displayed map in the Topology Map as PDF file.
File — Exit: closes the JetView Pro Main Window.

File — Exit and Stop Service: closes JetView Pro Main Window and stops JetView Pro Service

Cpen ..
Save Cirl+S

Export ...
Frint

Exit
Exit and Stop Sernvice

Figure 4-4. Expanded File Menu

Management Submenu

For more information see the chapter Configure File Operation.
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4. Interface of JetView Pro

SNMP Browessr Cld
& Web Browser Ctc W

Telnet
33H

Figure 4-5. Management Submenu

Configuration Submenu

For more information see the chapter Performance Management.

10y Preferences

Figure 4-6. Submenu Preferences

Help Submenu

It shows the version and release date of JetView Pro.

Lhout

Figure 4-7. About Submenu

Toolbar Function

Find, quickly find out the selected device by IP address

Edit Mode, click on Edit Mode to enter into Edit mode by input password

Web Browser, run Web browser to configure by Java Applet on switch device

SNMP Browser, the SNMP Browser tool lets you read and write the MIB of the IP-Address
device

For more information see the chapter Restore.
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4. Interface of JetView Pro

Ele Edn
[ vl s J e | “‘ﬂ | IPAcdress:  [192160.0108 || (GNP AgentPrarile |
e nilon o 1Ak a0 objectiD:  [136121110 |
& cod : _
= nternet I—r%:{ l.-wm| Wiai Tabla View Stop
il Setvalue Sel
S mib2 :
B syst =
el [T L Ts0te |_Glear |
sr30bpecID Name Object ID Vaiue |
srsUpTima sysDeser.0 136121110  [IndustialManaged Ethemel Swich
sysContact sysDeser0 11361421110  IndustiaiManaged Ethemat Switch
sysName sysObjectD0 1136121120  1.36.1.41.240622.21
sysLocation sysUpTime 0 136121130 2days, 16:37.37.16
sysSenices sysContactD 136121140 |
s¥sORLASICh gysName.0 136121150 Swich
& sysORTadle .sysLo;Msopvo Ala.a.i 211 8._0 i
@ irtertaces sysSenices0 136121170 2
@ ai 5 sysORLasICha... [13.6.12118.0 2 days, 16:37:97.19
sysORIDA 13612119121 13618631
([T 12 || conp2 13512119122 13512148
Riinbute | Message. sysORID.3 113.6121.19.1.23 1881214
sysORID 4 13612119124 1.351.21.60
Oblest | ||| lsysomips 1136421.191.25 13616316221
Name srDescr sysORID & 136121.191.26 123616310311
ObjestiD 186121110 sysORID. T 13612119127 13616311311
Status mandatory sysORID3 113612119128 1.351.63152.1.1
Accass read-only sysORDesert 13612119131 TheMB module for SNMPv2 entities
Syntax  DesplayString (SIZE {0.256)) sysORDescr2 13612119132 TheMIB module for managing TGP implamentations
"A textual decsription of the antity svsORDestr2  13.6.121.191.33 TheMB module for managing IP and ICMP implemantabons
lude the full name and verslon i sysORDescrd  136121.191.34  TheMIB module for managing UDP implementati
s hardwars fype, sotwarg op sysORDescr.5 | 1.3.6.121.19.1.55 Viewbased Accass Control Modal jor SNVF.
EDWOring sotware. Lis manddl 8sCrb 612 F. 5 g SNP Management Archfeciura hIB

Figure 4-8. Example of Reading a MIB

e Scan Network, find out specified IP range assigned
e Fast Scan, find out all switch devices by the View protocol
o Preferences please refer to section 9 for more information
e Zoom, zoom in and out the device icons, texts and others only on the Topology tab
G Fnd | EditMade | @ WebBrowsr L) SNMP Browsr | [EScanNetwork 47 Fastfean | 40F Preforences Zoom| 50| J |

Figure 4-9. Toolbar Function

Map Tree

Click on the tree node to select the device on the Topology tab.
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4. Interface of JetView Pro

Mapl

= 19216810251
@ 192168102
= 192.168.10 202
= 192.168.10.1
= 192.168.10.1
= 19216810 2
= 192.168.10.102

Figure 4-10. Map Tree

Topology Tab

This page displays the icons for monitored devices.

| Topology | Al Devices

Y gz 4{' 4;? D
182 12,40 1'92.153.1'3.2;19 182 9e240.4 192968101 152 16890103

Figure 4-11. Topology in JetView Pro

All Devices Tab

This page displays the icons for monitored devices (as Topology tab)

Topology | AL Devices

Ha. Model Mec Addres: TP Addres 1 Netmmb Version | Siatoy
1 Jeflert 508 D02 TT0I0%E0 150,168 .10 251 2352352350 V.10

2 JatHlal 5000 001277 60:0 480 190106810 S0E 552550550 AR BLEIID

3 TeNabd503E 001277011808 192 06a.10.L 3551532550 w210

4 lefiled 308 00:12:7701:0278 1oz 62 L0 3551552550 w285

5 TetHataS03f 00127701 02 B3 157 162,10 2 25525525510 w212

f JalHet008 00127700 0656 192165 1010 1552552550 vif

T Jettlel50F 001257 FFOZCE 1210z 3551552550 w020 A

Figure 4-12. All Devices Tab in JetView Pro
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4. Interface of JetView Pro

Event Management Tab
The event displays on the Event Management tab page while the event happens.

Fveri Hanngeroem | SHBF Trap Ressives AL Ermete > | R
ek | Twpe | Calegooy Retkros Ties Sotires Copigeane il Mg
] =] Syplicatian Indoc 2005-0-23 L5557 eiWiew Bro Service Rrowole Locess Snthericadon i oo 0Bl mode. Fromo 92 168 1080
I || ppliatin poe 000258 151800 BeiView Dvo Service Feoeods Looess Srehe o b e o Mot roods . o152 16200 )
z O il Appboetion o S00G-05-29 L51406  ifew Pmfenvie Lawee Lopwrese file: o8 v sl |
1 [m] Jpplication lide TOOG05-28 L5 18:06  FeiVitw Pro Devvice Bt Bro Sl

|

Figure 4-13. Event Management

SNMP Trap Receiver Tab

The SNMP trap displays on the SNMP Trap Receiver tab page while the trap happens. The SNMP
Trap Receiver support SNMP v1/v2c traps receiving.

Event Hugeaend | SHMF Trep Receheer Apntll addre  [Al Tegs b i ! 4 Sg

10 Apertsdiesfort | Trempor | Brodood | Tt E i L= i Bindings

L ———_——— )
Figure 4-14. SNMP Trap Receiver Tab
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5. Device Discovery

5.Device Discovery

To see the installed devices on the Topology tab or the All Devices tab, you have to add devices.
How to do add devices and delete devices? How to quickly update the installed devices? This section
gives answers to all the above questions.

Add Devices

Fast Scan

This function is to discovery devices using the View protocol in the local network. JetView Pro
discovers all network devices on the subnet network via the selected interface on the PC. This
function adapts to setup a newly installed network.

To update installed network components (or devices), click on Fast Scan on the toolbar and select
one of your NIC which connect to network devices.

File #anag t Configuration Help
), Find @ Web Browser | SNMP Browser | & Scan Natwork 32¢ Praferences | Zoom v@.:‘f
Map Topology | All Devices

| stat | cancel

~

Interface 192.168.10.70

v

Figure 5-1. Fast Scan Option

It displays all Connect devices in the network on the Topology tab.

Topology || Al Devicss

A ; g D ?
g o I_.. . ..' r 3
182 182,10 1'92.‘-53.‘“:'.3»1? 182468109 192965 10.1 192.135‘.‘1'11{!3 152 A6B.40.3

Figure 5-2. Topology Tab

Scan Network

This function is to discovery devices via the assigned IP address range. While you want to add the
specified IP-enabled device, this function is suitable.
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5. Device Discovery

Scan Fange

Start Address:

End Address:

Ok Cancel

Figure 5-3. Scan Address Range

Note:
The End Address should great or equal then Start Address.

Delete Devices

You can delete any device on Topology tab. Use the mouse to select multiple devices by CTRL key
and right-click the selected device. Then display a pop-up menu and click on Delete menu item.

| Topology || All Devices

pora R ) -4 R g LA < R o ra A i) LR 1
£

Ping
Refresh

Figure 5-4. Deleting a Device from Topology Tab
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6. Topology Map

6.Topology Map

Device Information

Device Status

Move mouse cursor over the switch device icon on Topology tab. It will show the following status
for the device.

Dewice IP Address : 192.168.10.52

Device Name:

Device Type : Jethet4510

Description ; Industrial Managed Ethernet Switch JetNet4510
System Up Time : 0:36:44.00

System Name: Switch

System Contact:

System Location:

LLDP Status : OK
LLDP Chassis ID: 00:12:77:60:1¢:89

Status : SNMP OK

Figure 6-1. Device Status

The device (IP address: 192.168.10.1) lists in left tree panel with a status icon use to show its
online/offline status. Green means online, while white means offline. The device icon on Topology
tab also shows its status in the background. If the color is red, which indicates an error status (hint:
the detail is in Event management tab). In other words, JetView Pro sends ICMP Ping request and
then receives incorrect response (unreachable).
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6. Topology Map

‘Flo Msnagement Corgasion Help
S EdtMode | @ Wed Browsar L SNWP Browser | 1 Soan Nesmork

& Fra

Map Topowgy | Al Cavicas |
0 152.168.90.1%9 ———ﬁ

L

2.
CE—

@ 1929681014

Appheation inko
Appbcstion nto
Applcation into
' _Appicaton info
Appheation nio

i

10194} 152980 %0 %

y FastScan | &8 Predantes 1Zocﬂ|

i

[ Events

[v]

¥ FMee. | | Ack AN

2014-09-08 15.59.44 15 Senice
2014-08-04 155333 15 Senice
20140304 165:55:32 N5 Senice
2014-08-08 16:25:27 M5 Sevvice
2014-09-08 15:58:27 N5 Senice

Component

Frmodks Actess
FAM0N ACCes
Famoks Access
Femoke Access
Frmuke Aucess

I

Adhecti; #1100 15 success inhOntor made. From 127001
The clieet laave Mositee mods From127.00 15124
Acthestizanon Is success mMankor made. From 127 0.01
The clientieave Moriior mode. Framc127.00.1:6378

The diectlesve EQlmode Frorn 127.00.1 5375

|

Figure 6-2. Connecting to Device

There is a green check indicates the normal status for SNMP.

Device Refresh

To update the device status, select one more device (especially on error status) and right-click mouse

on the selected device. Then pop up as follows:

K Delete

Web Browser
SNMP Browser

Telnet
B ssH

Ping

! Refresh
Change Device Name
Add Connection
MSR Group Setup

Figure 6-3. Device Refreshing List
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6. Topology Map

Deleting Devices

To remove the device nodes, select one or one more devices and right-click mouse on the selected
device. Then pop up as follows:

¥ Delete

Web Browser
SNMP Browser
Telnet
B ssH
Ping
Refresh
Change Device Name
Add Connection
MSR Group Setup

Figure 6-4. Deleting Selected Device

Managing Devices

To manage the devices, select one device and right-click mouse on the selected device. It will pop up
a dialog as follows. Choose to use Web Browser, SNMP Browser, Telnet, SSH, or Ping to manage
the device.

X Delete

Web Browser
SNMP Browser
Telnet
B ssH
Ping
Refresh
Change Device Name
Add Connection
MSR Group Setup

Figure 6-5. Options for Device Management

Auto Topology

The Auto Topology function allows you to automatically create the links (connections) between the
devices (nodes). To support this function, the devices must support with LLDP and SNMP. LLDP
enables the user to have automatic topology recognition for his LAN. Therefore the devices support
for LLDP and SNMP and have to be configured to ready state.
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6. Topology Map

Enable LLDP

To let Auto Topology working, each device MUST enable LLDP function on installed network
devices. You can use Web browser to confirm whether LLDP is enabled.

1. Use mouse to select one device on the Topology tab which you want to enable as LLDP
2. Mouse right-click on the selected device and click on the Web Browser menu-item of pop-up
menu

Ele Manapemen! Cordpurabion Heip
 Find @ Wob Browssr L) SHVP Beowser | B Scan Network o7 FastScan | (05 Predarantes | Zoom| 80O |

| Map | Topowngy | AN Devicas

@ 132.168.10.132 -
@ 132.168.10.14 ﬁ
B =
A s :
]
3.0

L‘ K Ditens
Wik Browsar
SNVP Browser
Teinet
2 ssH

Ping

Refresh
Crange Device Name
Add Connschion

MSR Grows Selup

¢ 5l

Figure 6-6. Step 2 to Enable LLDP

3. When the login screen appears, login with the user name and password (default Username and
Password is admin/admin).
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6. Topology Map

/7 JetNet SwitchManager - Windows Internet Explozer

w @ |p http: 192 168 10,1 Andess himl - 4_1- i |t§) Bing
bty | B Tetot SwitehManager |
Fwitch Manager

Please enter user name and passwaord.

Site: 192.168.10.1

User Hame: Iad i

Password: |----|

| 0K || cancel
@ G- mI0B -
Figure 6-7. Step 3 to Enable LLDP
4. Click on the tree node Topology Discovery.
o [ Basic Setting
o= [ Part Configuration LLDP =
&= [ Metwork Redundancy :
L =van LLDP Configuration
o~ [ Traffic Priaritization LLDP timer [
e~ ] Multicast Filtering " L0P hold & |
o 7 SHMP eldfime
o [ Security
o [ Waming
¢ [ Monitor and Diag LLDP Port State
[ WAC Address Table Lacal Meighbor ‘ Meighbar Meighbor
[ Port Statistics Port [s] P viD

[ Port Mirroring
[ Event Log

D Ping
[ Device Front Panel

[ save

= [ Logout

[»]

[4]

Figure 6-8. Step 4 to Enable LLDP
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6. Topology Map

5. Confirm whether LLDP is enabled. If it is disabled, please set Enable and press Apply. You can
manual set the timers of LLDP. The range of LLDP timer is 5~254 and LLDP hold time is

10~255.
|1 et Topology Discove
[ system pology ry
o= [ Basic Setting )
e~ [ Port Conflguration LLDP |':"ahIG v|
o= [ Metwork Redundancy LLDP Configuration
o= VLAN
o= [ Traffic Priaritization LLDP timer |3EI
o= [ Multicast Filtering )
> T SNMP LLDF hold time J120
o= [] Security
o= ] Warning
& [ wonitor and Diag LLDP Port State
[} MAC Aderess Table Local|  Neighbor Neighbor Meighbor
[} Port Statistics Part ID IP VD
D Part Wirraring fad 00127 7f02:e3 1921621010 1 =
D Event Log fald  00:12:7760:14:60 1821651020 1
] Topology Discovery
D Fing
D Device Front Panel
[ gave
[ Logout
e
Apply

Figure 6-9. Step 5 to Enable LLDP

Generate Connections

Generate connections between the devices.

1. Check every device’s icon that each one has a green check Qon it. Device icon without check

icon can’t access by SNMP.

2. Mouse right-click on the Topology tab and click on Auto Topology on pop-up menu. It will

display as follows:
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6. Topology Map

[Topodogy | Al Devives |

L+ Fost Senn
U Sran Natwork

'd_ Lub Tapalagy
Lire Up AL Devices:

Select all Devaces

19216810254 192.468.40.37 1921681035

~Poliey

| @® Create MNew Topology

All Existing Connections Will be Removed!

(O Add Ta Current Topalogy
Exsting Connections Will Remain Tntouched |

~Layomut

@® Autoroanc

() Manual

Al Devices will remain in their position

All Object on Topology weill be Placed Automatically!

Figure 6-10. Auto Topology Configuration

3. Press OK to display the following of screen.

192 168.10,32
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6. Topology Map

Topology || All Devices
i
i
e L iy
f P g ot R
H 5. Bory g —y -
=2 =2 fa ]
2 R =9
] \ K "
i Y
.i ‘. i \
P £ . .
B % B -
+ 4 - r
\
~ 4 H
» ~
] y i)
Bl en o B 3 y
o a )%=
By el
e Y
H
el
£
-

Figure 6-11. Auto Topology Map

Auto Topology Check List:

Yes / No Requirement
?

Does every device enable SNMP?

Does any device not using default SNMP community? (Public, private)
Does every device’s icon show green?
Does every device enable LLDP?

If the device show red (not reachable), after you fix the problem, did you refresh the device?

N ) ) )

Note:

The L3 interface (IP interface) may not be displayed correctly in the version of JetView Pro v1.6.x.
Manual Add Connection and Delete

Manual Add Connection

Select two switch icons and mouse right-click to show popup menu.
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6. Topology Map

J Topaology " All Devices

Sy | e
182.168.10,20 192 1681010

K Delete
Web Browser
SHMP Browser
Telnet

B ssH
Fing
Refrash

_Add Connection

1 PSR Group Setup

Figure 6-12. Adding a Connection Manually

Click on Add Connection menu item of the pop menu. It will show this Add Connection dialog. Enter
two port number connected between two switches and press OK.

Figure 6-13. Add Connection Parameters

The screen will display that there is a connection between two switches.

27



6. Topology Map

Topalagy [ All Devices

D'M*

182.168.10.20 192.168.10.10

Figure 6-14. Connection Established Manually

Manual Delete Connection

Select the connection between 192.168.10.20 and 192.168.10.10 by Mouse-Click.

J Tnpnlngy] All Devices

D::—ml —mﬁe

192.168.10.20 192.168.10.10

Figure 6-15. Deleting Connection Manually Step 1

Mouse Right-Click the connection and pop up Delete menu-item of pop-up menu.
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6. Topology Map

] Topology | All Devices

192 16B1 192 16B.10.10

Figure 6-16. Deleting Connection Manually Step 2

Click Delete to delete the connection.

] Tnpnlngy] All Devices

3 —

192.168.10.20 1821681010

Figure 6-17. Deleting Connection Manually Step 3

Save Topology Map
To present to Topology Map, you could need to get topology map.
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6. Topology Map

Save Topology Map as File

JPG File

BMP File

PNG File

PDF File

Figure 6-18. Saving Topology Map as File

These two methods can help you save currently displayed map in the Topology Map to file.

1. Image format file (BMP, JPEG, PNG). Click on File / Export, choose File of Type to use BMP,
JPEG, PNG image format, Input File Name and press Save to save the file.

Save In; |ru13.r Documents [HJ (]

) bty Music
@My Fictures
@My Wideos

53 shortcut - Wiork
I Source Insight

File Marme: || |

Files of Type: |(*.pno) [v]

[ Save “ Cancel ]

Figure 6-19. Save Topology as File Options

2. PDF file. Click on File / Print. Input File Name and press Save to save the file.




6. Topology Map

Save [n: | hly Documents

PR = =

) My Music

2} My Pictures
Bhdy Videos

la) shortcut - Wiork
I3 Source Inslght

File Mame: |

Files of Type:  [(*.pdf)

[~

| T

Figure 6-20. Save Topology as PDF

A PDF file will be generated. You can print it with the print function of your PDF viewer.

Save Topology Map as Database File (*.JVP)

To record current displayed map in the Topology Map, use this map again. First, you need to save

Topology Map as database file.

Click on File / Save. Input File Name and press Save to save the file. (ex. demo.JVP)

Save In: |[E‘1 bWy Documents

[v]

File Name: |

Files of Type: |*.Jup (MNMS Project)

[v]

[Sae ] [Ganeal ]

Figure 6-21. Save Topology as JVP
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6. Topology Map

To restore previous saved Topology Map, you click on File / Open.
Set File Name (ex. demo.JVP) and press Open to restore previous saved Topology Map.

Loak In: |HE'| Wy Documents Lvl

File Name: || |

Files of Type: |*jvp (NMS Project |v]

l—.@pﬂﬂ—l [—G&ﬁee{f—i

Figure 6-22. Opening Previous Saved File

Note:

This function only available on server. Remote client can’t backup/restore database due to security
precautions.
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7. Device Configuration

7.Device Configuration

This section explains the device configuration on the All Devices Tab. One switch device can be

configured by one mouse selection. Group devices can also be configured by many selections at a
time.

The methods of mouse selection can be single selected any rows by CTRL + mouse click or
continuously selected by first mouse click and then SHIFT + mouse click. Remember that first mouse
select the switch devices to configure before the following of device configurations.

After having one more devices selections, show pop-up menu by mouse right-click.

Topalogy | AL Dewices

Ma. | Model | Mac Address | IP Address | Netmack | Yersion | Statos I
1 Tebletd505  00:1277.01:02E3 192,168 10,3 755.255.255.0 2,12
2 Tetlet5428G  D0:12-77FFOCE 199 168102 55 255 9551 .0 20 ik}
3 tNet0I0G 0012776014560 192.168.10.302 2552552550 Change TP
4 LifetdS08 001277011278 192 168.10.1 Rl L] e —
5 TetNeSO2E  00:1277.00;1B0B 102.168.10.1 255 255,255,
5 BMe003 001277010676 192.168.10.103 55255255  BootLoader Upgrede
7 leetd508 001277010385 102,168 10,251 255255255  ConfigumtionFile >
Web Browser
SHMF Browser
Telnet
e
Ping
O LED Signal
Load Factory Defanlt
Reboot Desice

Figure 7-1. Device Options

Note:
Before using pop-up menu functions, remember to select the target device (mouse selection) that
should be configured.

Global Settings

Change IP

You can assign the new IP address to the switch devices.

LED Signal

This function is convenient for searching the switch device. While this function is enabled, the light
of the LED on the switch device constantly twinkles.

Load Factory Default

You can reset all the configurations of the switch to default setting.
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7. Device Configuration

Reboot Device

Some of the feature change to require you rebooting the system. Click on Reboot Device on pop-
menu to reboot your device.

MSR Group Setup

To let Auto Topology to generate Ring Topology, devices in the install ring network have to setup
Multiple Super Ring (MSR) function.

1. Use mouse right click to select multiple devices on the Topology tab by CTRL key which you
want to setup MSR function.

2. Mouse right-click on the selected device and click on the MSR Group Setup menu-item of pop-
up menu.

[ Tapology | All Devices

P o L LT L
a B @ ] a a
oo

a
a a o o
| PR
i e oNEEEE. o n!fn
:n“'a.inazl T2 1 L X2 L bt -
a o o

! .
5 ! o o a o o R Delete

Web Browser
SHMP Erowser
Telnet

B ssH
Ping
Refresh
Add Connection
MSH Group Setup

Figure 7-2. MSR Group Setup

3. It will show MSR Group Setup window. Set Ring ID (0~31), Ring Name, Ring Version, Ring
Portl and Ring Port2 for MSR setup. Then press Check button

34



7. Device Configuration

Ring ID [ |
[ Check ]
Ring Mame |aa1| | St
Ring Version | Rapid Super Ring I Vl Export =
Ring Port [1 [v] Save to Flash
Ring Port2 [2 [v]
Device | Snmp | RinglD | RingPot! | RingPort2 |  Status | Setupresul
Fal
=

Figure 7-3. Options for MSR Groups Setup

It will show check status of selected device in the bottom of MSR Group Setup window. The
columns in the table explain as follow:

O O O OO0 O O

Device: IP address
SNMP: Connect via SNMP is available
Ring ID: whether Ring ID is used or exceeds the ring number limit

Ring Portl: whether Ring Port1 is enabled or exceed the port number limit for device
Ring Port2: whether Ring Port2 is enabled or exceed the port number limit for device
Status: the device status based on the status of SNMP, RingID, Ring Portl, Ring Port2
Setup result: response this column after pressing Apply button

35



7. Device Configuration

MSR Group Setup X

Ring ID [1

e | | Check
Ring Name |aat 1! Apph
Ring Version | Rapid Super Ring ]ul

I 1 Cancel
Ring Part2 12 J:l
Device Snmmgp - Ring 1D . Ring Port | Ring Port2 [ Status [ Setup rasult |7

19216810261 | Available Avwallable Enahled Enabled Auvailable Success ﬂ
CT9216BI000 | Avallable Available Enahled Enabled Available SUCCess
192.168.100106 | Avallable Anailable Enabled Enabled Anailable Success

L 192168101 Auailable Available Enabled Enabled Auvailable Success
1921621063 Ayailable Available Enahled Enabled Available Success
L 19216881018 Auailable Avallable Enabled Enabled Avallable Success

19216810155 | Available Available Enahled Enzhbled Auvailable Success H

Figure 7—4. Options for MSR Groups Setup for Selected Devices

5. To indicate that there is at least one of device in the unavailable status if the Apply is disabled.
Press Check button again after solving the problem for unavailable devices. If all the selected
devices are in the available status, the Apply button will enable. Then press Apply button to
setup MSR setting for all selected devices. Final, the setup result will show the last column in the
table.

6. If you want to use these settings for rebooted devices, you MUST press Save to Flash button to
save these settings into flash for each devices.

Firmware Upgrade

In this section, you can update the latest firmware for your switch.. The new firmware may include
new features, bug fixes or other software changes. We’ll also provide the release notes for the update
as well. For technical viewpoint, we suggest you use the latest firmware before installing the switch
to the customer site.

The Ul also shows you the version and built date of current firmware. Please check the version
number after the switch is rebooted.

Note:

The system will be automatically rebooted after you finished upgrading new firmware/bootloader.
Please remind the attached users before you do this.

Configure File Operation

The configuration file of the switch is a pure text file. You can open it by word/txt read file. You can
also modify the file, add/remove the configuration settings, and then restore back to the switch.

Backup

With Backup function, you can save current configuration file saved in the switch’s flash
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Restore
This will allow you to go to Restore function later to restore the configuration file back to the switch.

Load default
All of the configurations will be rollback to the factory default settings, except the device IP address.

Manage by Application

Web browser

For managing Ethernet switch devices, you need to consider that they have Web management
function. Web management page is developed by JAVA. It allows you to use a standard Web-
browser such as Microsoft Internet Explorer, or Mozilla, to configure and interrogate the switch from
anywhere on the network.

1. Use mouse to select one device on the Topology tab which you want to configure

2. Mouse right-click the selected device and click on the Web Browser menu-item of pop-up menu
3. The login screen will appear next

4. Key in user name and the password. Default user name and password are both admin.

Please enter user name and passwori.

Site: 192.168.10.8

User Name: |adm|n

Password: I

OK Cancel

Figure 7-5. Welcome Page of the Web-Based Management Interface

5. Press ENTER or click on OK. Welcome page of the Web-based management interface will then
appear.
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Welcome to the

(1 [Bystem Industrial Managed Switch

= [ Basic Seting
& [ Port Conflguration

o ] Hebwork Redundancy Systern Name |
o [ WLAR _
& [ Traffic Priortization Systern Location |
&= [ Multicast Filtering Systern Contact |
= [] SNWP Systarn OID 1.36.1.2.24062.2.1.3
7 (& Security | Industrial b d Switch
& [ ¥iaming Systern Description ndusirial Managed Switc
&= [ Monitor and Diag Firmreara Version | 1.2 20070620
[ Dewtee Front Panel Davica MAC 00:1 27 FM00:00
[ save
[ Logout

Figure 7-6. Configurations of Industrial Managed Switch

6. Once you enter the Web-based management interface, you can freely change the IP address to fit
your network environment.

SNMP Browser

JetView Pro provides a SNMP browser for user to management SNMP devices. The SNMP Browser
supports SNMP v1/v2c/v3 get, get next, walk, table view and set functions. And the SNMP Browser
provides MIB file compiler tool MIB File Manager that can load public standard MIBs and private
MIBs and build a MIB tree.

Provides many standard MIBs for users to configure or monitor the switch’s configuration by SNMP.
But, since some commands can’t be found in standard MIB, JetView Pro provides Private MIB to
meet up the need. Compile the private MIB file by you

Private MIB tree is the same as the Web tree. This is easier to understand and use. If you are not
familiar with standard MIB, you can directly use private MIB to manage /monitor the switch, no need
to learn or find where the OIDs of the commands are.

The SNMP Browser tool lets you read and write the MIB of the selected device.
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SAcanfie -] Arz Ao ovjectiD. (186121110 ]
o dod
£ Internes [egat] |Gotient]  walk Tabieview | [ -Stop.|
& mgmt
e Setvalue: [sseta]
= mf;:om,— !LM! Tsble | L Glear |
syeObjectiD Name OBjectID Valua |
sysUpTime ssDascr0 136121110 Industrial Managed Ethernat Swetch
sysCorsart sysDascr0 136121110 industialManaged Ethemet Swich
sysName 4s0DjectiD0 136121120  136141240622.21
systocation | |[||sysUpTime0 136121130 2days, 16373716
sysSenites sy3Contact0 136121140 |
~vsORLastchd |(|[7sNBmed 136121150  |Switth
@ sysORTable srslocatond 196121180 11
AR ssSendes0 126121170 2
B il |rsORLancha . 126121180 2days 1637371
< 51 |ers0RDa 13612118021 1361831
1 SEORID2 13612119122 [1861.2549

Il:”’"’"" Huseial sORIDS 13612110123 1561214
ssORIDA 13612110124 1361.2150

Opect | ] $ySORIDS. 13612119.1.25 13616316221

Name  sysDescr 21|\ lsrsoRID S 11.36.1.211.91.26 1.36.1.6310.3.1.1

ObjectiD__1.3.6.1.21.1.1.0 $¢3sORID.7 11.361.211.91.27 [1361.6311.3.1.1

Status___ franeatory 5y30RID 2 11.36.1.2119.1.28 13.6.1.6315.21.1

Atcess  read-only srsORDestr]  1.9.6.1.211.91.31  TheMB module for SNMPY2 entities

Syntax__ DisplaySting (SCE (0.255) srsORDestr?  1.0.6.1.21.1.91.82 | The MIB mocule for managing TCP implermertatons
"A textusl descripfion ofthe ety £l oo sannpser 3 1.96.1.21.1.9.1.22  The MB mocule for mariaging IP and ICM implemeritations
:“:fes':“:'mr:';::";ﬁ':::"o':: srsORDescr.d 1_ 30 1.21.1.9.1.24 TheMB mocule for managing UD® implementations
etworking sotwans. It mondator 3 sysq \new-basud Acus Control Mode! for S

I 3]

Figure 7-7. MIB Example Compiler

The MIB Compiler assists user in building MIB tree. While MIB files have been changed, user uses
the MIB Compiler to rebuild MIB tree. To add new MIB into MIB Tree, go File > MIB Manager. It
will show the following window.

Avallzble MIBs Leaded MIBs
MiB Name | Pain MIBName | Path
RFC1213 (CAProgram FilasNMSImIbsiRFC12. A
RFC1229 (CIProgram FilasNMSImIBSIRFC12.
RFC1231 | CaProgram FilesNMSUnibsiRFC12. -
RFC1243 CIProgram | FilesmsvnibﬁRch
RFC1263 CAPragram FilasNMSimibsiRFC12,
RFC127T CaProgram FilasMNMSImibsiRFC12.
RFC1265 (CaProgram FilasNMSImIbs\RFC12.
RFC1315 | CAProgram FiiasNMSImIbsIRFC13
RFC1381 |CaProgram FilesNMSIMIbSIRFC3,
RFC1362 CAProgram Files NMSIMibSRFC13,
RFC1328 CAProgram FilesNMSImibsiRFC13.
RFC1408 (CaProgram FilasNMSImibsiRFC14.
SNMPV2MIB  CProgram FilashNsSimIbsISNWPy
jemettrap CaProgram Fli2shbASimibsietnet-ir
|lemetdsoeq  CaProgram FllasNMSimibsietnetd.
[letnetds06mi2  CAProgram FileshSimibsyjetnetd
{jenetd006 CProgram FilasNsSumibsiemetd.
jatnetd 0061 ‘CaProgram FilasNsStmibsyetnetd.
j2netd 706 ClProgram FliasNMSimibsietnetd. v
Qe | >
-AGdMIB from fle... | Flemoue | Load-» || Loadall »» « Unioad | m
[ RevuilgniB Tree,, | [ Close |

Figure 7-8. Adding a MIB

Press Add MIB from file to add new MIB file. Load this new MIB file and then press Rebuild MIB
Tree to update MIB Tree.
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Figure 7-9. Loaded MIB

Connect’s network devices support Telnet console. You can connect to the switch by

Telnet, the command lines are the same as what you see by RS232 console port. You can use CLI
command to configure your device.

B Telmed 152 16610 202

Switch logini afdnin

aieil B

nwiteliy

Figure 7-10. Telnet Command Line

SSH (Secure Shell)

Connect’s network devices also support SSH console. You can remotely connect to the switch by

command line interface. The SSH connection can secure all the configuration commands you sent to
the switch.
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7. Device Configuration

SSH is a client/server architecture where network devices are considered as the SSH server. When
you want to make SSH connection with the switch, you should download the SSH client tool first.

Ping
This ping function can confirm your host access to Connect’s network devices via network. Ping the
selected device to verify a normal response time.

Change Device Name
You can give device an alias for a device by Change Device Name function.

Device IP Address: 192.168.10.62

Device Name:  [AnotherNamel |

| apply || cancel |

Figure 7-11. Changing Device Name

Device IP Address : 192.168.10.52
|Deuice Name: AnotherName
Device Type : JetNet4510
Description : Industrial Managed Ethernet Switch JetNet4510
System Up Time : 0:59:14.06 ’
System Name: Switch
System Contact:

System Location:

LLDP Status : OK
LLDP Chassis ID: 00:12:77:60:1¢:89

Status : SNMP OK

Figure 7-12. Applied Device Name Change
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8.Event and Alarm Management

Event Management

Administers can identify the event threshold (OK, Warning, Error, No Status) by the color.
Notifications based on any event (Node up, Node down, Link up, Link down, Remote Access Client

mode, etc.) can be generated. Besides, notifications can be sent via email, SNMP trap and this
JetView Pro program. For the event settings refer to section 9.1.

In the case of red background icon on Topology tab, relevant fields in the event line of Event

Management tab are colored as red (see Figure 8-1). According to the event message, users can
identify what occurs to the devices with red background.

hapl Topadlogy || &1l Dewicas
B 1521661020 f
01821661010

qw+m1
197 AG0.10

B
£
Evanl Management | ShMP Trap Recaiver

[an Events [ [ e || [aeang]

Figure 8-1. Event Management Example

Ack This column is to check the status of each event and confirm these events for network manager.
After checking Ack, the corresponding links or device icons in the topology are restored to the
normal color. This is also to recognize updated status in the topology.

Use mouse to click checkbox to check.
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a =] o Applcetion Do 2005 (920 1314200 ketVew Pro Senvane Beveke Aopew Arabwchoaton b sacess D bodor waode, Fooos 190 162 10 ED

1 O o Apploeton o B0R-00-2015:04:16 ke Fofenies Lo Licene file: is ot vl |
1 | . Application Tufo F-00-36 1504006 Let¥iew Froeries Ii¥iew Pro 3

Figure 8-2. Selecting Devices to Ack

Ack for the green link, for example.

Efe Managesent CorAporabion Help
4, Fing @ oo Browssr  ( SHVP Browser | 8 Sean Nework 4 FastSean | {38 Presrances | Zooen[ 803

Map | | monw[ Al Denicas |
U 12216810192
@ 1921681014 ﬁ

y iy ni.
Lﬁ-‘r " ”‘..;‘fﬁ.

-
[ =] ]
EveniMaragement | SV Trap Fecaser | o Events [l | Foee | Ak

10| Ack | Type Cagory RrCeha TImo = [l SOMCD <] o G DTN DR o | e’}
4 ___Applcation im0 20146808 16:51:18 Korank M5 Service ___ Everihanagement SMTP Servers dscennodt
o Appheaton il 2014-08-04 16°50:33 Komanb NMS Senite  E

C—

Figure 8-3. Event Management, Ack

While you check this Ack of ID 46 and 47, the link color will restore from green to gray.
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Elo Manapesnl Comparation HsIp
A, Frd @ Wod Erowser () SNVP Browser | 5 Scan Nework & FastSean | i Preserences | Zoom| 80[ S

Mag Tapohm[ All Dawicas |
@ 1921600154

@ 1521889074 H

e 1

e
.’I! 2
Mmwe0in 192 WS W

-
[« T L5
EventManagement | SN Trap Racatior [ Events Ised | Fuse @
0 | Ack | Type| Category | RecetveTime | Source | comgonert |

47 | 2014-08-08 155204 19216310199 Prowcols® rotcel PESats OKReachatd fysYas)
£ 1201468.08 16:61:37 1821621018 ProwcolsSNMP Pt BLIRKUP
2014-08-08 138118 Korent NMS Senvice EyariMansg

2014-08-04 15:50:32 Korank NMS Senke

Figure 8-4. Event Filter for Ack

Event Filter You can choose to use All Events, Unacknowledged Events, Warnings & Errors,
Warnings, Errors, Unacknowledged Warnings & Errors and Source=, so that show the event status
you want to see. While choosing Source =, you must append the IP address (ex, 192.168.10.1)
behind the Source = string and press Filter button to filter the events matched by Source column,

Il Events .

All Events
Inacknowledpged Events
Warnings & Errars

Warnings

Errors

Lnacknowledged Warnings & Err
Source =

Figure 8-5. Filters

Link up/down Events

While the link failure happens, JetView Pro will issue a Link Down event in Event

Management tab page and update the Topology Map Figure 8-6. This event will show Portl Link
Down Message.
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Figure 8-6. Link Down Event

While the link restores, JetView Pro will issue a Link Up event in Event Management tab page and
update the Topology Map Figure 8-7. This event will show Portl Link UP Message.

hdapl Topology | AN Devices |
018216810010 i
o o o
qm—“‘“* —_——
183 466,40-20 TRAGEAGNE
e a a
b
B
Everdhanagement | SHMP Trap Recaiver All Events foad | W Filter

(]
(]
(W]
(]
(]
]
(]
(]

Figure 8-7. Link Up Event
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Node up/down Events

While the node failure happens, JetView Pro will issue a Node down event in Event Management tab
page and update the Topology Map Figure 8-8. This event will show Status

ERROR(Reachability=No) Message.

Ele Managoment Comipaabion Help
S Find  J/ EdiMode | @ Web Browsse LSNP Browser | 000 Soae Nesanny t5ean | & Peesarantes | 2oom[ 80
Map Topowgy | Al Ceicas |
J 19216810199 =
@ 1929681014 H
@ G x i __‘1‘
32 WA 101 132 450 54
]
€ Em—— 5
EventMaragement | SN Trap Facatier [ Events T | Foreee | Ak Al
D0 [ Ak [Typel  Cowgoy | mecemerime | Source | Comgonert | ]
Appheation inko 2014-L9-08 155944 Koreno NM5 Senlce Frmo Aucsss Ardhecti: #0015 suctess nonfor mece. From 1270014
Apphcation ino 2014-08-04 1559 33 Korani N3 Senite FAm ok ACEss The client 18 a6 Mositar mode Fror127.00 15124
Appleation nto 2014-08-04 16:53:32 Korank NMS Senize Famoks Access Actheetizaon |5 sutcess mMankor made. From:127 0.01:
Applcation into 2014-03-08 16:28:27 Karent NMS Senvice Femote Access The clientleave Moetier mode. Frome127.00.1:6378
Apphiation inlo 2014-08-02 155827 Korent VS Senvice FRmo Acess The disctiesye Edtmode From 1270015376

Figure 8-8. Node Down Event

While the node restores, JetView Pro will issue a Node up event in Event Management tab page and
update the Topology Map Figure 8-9. This event will show Status OK(Reachability=Yes) Message.
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Figure 8-9. Node Up Event

SNMP Trap

SNMP Trap is the notification feature defined by SNMP protocol. All the SNMP management
applications can understand such trap information. So you don’t need to install new application to

read the notification information. The SNMP Trap Receiver of JetView Pro supports SNMP v1/v2c
traps receiving.

The following sections illustrate SNMP Trap with Link down and up event.

Enable Link-down and Link-up Event

To enable link-down and link-up event, you must enable SNMP Trap Server and Link down and up
event. Enter Web screen to configure these settings.

1. Use mouse to select one device on the Topology tab which you want to enable link down and up
event.

2. Mouse right-click the selected device and click on the Web Browser menu-item of pop-up menu.

3. When the login screen appears, login with the user name and password. The default login User
Name and Password: admin/admin
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¢ JetMet SwitchManager - Windows Internet Explorer

@@ |‘1! http: 192 168.10.1 /mdecs himl | | K |t§) Bing ||9 s

| @ ettt SwithManager s,

Zwitch Manager

Please enter user name and password,

Site: 192.168.10.1

User Name: Iadmin

Password: |----|

| oK || Cancel

| @ - mI0B -

Figure 8-10. Connect Switch — Switch Manager Start Page

4. Click on the tree node SNMP Traps. Enable SNMP Trap, and set SNMP Trap Server IP address
on the machine where the JetView Pro is installed.

[ Jetrlets 62006 SNMP Trap

[ system
&= [ Basic Setting
& 3 Port Configuration SNMP Trap bl
&~ Metwork Redundancy
o= v
o= [ Traffic Prioritization
& 3 Multicast Filtering SNMP Trap Server
-3 SMMP

D SMMP Configuration Server IP |'1 92 1621080
[} sume vz Profile Community  [[public
SHWP Traps Yersian @Vl D

o= [ Securiy —
& ] Monitor and Diag

[ Device Front Panel Trap Server Profile

[ save

[y Logout SarverIP | Community Versian

1921681080 public Wi =
w
| Remove | Reload |

Figure 8-11. Connect Switch — SNMP Trap Configuration

5. Click on the tree node Event Selection. Enable the specified port for link-down and link-up event
(ex. Set Port 1 as both).
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Figure 8-12. Management, Event Selection Configuration

Receive SNMP Trap
1. Click on Start on the SNMP Trap Receiver tab.

EventManagemens | SNMP Trap Receiver | gent 1P Adduess: i Filles

ID | ApnteddmssPort | Trensport| Profocol | Tamestmp | Enterprise

Figure 8-13. SNMP Trap Receiver Tab

2. While plugging in or out the network line (ex. RJ45) on the port 1 of device (ex.192.168.10.1), it
will display as follows:

Evend busageoeect | SHMF Trap Recerver At [l Addres |-'1Tnps w I Filer el L] Siop

m Aput sfdresPart 'hmmnﬂl Froorioeal Tiresimg Enecynie ooty Badings
2 LI 158 100034 SHHEY]1  UDF 2000-09-04 111507 LE26141 24063 pebE: [L3GLZIIE] 1= 12641 24062 4.4 1 D mLivk 1 T |
| LELIERI0EAH SHHPAl TDF 00U-DA-04 110443 B EGT4 | 24067 prhlic CLFELEIREN = |, 126141 240634 3 1 0 = Link | Down ]

Figure 8-14. SNMP Trap Receiver with Values Captured
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Alarm and Action

When event or SNMP trap are produced. They in addition to display in event management or SNMP
Trap Receiver, and they can trigger some alarms and do some actions. The alarm can be triggered by
type or other field of event. The actions of JetView Pro supported are Popup Message, E-mail and
Run Executable File.

The following sections illustrate how to use alarm and action.

Create an Action
Open JetView Pro Preference, select Event Action and new an action.

Frefarences Evenl Aclion
= Ewens
Evanss Athon
Eveni Acun Name | Action [ Recpient | Execumbiefle | | hew |
Salus Golors miphcliond FPopup Message
SWTF Carifiguration friehclion? Serd Edail  jarnes @sisssasioom Ediil
= SHMP :
SHEP Configuration 2l
SMP Trap Retelver T
Remobz Access
Agpiations L — 1]
Background Image o
Salect Lanpuage
License Mame | Active | Achions [ mwpe | soue [ new |
ryAlarm ryfuction] mvaclion? Errar . =
Jeledy
[uplcate
-y

Figure 8-15. Creating an Action

Press New button the Action Editor window will be opened. You need input action name and select
an action type (Popup Message, Send E-Mail or Run Executable File) to create a new action.

Or you can manage actions via Edit, Duplicate or Delete functions.
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Mame: |myActi|:|nEl |
Action: Fopuphessage
o Fopup Message |
Recipient:
Send Ehdail

Executable File: | Run Executable File

ok [cance

Figure 8-16. Action Editor

Create an Alarm
Open JetView Pro Preference, select Event Action and new an alarm.

Press New button the Alarm Editor window will be opened. You need input action name and select
actions to create a new alarm. Select Active option to active this alarm. Change Filter Type or Source
to filter what event that you want to trigger. Select actions to decide what action will be executed
when this alarm is trigged.

Or you can manage actions via Edit, Duplicate or Delete functions.

MNarme: |myAIarm1 |

Filter
Type: [AII Types [:I
Source: |‘ |
Actions
. myAction
. myActionz

ok [cancel

Figure 8-17. Alarm Editor

Popup Message Action

When a Popup Message action is executed, all JetView Pro clients will pop up a message as follows:

51



8. Event and Alarm Management

A ID:32 Type:s
Category.?2 Receive Time:2008-11-16 16,2349
Source1892168.1098 ComponentProtocalsiProtocaol PING
hessage: Status ERROR(Reachahility=ro)

Figure 8-18. Event Alarm Popup Message

E-mail Action

When a Send E-mail action is executed, the JetView Pro will send an alarm e-mail to your e-mail
account (configured in Preference->SMTP configuration). The e-mail could show as follows:

0263 Type:Ermor
Category:Status Worse  Time:201207-24 152804
Source:192,168.10.13  Compenent:Protocols/Frotocal PING Message: Status EREOR(Eeachability=Ma)

Figure 8-19. E-mail Action

Run Executable File Action

When a Run Executable File action is executed, the user specified executable file will be executed.
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9.Performance Management

If you want to monitor the traffic of your local network for a period of time, JetView Pro can give
you an indication of the network traffic for the connections in a time context. It is useful as a quick
reference for determining the amount of network bandwidth being consumed.

Traffic Report

JetView Pro monitor and report selected connection statistics. The tab name of the current traffic
history shows two connected devices’ IP address and port - Port 13 on the device (192.168.10.10)
connects to port 9 on the other device (192.168.10.1). The data was collected by through SNMP’s
polling. The default sampling rate is set to 30 seconds.

The figure below indicates network load for the specified port. In order to show a visible line on the
graph for network traffic on any interface, the view automatically scales to magnify the Y-axle’s unit
of traffic. The X-axle is time. The Y-axle means the total number of bytes sent on the connection in
the polling time interval. The maximum number of entries can be recorded in 30 minutes. When the
maximum number of entries is reached, JetView Pro throws out the oldest entry when a new one is
recorded.
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Figure 9-1. Traffic Graphic

To view the traffic report

e Mouse Double-Click on the line between the two devices
e The traffic report only available if the network connection is present
e The traffic tab provides an indication of the network traffic for the connection
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10. Preferences

Event

Events

This page allows you to record events into the log file. You can change maximum number of traps,

trap log to file and trap

log directory.

Prederences
= Ewanls
[ Events
Ewfend Achan
Fahes Colors
SKTP Cordiguration
= SHMP
SMKAP Configuration
SHKP Trap Receiver
Femoba At ess
AppBeation:
Eackground Imags
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License

Everis
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hax, Murmier of Everils
Event Log 1o File:
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L] Enable Log b File
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Events Action

Figure 10-1. Events Preferences

This page allows you to manage Actions and Alarms; the management functions include New, Edit,

Delete and Duplicate.
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Preterences Evert Action
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Figure 10-2. Event Action

If you press New, Edit, Delete or Duplicate of Action, the Action Editor will pop up for Action

configuring.

Mame:
Action:

Recipient:

Executable File:

[n‘rjmtiuna

]
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Fun Executable File

ok [ cancel |

Figure 10-3. Action Editor — New Action

If you press New, Edit, Delete or Duplicate of Alarm, the Alarm Editor will pop up for Alarm

configuring.
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Status Colors

Alarm

Mame: [myﬁ.larm1 |

Filter
Type: [AII Types M
Source: [' |
Actions
. myActiond
- myAction2

| ok || cancel |

Figure 10-4. Alarm Editor — New Alarm

This page allows you to assign a color to each status. You can change text and background color of 4

types status.
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Preferences
2 Events
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Figure 10-5. Editing Event Status Colors

While you use to send Email function for Event Action, you must set SMTP Configuration. If SMTP
server requests you to authorize first, you can also set up the username and password in this page.
And you can press Test SMTP configuration to test your configuration after you finish this

configuration.
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Freferences
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Figure 10-6. SMTP Configuration

The JetView Pro will add a default SNMP agent profile for discovered devices. You can use this
page to new, edit, delete or duplicate a profile. The configurations of profile include agent listening
port (default is 161), SNMP version (support v1/v2c/v3), read/write community, retry numbers and

timeout (in second(s)).
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Frefarences
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Figure 10-7. SNMP Configurations

This page allows you to configure SNMP Trap Receiver and record SNMP Trap into the log file.
You can enable the SNMP Trap Receiver on system starting, change listening port, change maximum
number of traps, trap log to file and trap log directory.
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Frederences
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Remote Access

Figure 10-8. SNMP Trap Receiver Configuration

Due to the access synchronization, we only allow one client to enter the Edit mode at the same time
and the other clients on Monitor mode. The Monitor mode can only allow viewer to browse the

topology. Edit mode can use all functions. The maximum number of remote client is default 5. You
can setup new passwords on Monitor and Edit mode.

60



10. Preferences

=

Fretfarences

Ewanks
Evants
Ewend Atfan
Status Colors
SkiTF Cordiguration
SHKIP

Famole Atcess

Prop

Fasswnrd for Monibor Client

Ttae. Murmier of Remote Clienls:

SHMP Configuration Pazsward: [!'I'I'!lll ]

SMMP Trap Recaiver Fetype Fassword [ensnnne |
Remoba Access |
Applications Pazswned far Edit Client
Background Image AT [eesssns ]
Salect Lanpuape '
License ety Fassworns [enssnne |

[0 |- Ganeet|
Figure 10-9. SNMP Remote Access Configuration
Applications

The JetView Pro uses external applications for the functions. This page allows you to assign

specified programs or use default application to run the functions.
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Figure 10-10. SNMP Application Configurations
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Background Image

This page allows you to configure background image for topology map. You can select an image file
to change the default background image.
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Figure 10-11. SNMP Background Image Configuration

Select Language

JetView Pro support 4 language interfaces.
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Figure 10-12. Selecting Language

Language:

Figure 10-13. Language Options
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You can change JetView Pro display interface by selecting a language option. The Language will
apply immediately.
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11.

Baud rate

Bit
Bus

Byte

Communication
Network

CPU

Database
Default
Diagnostic

Download
ESD
Firmware

Frame
Gateway
Hardkey

Hardware
/10
Input/output

Interface

Kbytes
LED

Master

Master-slave
communication
network

Media access
Menu
Module (hardware)

Module (software)

Module address:
Node
Operands

PLC

Programming
Language

Protocol
RAM

RX
Serial Channel

Glossary

Rate in which information bits are transmitted through a serial interface or communication network
(measured in Bits/second, bps)

Basic information unit, it may be at 1 or O logic level.

Set of electrical signals that are part of a logic group with the function of transferring data and control
between different elements of a subsystem

Information unit composed by eight bits.
Set of devices (nodes) interconnected by communication channels.

Central Processing Unit. It controls the data flow, interprets and executes the program instructions as well
as monitors the system devices.

A group of data organized in a table.
A value that is commonly used as a standard

Procedures to detect and isolate failures. It also relates to the data set used for such tasks, and serves
for analysis and correction or problems.

Information that is sent to some device/path.
Electrostatic Discharge.

The operating system of a PLC. It controls the PLC basic functions and executes the application
programs.

Information unit transmitted in the network.

Device to connect two communication networks with different protocols.

Connector normally attached to the parallel port of a microcomputer to avoid the use of illegal software
copies

Physical equipment used to process data where normally programs (software) are executed

See Input/Output.

Also known as 1/0. Data input or output devices in a system. In PLCs these are typically the digital or
analog modules that monitor or actuate the devices controlled by the system.

Normally used to refer to a device that adapts electrically or logically the transferring of signals between
two equipments.

Memory size unit. Represents 1024 bytes.

Light Emitting Diode. Type of semiconductor diode that emits light when energized. It's used for visual
feedback.

Device connected to a communication network originating all the command requests to other network
units.

Communication network where the data transfer are initiated only by one node (the network master). The
remaining network nodes (slaves) only reply when requested.

Method used by all nodes in a network to synchronize data transmission and solve possible conflicts in
simultaneous transmissions.

Set of available options for a program, they may be selected by the user in order to activate or execute a
specific task

Basic element of a system with very specific functionality. It's normally connected to the system by
connectors and may be easily replaced.

Part of a program capable of performing a specific task. It may be executed independently or in
conjunction with other modules through information sharing by parameters.

Address used by the CPU in order to access a specific /O module.
Any station in a network with the capacity to communicate using a determined protocol.

Elements on which software instructions work. They may represent constants, variables or set of
variables.

See Programmable Controller.
Set of rules, conventions and syntaxes utilized when writing a program.

Procedures and formats rules that allow data transmission and error recovery among devices with the
use of control signals

Random Access Memory. Memory where all the addresses may be accessed directly and in random
order at the same speed. It is volatile, in other words, its content is erased when powered off, unless
there is a battery to keep its contents.

Acronym used to indicate serial reception.
Unit interface that transfers data serially.

64



11. Glossary

Software
Sub network

Supervisory Station
Tag
Time-out

Toggle
X
Upload
Word

Computer programs, procedures and rules related to the operation of a data processing system

Segment of a communication network that connects a group of devices (nodes) with the goal of isolating
the local data traffic or using different protocols or physical media.

Equipment connected to a PLC network with the goal of monitoring and controlling the process variables
Name associated to an operand or to logic that identifies its content.

Maximum preset time to a communication to take place. When exceeded, then retry procedures are
started or diagnostics are activated.

Element with two stable states that are switched at each activation.
Acronym used to indicate serial transmission.

Reading a program or configuration from the PLC.

Information unit composed by 16 bits.
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