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TLE3-21100

No part of this document may be copied or reproduced in any form without the prior written consent of Altus Sistemas de
Automacédo S.A. who reserves the right to carry out alterations without prior advice.

According to current legislation in Brazil, the Consumer Defense Code, we are giving the following information to clients
who use our products, regarding personal safety and premises.

The industrial automation equipment, manufactured by Altus, is strong and reliable due to the stringent quality control it is
subjected to. However, any electronic industrial control equipment (programmable controllers, numerical commands, etc.)
can damage machines or processes controlled by them when there are defective components and/or when a
programming or installation error occurs. This can even put human lives at risk. The user should consider the possible
consequences of the defects and should provide additional external installations for safety reasons. This concern is
higher when in initial commissioning and testing.

The equipment manufactured by Altus does not directly expose the environment to hazards, since they do not issue any
kind of pollutant during their use. However, concerning the disposal of equipment, it is important to point out that built-in
electronics may contain materials which are harmful to nature when improperly discarded. Therefore, it is recommended
that whenever discarding this type of product, it should be forwarded to recycling plants, which guarantee proper waste
management.

It is essential to read and understand the product documentation, such as manuals and technical characteristics before
its installation or use. The examples and figures presented in this document are solely for illustrative purposes. Due to
possible upgrades and improvements that the products may present, Altus assumes no responsibility for the use of these
examples and figures in real applications. They should only be used to assist user trainings and improve experience with
the products and their features.

Altus warrants its equipment as described in General Conditions of Supply, attached to the commercial proposals.

Altus guarantees that their equipment works in accordance with the clear instructions contained in their manuals and/or
technical characteristics, not guaranteeing the success of any particular type of application of the equipment.

Altus does not acknowledge any other guarantee, directly or implied, mainly when end customers are dealing with third-
party suppliers. The requests for additional information about the supply, equipment features and/or any other Altus
services must be made in writing form. Altus is not responsible for supplying information about its equipment without
formal request. These products can use EtherCAT® technology (www.ethercat.org).

COPYRIGHTS

Nexto, MasterTool, Grano and WebPLC are the registered trademarks of Altus Sistemas de Automacéo S.A.
Windows, Windows NT and Windows Vista are registered trademarks of Microsoft Corporation.

OPEN SOURCE SOFTWARE NOTICE

To obtain the source code under GPL, LGPL, MPL and other open source licenses, that is contained in this product,
please contact opensource@altus.com.br. In addition to the source code, all referred license terms, warranty disclaimers
and copyright notices may be disclosed under request.
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1 Introduction

1.1 Introduction

TLE211001122 is a 4Goll RTU isor the Industrial 10T applicationWith built-in world- class 4G
module (%), you just need to insert SIM card from local mobile carrier to get to Internetréichendant
SIMdesignprovidesa more reliable WANconnectionfor criticalapplications.

Main Features:
T Provide4AGWANconnection.
Supportdual SIMsfor the redundantwirelessWANconnection.
Provideone Ethernetport for comprehensive ANconnection.
Equip802.11b/g/n1T1Rwirelessfor simpleWLANconnection.
Provideone RS232/RS48%erialport for controllinglegacyserialdevice,or Modbusdevices.
Supportthe robustremote or localmanagemento monitor network.
Designedy solidandeasyto-mount metal bodyfor industrialloTapplications.

=A =4 =4 4 4 =

Before you install andse this product, please read this manual in detail for fully exploitinduhetions
of thisproduct.

1-TLE211001122for LTEcat. 4.



TLE3-21100

1.2 ContentsList

1.2.1PackageContents

#StandardPackage
Items Description Contents Quantity
1 TLE2211001122 1ncs
4GIoT RTU P
2 CellularAntenna B s s—— 2pcs
3 WiFiAntenna e —— 1pcs
4 TerminalBlock . 1pcs
6 RubberFeet 4pcs
7 RJ4XCable 1pcs

2 - Themaximumpower consumptionof TLE211001122seriesproductis5.5W.

10
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1.3 HardwareConfiguration
U Left SideView

! a
' . 8
LAN 228458
LAN Terminal Block for
PWR / Serial / 10
u  RightSideView
Reset Button
® ey 6 e—
. e
& (] Reset @&l =N\

N N\
)

e N - I
\
MAIN = ) AUX

3G/AG SIM-A SIM-B 3G/4G
Antenna Antenna
MicroSD WiFi Antenna

38 ResetButton

The RESET button provides user with a quick and easy way to restore the default setting. RESHTe
button continuously for 6 seconds, and then release it. The device will restéaettory defaultsettings.

11
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1.4 LEDnNdication

Blue

Signal Purple
Red
WiFi Blue
Serial Blue
Status Blue

Whenthe LEDcoloris shownin:
9 Blue:Cellulamoduleisin LTEMode.
9 Purple:Cellulamoduleisin HSPA/3®/ode.
1 Red:Cellular modulés in GSM/2G Mode.
Whenthe behaviorof LED is:
1 Flash(Fast):SignalStrengthis 0~30%
9 Flash(Slow,per second):SignalStrengthis 31~60%
i SteadyOn: SignalStrengthis 61~100%
Whenthe LEDcoloris shownin:
91 Blue:WiFiis enabled.
Whenthe behaviorof LEDs:
1 Flash:.WhendatatransferredviaWiFiLAN.

Flash:Datapackettransferredvia Serialport.

Flash(per second):Thegatewayworksnormally.
Flash(Fast):Thegatewayisin RecoveryMode or abnormalsituation.

12
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1.5 Installation & MaintenanceNotice

1.5.1 SYSTEMREQUIREMENTS

1  AfastEthernetRJ45cable
NetworkRequirements 1 3G/4Gcellularservicesubscription

1 10/100 Ethernetadapteron PC

Computerwith the following:

T Windows®, Macintosh, or Linipased operating

system

1 AninstalledEthernetadapter
Web-basedConfigurationUtility Requirements = BrowserRequirements:

T Internet Explorer6.0or higher

T Chrome2.0or higher

1 Firefox3.00r higher

1  Safari3.0or higher

1.5.2 WARNING

/ . Only use the power adapter that comes with the \

package. Using a different voltage rating power adaptor

is dangerous and may damage the product.

Do not open or repair the case yourself. If the product is

Attention too hot, turn off the power immediately and have it

repaired at a qualified service center.
Place the product on a stable surface and avoid using

\ this product and all accessories outdoors. /

13
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FederalCommunicationCommissiorinterference Statement

This device complies witRart 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received, including
interferencethat maycause undesired operation.

Thisequipmenthasbeentested and found to complywith the limits for a ClassB digital device,pursuantto Part

15 of the FCC RuleBhese limits are designed to provide reasonable protection against harmful interference in a
residential installation. Thisgelipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur irparticular installation.If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the userisencouraged tdry to correctthe interferenceby one of the followingmeasures:

- Reorientor relocatethe receivingantenna.

- Increasehe separationbetweenthe equipmentandreceiver.

- Connecthe equipmentinto anoutlet on a circuit different from that to whichthe receiveris connected.
- Consulthe dealeror anexperiencedadio/TVtechnicianfor help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could
void the user'sauthority to operate this equipment.
Thistransmitter mustnot be co-locatedor operatingin conjunctionwith anyother antennaor transmitter.

FOR PORTABLE DEVICE USAGE (<20m from body/SAR needed)

RadiationExposure Statement:

The product complywith the FC(portable RFexposurelimit set forth for an uncontrolled environmentand are

safe for intended operation as described in this manual. The further RF exposure reduction can be achieved if the
product can be kept as far as possible from the user body or set the device to lower output power if such function
isavailable.

FOR MOBILERYICE USAGE (>20cm/low power)

RadiationExposure Statement:

Thisequipmentcomplieswith FCQadiationexposurelimits set forth for an uncontrolledenvironment.
This equipment should be installed and operated with minimum distance 20cm between the rafliato
your body.

FORCOUNTREZODEELECTIQBSAGEWLANDEVICES)

Note: The country code selection is for A0 model only and is not available to all US model. Per FCC
regulation,all WiFiproductmarketedin USmustfixedto USoperationchannels only.

14
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1.5.3 HOTSURFACEAUTION

Burn hazard.

Hot surface inside.

Allow to cool before
servicing.

CAUTIONThe surface temperature for the metallic enclosure can
be very high! Especially after operating for a long time, installed
at a closedcabinetwithout air conditioning support, or in a high
ambienttemperature space.

DONOTtouch the hot surfacewith your fingerswhile servicing!

15
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1.5.4 Productinformation for CERED/LVORequirements

The following product information is required to be presentedin product User Manual for latest CERED/LVD
requirements3

(1) FrequencyBand& Maximum Power
1.aFrequencyBandfor CellularConnection(for ME3630E1Cversion)*

Bandnumber OperatingFrequency Maxoutput power
LTE-DDBANDL Uplink:  1920:1980MHz
Downlink:2110-2170MHz
LTE-DDBANDB Uplink: 17101785MHz
Downlink:1805-1880MHz
LTEH-DDBAND/ Uplink:  2500-2570MHz
+
Downlink:2620-2690MHz 23+2.7dBm
LTE-FDDBANDS Uplink: 880-915MHz
Downlink:925-960MHz
LTE-DDBANDRO Uplink: 832-862MHz
Downlink:791-821 MHz
WCDMABANDL Uplink:  1920:1980MHz
Downlink:21102170MHz
: 24+1/-3dBm
WCDMABANDS Uplink: 880-915MHz
Downlink:925-960MHz
EGSM Up|lnkf 880-915MHz 33+2dBm
Downlink:925-960MHz
DCS Uplink:  17101785MHz
+
Downlink:1805-1880MHz 30+2dBm
1.bFrequencyBandfor CellularConnectionfor EC25Eversion)
Bandnumber OperatingFrequency Maxoutput power
LTEH-DDBANDL Uplink:  1920:1980MHz
Downlink:2110-2170MHz 23.1dBm
LTE-DDBANDS Upllnkf 17101785MHz 23.0dBm
Downlink:18051880MHz
LTEFDDBAND? Uplink:  2500-2570MHz
22.8dB
Downlink:2620-2690MHz 8dBm
LTE-DDBANDS Uplink:  880-915MHz
Downlink:925-960MHz 23.2dBm
LTE-DDBANDRO Uplink: 832-862MHz
Downlink:791-821 MHz 23.50Bm

3 Theinformation presentedin this sectionis ONLWalid for the EU/EFT Aegionalversion.Forthose
non-CE/EFTRersionsplease refetto the correspondingproductspecification.

4 There can be different cellular module intrgrated in the device for EU/Egidnal version. Refer to

the cellularmodule identifierprinted on the devicelabelfor the purchasedlevice.
16
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LTE-DDBANDSS8 Uplink:  25702620MHz 21 7dBm
Downlink:2570-2620MHz '
LTE-DDBANDAO Upllnkf 23002400MHz 21 5dBm
Downlink:2300-2400MHz
WCDMABANDL Uplink:  1920:1980MHz
Downlink:2110-2170MHz
. 23.3dBm
WCDMABANDB Uplink:  880-915MHz
Downlink:925-960MHz
EGSM Uplink:  880-915MHz
Downlink:925960MHz 32.9dBm
DCS Uplink:  17101785MHz
Downlink:1805 1880MHz 29.9dBm
1.cFrequencyBandfor CellularConnectionfor UC20G version)
Bandnumber OperatingFrequency Maxoutput power
WCDMABANDL Up|lnkf 1922.41977.6MHz 22 47dBm
Downlink:2112.42167.6MHz
WCDMABANDB Uplink: 882.4912.6MHz
Downlink:927.4957.6MHz 22.48dBm
EGSM Uplink:  880.2914.8MHz
Downlink:925.2959.8MHz 32.1dBm
DCS Uplink:  1710.21784.8MHz
Downlink:1805.21879.8MHz 28.9dBm
1.d FrequencyBandfor WiFiConnection
Band OperatingFrequency Max.Output Power(EIRP)
2.4G 2.4¢ 2.4835GHz 100mw
5G Not supported NA

(2) RFExposureStatements
The antenna of the product, under normal use condition, is at least 20 cm away from the body of
user.

(3) Unit Mounting Notice
Theproductis suitablefor mountingat heights<=2m (approx.6 ft), or in a cabinet.
Ensure the unit is fixed tightly to reduce the likelihood of injury due to exposure to mechanical
hazardsf dropped.
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1.6 Hardwarelnstallation

Thischapterdescribeowto installand configurethe hardware

1.6.1 Mount the Unit

TheTLE211001122seriescanbe placedon adesktop,or mountedon the DINRail,andwall.

1.6.2 Insertthe SIMCard,Micro-SDCard

WARNINGBEFORENSERTINGRCHANGINGHESIM CARDAND/ORMicro-SD
CARDPLEASMAKESURHHATPOWERDFTHEDEVICESSWITCHEDFF.

The SIM card slots are located at the right side of TAIHB01122 series housing. You needutoscrew
and remove the outer SIM card cover before installing or removingthe SIM card. Pleasefollowthe
instructions to insert or eject a Sibard. After SIM card is well placed, screw back the outercahsl
cover.

Step 1: Step 2: Step 3:

Loosen the screws as Push the SIM card into Push the inserted SIM card
below and remove the the slot A (SIM-A) or again to eject it from the SIM
SIM cover. slot B (SIM-B). slot.

18
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1.6.3 ConnectingSerialand I/O Devices

The TLE211001122 seriesproduct providesa 10-pin terminal block for one serialporta one digital
input (DI), and one digital output (DO). Connect the faddice(s) to the 1/0 ports with the right pin
assignmenta&sshown below.

——7

LAN

Pinout Definition

Pinl Pin2 Pin3 Pin4 Pin5
RS232TX
GND | Cjerp DO DI P-GND
Pin6 Pin7 Pin8 Pin9 Pinl10
RS232
RX
+ +
GND RSABE DO DI PWR
D+
Digital I/O Specification
Mode Specification
Trlggzﬁir\/;))ltage Logidevell: 5V~30V
Digital Input 9 .
NormalVoltage Logidevel0: 0V~2V
(low)
Digital Output Non-Relaymode 24V/300mA
Exampleof ConnectionDiagram Gateway EExternal /0 Device

E 1

H o o
I Vsrc 1

DO+ T

Vsrc
DI i DI
1;: T
4
D-

DO

. Load 1

19



TLE3-21100

1.6.4 Install the ExternalAntenna

Asillustrated in Section 1.3, there are several SMA antenna Jacks for you to install the respieedas
for the RF signal transmission and receiving. You have to purchase required RF calsleteanas
separatelyfor a specificprojector installationsite to get excellentRFperformance.

Since there is limited spacing for allocating all SMA antenna Jacks around the enclosure, the separation
among SMA Jacks(or direct-attached antennas)could be not the optimized arrangement.It is very
likelyto getdegradedRFperformanceat specificcircumstancedt dependsheavilyon the environment.

However there arewell-knownrulesof thumb for solvingthe antennaseparationissue.

1: The horizontal distance between antennas should be greater than 1/4 oivdaselength, and there
will be bestseparation at1/2 of its wavelength.

2. If multiple frequencyantennasare near eachother, then usespacingdistanceof the lower
frequencyantenna,or evenbetter try to satisfythe rule for both frequencies.

WavelengthTablefor Major RFCateqory

RFCategory | Frequency | Wavelength 12 WaveLen.gth 1/ Wave Length
(BestSeparation) | (GoodSeparation)
WiFi802.11 5.8GHz 5.2cm 2.6cm 1.3cm
WiFi802.11 2.4GHz 12.5cm 6.2cm 3.1cm
CelllulaLTE 2600MHz 11.5cm 5.8cm 2.9cm
Cellulal.TE 2100MHz 14.3cm 7.1cm 3.7cm
CellulaLTE 900MHz 33.3cm 16.6cm 8.3cm
Cellulal. TE 700MHz 42.8cm 21.4cm 10.7cm
GPS 1.57GHz 19.0cm 9.5cm 4.7cm

Forexample,if you havea 900MHzLTEantennaand a WiFi2.4GHzantenna,you would want them to
be separatedby atleast8.3cm togetgood antennaseparation.

So,it isrecommendedto usesomeexternal RFcablesto extend and separatethe adjacentantennas
and get better antenna separatiorand RFperformance, ifrequired.
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1.6.5 Connecting?ower

The TLE211001122 series unit accepts 9~36V DC input power, and can be powered by DC12V or
DC24V DC supply. It can be powered by connecting a power source to the power terminal block, as
indicatedbelow.

Please connect carefully your powswsurce. Make sure the electrodes have been plugged into the right pins according to
their assignments.

Thereisa DC12V/1Aower adapteP in the packageor youto easilyconnectDCpower adapterto this terminal block.

©

WARNNINGThiscommerciatgradepower adapteris mainly for ease of powering

up the purchaseddevicewhile initial configuration.L (in©tdor operatingat wide
temperature range environment. PLEASEPREPAREOR PURCHASE OTHER
INDUSTRIAGRADE POWER SUPPDOR POWERING UP THEVICE.

5 Themaximumpowerconsumptiorof TLE211001122seriesproductis 7.5W.
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1.6.6 Connectingo the Network or a Host

The TLE211001122 series provides one RJ45 port to connect 10/100Mbps Ethereah Hutodetect

the transmissiorspeedon the network andconfigureitself automatically Connecbone Ethernetable to

the RJ45 port (LAN) of the device and plug another end of the Ethernet cable int@yf LJdzii S NI
network port. In this way, you can usee RJ45 Ethernet cable to connect the device tohthett / Q a
Ethernetport for configuringthe device.

1.6.7 Setupby ConfiguringWEB Ul

You can browse web Ul to configure the device.

Typein the IPAddresghttp://192.168.123.254¢

€ Windows Internet Explorer
- S
k) e 192168123.254 [ [x]

When you see the login page, enter the user name and password and thek ¢ligk Buktof.Q
Thedefault settingfor both usernameand password i¥# RY A y Q

Welcome to the device's configuration Ul.
Enter your Username & Password, then
click 'Login'.

Password

LO0

For the security consideration, youll be asked to change the loging password while
the first time loginto the device.

6 Thedefault LANIPaddressof this gatewayis 192.168.123.254lf you changeit, you needto login by

usingthe newlPaddress.
22
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Change Password

For security consideration, you are being asked to change the password
while the first time login to the device.

Enter the new password below.
Keep the new password properly for further device configuration.

New Password:

New Password Confirmation:

o )

After that, youwill be askedto loginagainwith the new password.

Note 1. Keepthe loginpasswordoroperlyfor further deviceconfiguration.

Note 2: If, somedayyou loseor forget the login passwordthe ONLYway to remedyis
to recover the device to itfactory default settings via loRgressing the Reset
button.

Note 3: Under such situation, your device configuration will be erased accordingin So,
addition to keep the login password, you may have to backup the device
configurationandkeepit properly for anyunexpectedaccidence.
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Chapter2 BasicNetwork

2.1 WAN& Uplink

Basic Network —— Widget
'@’ ' sical Interfac onnection Setup

[ WAN& Uplink ] (@) Bascrework | =
© WAN & Uplink Interface Name Physical Interface Operation Mode Action
- LAN | | T
= WAN-1 3G/4G | Always on Edit
Physical Interface BT fing ‘ | | ‘
- DNS & DDNS i ;
Internet Setup Hem | Sefting
L5 U I | » Physical Interface | 364G v|
» Operation Mode [Always on v | -
| @) Field Communication | I EIRERUTR A Enable [0 (1-4095)

The gateway provides one WAN interface to let all client hosts in Intranet of the gateway access the
Internet via ISP. But ISPs in the world apply vatoasection protocols to let gateways or usat&vices
dialin ISPs anthen link to the Internet viadifferent kindsof transmitmedia.

So, the WAN Connection lets you specify the WAN Physical Interface and Internet Setup for Intranet to
access Internet-or each WAN interface, you must specify its physical interface first and tHeteitset
setupto connectto ISP.
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2.1.1 Physicalnterface

Physical Interface

Physical
Interface List

Interface
Configuration

J, Select

Physical
Interface

J, Select

Operation Mode
*Always on

5

Interface Name Physical Interface Operation Mode

WAN-1

Item

3G/4G Always on

Setting

+ Physical Interface 3G/IAG v

+ Operation Mode

» VLAN Tagging

Always on v

Enable |0 (1-4095)

"Interface Configuration'window will appearto let you configurea WANinterface.

Physicalnterface:

Action

Edit

O3G/4GWAN: The gatewayhas one built-in 3G/4Gcellularas WAN connection.For eachcellular
WAN, there are 1lor 2 SIMcardsto be insertedfor speciafailoverfunction.

-

N\

Attention

Please MUST POWER OFF the gateway before you
insert or remove SIM card.
The SIM card can be damaged if you insert or

remove SIM card while the gateway is in operation.

~

-

The first step to configure one WAN interface is to specify which kind of
connectionmediato be usedfor the WANconnection,as shown in "Physical
Interface"page.

In "Physical Interface" page, there are two configuration windows, "Physical
InterfaceList"and"InterfaceConfiguration”'PhysicalnterfaceList"window
shows all the availableghysical interfaces. After clicking on thedit" button
for the interfacein "PhysicalnterfaceList” window the
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OperationMode:
CKSNBE INBE GKNBS 2LJiA2y AGSYa al!ftglea 2yés acCl A
However for the singleWANdevice 2 y £ &€  &!ytéavbladde.

Alwayson: Setthis WANinterfaceto be activeall the time. Whentwo or more WAN are established

at "Always on" mode, outgoing data will through these WAN connections base orb&dadce
policies.

VLANTagging

Sometimes, your ISP required a VLAN tag to be inserted into the WAN packets from Gatesysciiic
services. Please enable VLAN tagging and specify tag in the WAN physical interface. Ristesk iz
only Ethernetand ADSLphysicalinterfacessupportthe feature. VLANtaggingis not availablefor the
gateway.

Physicalnterface Setting

Goto BasidNetwork>WAN> Physicalnterfacetab.

¢CKS tKeaAaAolf LYGSNFIOS |ftt2ga dzaSNJ G2 aSiddzZl G§KS
Note: Numbersof available WANnterfacescanbe different for the purchasedyateway.

Interface Name Physical Interface QOperation Mode Action

WAN-1 3G/MG Always on Edit

WhenEditbutton isapplied,an Interface Configurationscreenwill appear WAN-1 interfaceis usedin this example.
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Interface Configuration:

= Interface Configuration { WAN -1 )

Iltem Setting
¥ Physical Interface IGM4G ¥
» Operation Mode

+ VLAM Tagging

Enable D {1-4095)

Interface Configuration

primary interface and
is factory set to Always
on.

ltem Valuesetting Description
Physicalnterface 1. AMustfill setting Selecbne expectedinterfacefrom the availableinterfacedropdown
2.WAN1 is the list.

uncheckthe box.

ValueRange 1 ~4095.

Note: Thisfeatureis NOTavailablefor this gateway.

OperationMode A Mustfill setting Definethe operationmode of the interface.

SelectAlwayson to makethis WANalwaysactive.

(Note:for WAN-1, only Alwayson option isavailable.)
VLANTagging Optionalsetting CheclkEnableboxto enter tag valueprovidedby your ISP Otherwise

27




TLE3-21100

2.1.2 ConnectionSetup

= Internet Connection List

Internet Setup

Interface Name Physical Interface Operation Mode WAN Type Action

Ty WAN-1 3G/4G Always on 3GM4G Edit
Connection List

= Internet Connection Configuration { WAN -1)

Item Setting
+ WAN Type 3GMAG v

= 3G/4G WAN Type Configuration

Internet Connect
Configure (WAN-x

Item Setting
» Preferred SIM Card Failback : [J Enable
» Auto Flight Mode [J Enable
» SIM Switch Policy

After specifying the physical interface for each WAN connection, administrator must configure their
connectionprofile to meet the dial in process of ISP, so that all client hosts in the Intranet ghtbeay
canaccesghe Internet.

In "Internet Setup” page, there are some configuration windows: "Internet Connection List", "Internet
Connection Configuration"WAN Type Configuration" and related configuration windows for &&aiN

type. For the Internet setup of each WAN interface, you must specify its WAN type of physidate

first andthenits related parameter configuratiorior that WANtype.

After clicking on the "Edit" button of a physical interface in "Internet Setup List" window, the "Internet
Connection Configuration" window will appear to let you specify which kind of WAN type that you will
use for that physical interface to make an Internetinection. Based on your chosen WAN type, you
canconfigurenecessarparametersn eachcorrespondingconfiguration window.
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Internet Connectionc 3G/4GWAN

= Intemnet Connection Configuration { WAN -1)

Internet Connect List

Internet Connect
Configure

WAN Type=
3G/4G

3G/4G WAN Type
Configuration

L4 Setup

Item

Setting

¥ VWAN Type

3GH4G ¥

Item

« 3G/4G WAN Type Configuration

Setting

» Preferred SIM Card

SIM-A First v | Failback: [ Enable

» Auto Flight Mode [ Enable
» SIM Switch Policy Policy Setting

= Connection with SIM-A Card

« SIM-A APN Profile List [T B0 ’
Configure
SIM-A/ SIM-B D ':{grw: APN IP Type Account | Password  Authentication| Priority =~ Enable Actions

* Connection with SIM-B Card

o - comoctonwinsmee @8
APN Profile List = 3G/AG Connection Common Configuration u
\l’k peat Add/Edit Item Setting
APN Profile-x » Connection Control
» Time Schedule (0) Always ¥
» MTU Setup [J Enable
5IM-A/B APN
» IP Passthrough (Cellular - .
Profile Configuration Bridge) an [ Enable Fixed MAC - |
» NAT ¥ Enable
3G/4G Connection » IGMP
ETTI I SR » WAN IP Alias O Enable [10.0.0.1

PreferredSIMCardc Dual SIMFailOver

For 3G/4G embedded device, oambedded cellular module can create only one WAN interface. This
device has featured by using dual SIM cards for one module with spec@td¢ainechanism. It isalled

Dual SIM Failover. This feature is useful for ISP switch over when location iscHafigna 5 dzI € { L a
CIHrAf20SNEST GKSNBE | NBE @I NRA Adzast’, dsiM 3 A ABDA @I NMERITHA |
enabledor not,anda { tA®nlyandd { La hyf e ¢ @
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SIMA/SIM-Bonlyy 2 KSy dh{ylLfae é- 2Ny fag§ 4 a specifidgiSEBVRsbt carKiSthe only
oneto be usedor negotiationparametersbetweengatewaydevice anctcellularISP.

SIMA/ SIM-B first without enableFailback

Disconnected gy.a . & RSTI-dzZ GXNE&{ a‘_’a aoSyl N‘}\ 2 Aa dzé S R

( ))) y : for data transfer. In the caseof & { tA&CA Nd& & € tBa&CA NR U €

' scenario, the gateway will try to connect to the Internet by using
SIMA or SIMB card first. And when the connection is broken, the
gateway will switch to use the other SIM card for an alternate
((( ))) automatically andwill not switch backto use original SIM card

except current SIM connection is also broken. That is-Alkhd

/é&.&nnected SIMB are used iteratively, but either one will keep being used for
ISP2 1ot backto SIM-A datatransfer whencurrent connectionis still alive.

SIMA/ SIMBfirst with Failbackenable

2A0K ClLAftol O] 2L ECR2NBEY I aOSRE NI
to connect when the connection is broken, gateway system

will switch to use SIMB. And when SIMA connection is
recovered,t will switchbackto useoriginal SIMA card

Dlsconnected SIM-A

. LkLDL' (¢
ISPIEnI}ver

ISP 2
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ConnectiorSetupSetting

Goto BasidNetwork>WAN> ConnectiorSetuptab.

Internet Setup allows user to setup WAN connection of the gateway. Numbers of available WAN
Interfacescanbe differentfor the purchasedyateway.

Internet Connection Lisshows the basic information of each WAN. Clidk button to configure.Then
follow the followingpagesfor detail settings.

Interface Name Physical Interface

WAN-1 3G/4G Always on 3GIG

Internet ConnectionList

Operation Mode

Item Valuesetting Description

InterfaceName N/A Showghe nameof WANinterface.

Physicalnterface N/A Physicalnterface(i.e. 3G/4G)showsthe type of interfaceconfigured
to mapwith Interface Name

OperationMode N/A OperationMode showsthe currentsettingof ConnectionControl

mode of WANinterfaceto keepWANconnection.
Auto-reconnect(Alwayson)
Connecton-demand
ConnectManually
WANType N/A WAN Typeshows the type of connection method to your ISP.
Dependingon the devicemodel, the following WANconnectiontypes
are supported.
1 3G/4G:3G/AG
Note: IfEdit button is disabled for the Interface, you will need to enable the Interface first by going to
BasicNetwork >WAN& Uplink > Physical Interfacgpage. Then Clidkditbutton then select Alwaymn
or Failover.
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Internet Setupg 3G/4GWAN

Configure3G/4GWAN Setting

WhenEditbutton isapplied,Internet ConnectionConfiguration and 3G/4GWAN Configurationscreenswill appear.
* [nternet Connection Configuration ( WAN -1) -

Item Setting

» WAN Type

Item Setting
v Preferred SIM Card Failback : [_] Enable
v Auto Flight Mode (] Enable
» SIM Switch Policy

3G/4GConnectionConfiguration

Item Valuesetting Description

WANType 1.AMustfilled setting = Fromthe dropdownbox, selectinternet connectionmethodfor
2.3G/4Gissethy 3G/4GWANConnectionOnly3G/4Gisavailable.

default.

PreferredSIMCard 1. AMustfilled setting =~ ChoosenvhichSIMcardyouwantto usefor the connection.
2. BydefaultSIM-A WhenSIMA Firstor SIMB Firstis selectedt meansthe connection
Firstisselected is built first by using SIM A/SIM B. And if the connection is failed, i
3. Failbackis will change to the other SIM card and try to dial again, until the

uncheckedy default connectionis up.
WhenSIM-A onlyor SIMB onlyis selected, it will try to dial up only
usingthe SIMcardyou selected.
WhenFailbackis checked, it means if the connection is dialgznot
using the main SIM you selected, it will failback to the main SIM a1
try to establishthe connectionperiodically.
Note_1: Forthe productwith singleSIMdesign,only SIM-A Only
optionisavailable.
Note 2 Failbackisavailableonlywhen SIM-A Firstor SIM-B Firstis

selected.
Auto FlightMode The box is unchecked Checkhe Enableboxto activatethe function.
by default Bydefault,if youdisabledthe Auto FlightMode, the cellularmodule

will always occupy a physical channel with cellular tower. It can ge
data connection instantly, and receive managing SMS all the time
required.

If you enabled thé\uto Flight Mode the gateway will pop up a
messagel C f /atiéwiil causecellularfunctionto be malfunctioned
whenthe datasessions2 T T  dngitSvitbhakethe cellularmodule
into flight mode and disconnected wittellular tower physically. In,
addition, whenever the cellular module is going to be used for date
connection to backup the failed primary connection, the cellular
modulewill be activeto connectwith cellulartower andgetthe data
connectionfor use,It takesfew more seconds.
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Note: Keepit uncheckedinlessyour cellularlSPaskedthe connected
gatewayto enable theAuto FlightMode.

SIMSwitchPolicy NA Clickthe PolicySettingbutton to definethe SIMSwitchpolicyor
browsethe currentpolicysettings.

= Policy Setting

ltem Setting
» Failed connection D (1-10) times
» RSSI Monitor [ Enable Threshold: -[0 | (-90~-113 dBm)
» Network Service [l Enable Loss LTE signal: D {1~30 minutes)
+ Roaming Service [] Enable Timeout: D (1~30 minutas)

ConfigureSIM-A/ SIM-B Card

Hereyou cansetconfigurationgor the cellularconnectionaccordingo your situationor requirement.

« Connection with SIM-A Card a

[tem Setting
v Network Type Auto v
» Dial-Up Profile |Manual—mnﬁguraiion Y
b APN | |
¥ |P Type
» PIN Code | | (Optional)
» Dial Number | | (Optional)
¥ Account | | (Optional)
¥ Password | | (Optional)
¥ Authentication Auto  r
b IP Mode
» Primary DNS | | (Optional)
» Secondary DNS | | (Optional)
» Roaming [] Enable

Note_1:Configurationsof SIMB Cardfollows the samerule of Configurationsof SIMA Card,here we
list SIMA as the example.

Note 2: BothConnection with SIMA Cardand Connection with SIMB Cardwill pop up only when th&IM-A Firstor SIM
BFirstis selected, otherwise ibnly popsout one ofthem.

ltem Valuesetting Description

Network Type 1. AMustfilled setting = SelectAuto to registeranetwork automatically regardlessf the
2.BydefaultAutois network type.
selected Selec2GOnlyto registerthe 2Gnetwork only.
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DialUp Profile

APN

IPType

PINcode

DialNumber,
Account,
Password

Authentication

IPMode

1. A Must filled
setting

2. By defaultManual
configurationis
selected

1. A Must filled
setting

2. String format : any
text

1. A Must filled
setting

2. By default IPv4 is
selected

1. An Optional
setting

2. String format :
interger

1. An Optional
setting

2. String format : any
text

1. A Must filled
setting

2. By default Auto is
selected

1. A Must filled
setting

2. By default
Dynamic IP is
selected

Selec2GPreferto registerthe 2Gnetworkfirst if it isavailable.
Select3Gonly to registerthe 3Gnetwork only.
Select3GPreferto registerthe 3Gnetworkfirst if it isavailable.
SelectLTEonly to registerthe LTEnetwork only.

Note: Optionsmaybe different dueto the specificatiorof the
module.

Specifythe type of dial-up profile for your 3G/4Gnetwork. It canbe
Manualconfiguration, APNProfile List, or Auto-detection.

SelectManual-configurationto setAPN(Acces$ointName),Dial
Number, Account and Passwordo what your carrierprovides.
SelectAPNProfile Listto setmore than one profile to dialup in turn,
until the connection is established. It will pop up a nided, please
go toBasic Network > WAN & Uplink > Internet Setup > S\MAPN
Profile Listfor details.

SelectAuto-detection to automatically bring out all configurations
neededwhile dialingup, by comparingthe IMSIof the SIMcardto the
recordlistedinthe Y I y dzF | GlétalzdkB. NX &

Note_1:Youare highlyrecommendedo selectthe Manual or APN
Profile Listto specify the network for your subscription. Your ISP
alwaysprovidessuchnetwork settingsfor the subscribers.

Note_2: If you selectAuto-detection, it islikelyto connectto
impropernetwork, or failedto find avalid APNfor your ISP.
Enterthe APNyouwantto useto establishthe connection.

Thisisa mustfilled settingif you selectedManual-configurationas
dial-up profile scheme.

Specifythe IPtype of the network serviceprovidedby your 3G/4G
network. It canbe IPv4 IPv6 or IPv4/6.

Enter the PIN (Personal Identification Number) code if it needs
to unlock your SIM card.

Enter the optional Dial Number, Account, and Password
settings if your ISP provided such settings to you.
Note: These settings are only displayed when Manual-
configuration is selected.
SelectPAP(PasswordhuthenticationProtocol)andusesuchprotocol
to be authenticatedwith the O I NNskr&NI &
SelectCHARChallengéHandshake&\uthenticationProtocol)anduse
suchprotocolto be authenticatedwith the O I NN\skr& NI &
WhenAuto isselected,it meansit will authenticatewith the server
either PAPor CHAP
WhenDynamiclPisselected,t meansit will getall IPconfigurations
fromthe O I NN\skréeNiizlget to the devicedirectly.
If you havespecificapplicationprovidedby the carrier,andwant to
setIPconfigurationson your own, you canswitchto StaticlP mode
andfill in all parametersthat required,suchasIPaddresssubnet
maskandgateway.
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Note: IP SubnetMaskis a mustfilled setting,and makesureyouhave
the right configuration.Otherwise the connectionmaygetissues.
PrimaryDNS 1. An Optional Enter the IP address to change the primary DNS (Domain Name
setting Server) setting. If it is not filleih, the server address is given by the

2. String format : IP carrierwhile dialingup.
address (IPv4 type)

SecondanDNS 1. An Optional Enter the IP address to change the secondary DNS (Domain Nam
setting Server) setting. If it is not filleih, the server address given by the

2. String format 1 I[P carrierwhile dialingup.
address (IPv4 type)

Roaming The box is Check the box to establish the connection even the registration st
unchecked by default = isroaming,notin homenetwork.

Note: It maycostadditionalchargedf the connectionisunder
roaming.

Create/EditSIM-A/ SIM-B APNProfile List

Youcanadda new APNbrofile for theconnection,or modifythe content ofthe APNprofile youadded.
It isavailable onlywhenyou selectDialUp Profile asAPN Profile List

Ll A TN Add il Delete

Profile

ID
Name

APN IP Type Account | Password | Authentication | Priority | Enable Actions

Listall the APNprofile you created, easilyfor you to checkand modify. It is availableonly when you
selectDialUp Profile asAPN Profile List

WhenAdd button is applied,an APNProfile Configurationscreenwill appear.

Item Valuesetting Description
ProfileName 1. By defaultProfile-xis = Enterthe profile nameyouwantto describefor this profile.
listed
2. Stringformat : any
text
APN String format : any text =~ Enterthe APNyouwantto useto establishthe connection.
IPType 1. A Must filled setting = Specifythe IPtype of the network serviceprovidedby your 3G/4G
2. By default IPv4 is network. It canbe IPv4 IPv6 or IPv4/6.
selected
Account String format : any text = Enterthe Accountyouwantto usefor the authentication.
ValueRange 0 ~53characters.
Password String format : any text = Enterthe Passwordyouwantto usefor the authentication.
Authentication 1. A Must filled setting = Selectthe Authenticationmethodfor the 3G/4Gconnection.
2. By default Auto is It canbe Auto, PAP CHAPor None.
selected
Priority 1. A Must filled setting = Enterthe valuefor the dialingup order. Thevalidvalueisfrom 1 to
2. String format : 16. 1t will startto dial up with the profile that assignedwith the
integer smallestumber.

ValueRange 1 ~16.
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Profile The box is checked by = Checkthe boxto enablethis profile.
default Uncheckthe boxto disablethis profile in dialingup action.
Save N/A Clickthe Savebutton to savethe configuration.
Undo N/A Clickthe X button to restorewhat youjust configuredbackto the

previoussetting.

Setup3G/4GConnectionCommonConfiguration

Hereyou canchangecommonconfigurationgor 3G/4GWAN.

« 3GI4G Connection Common Configuration ’

ltem Setting
» Connection Control |AUtD'rE50””E'3t v |
¥ Time Schedule (0) Always v
» MTU Setup () Enable
¥ IP Passthrough (Cellular [} Enable Fixed MAC : |
Bridge)
b NAT [# Enable
1GNP
» WAN IP Alias [J Enable |10.0.0.1 |
ltem Valuesetting Description
ConnectionControl By defaultAuto- WhenAuto-reconnectis selected it meansit will try to keepthe
reconnectisselected Internet connection on all the time whenever the physical link is
connected.

WhenConnecton-demandis selected, it means the Internet
connection willbe established only when detecting data traffic.
WhenConnectManuallyis selectedjt meansyouneedto clickthe
Connectbutton to dial up the connection manually. Please go to
Status>BasicNetwork >WAN& Uplink tab for details.

Note: If the WANNterface serves as the primary one for another
WAN interface in Failover role( and vice verfiag, Connection
Control parameter will not be available on both WANS as the syste
mustda SG AGNBD2¢Yy &DF ¢

Maximumldle Time 1. AnOptionalsetting  Specifythe maximumldletime settingto disconnecthe internet

2. Bydefault600 connectionwhenthe connectionidle timedout.
seconddsfilled-in ValueRange 300~86400.

Note: Thisfield isavailableonly when Connecton-demandor
ConnectManually is selectedasthe connectioncontrol scheme.

TimeSchedule 1. AMustfilled setting = When(0) Alwaysis selectedt meansthis WANisunderoperationall
2. By default(0) the time. Once you have set other schedule rules, there will be oth
Alwaysisselected optionsto select.Pleasggoto ObjectDefinition > Schedulingor
details.
MTUSetup 1. AnOptionalsetting = Checkhe Enableboxto enablethe MTU(MaximumTransmission

2.Uncheckbydefault  Unit) limit, and specifythe MTUfor the 3G/4Gconnection.
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IP Passhrough
(CellularBridge)

NAT

IGMP

WANIPAlias

1.The box is
uncheckedy default
2. Stringformat for
FixedMAC

MAC address, e.g.
00:50:18:aa:bb:cc

Checlby default

BydefaultDisableis
selected

1. Uncheckedby
default

2. Stringformat: IP
addresqIPv4type)

% Network Monitoring Configuration

MTUrefersto MaximumTransmissiotnit. It specifieghe largest
packetsizepermitted for Internet transmission.

ValueRange 1200~ 1500.

WhenEnableboxis checkedjt meansthe devicewill directly assign
the WANIPto the first connectedliocal LANclient.
Howeverwhenanoptional FixedMACisfilled-in anon-zerovalue, it
means only the client witthis MAC address can get the WAN IP
address.

Note: Whenthe IPPassthroughison, NATandWANIP Aliaswill be
unavailableuntil the functionis disabledagain.

Uncheckhe boxto disableNAT(NetworkAddressTranslation)
function.

SelectAuto to enablelGMPfunction.
Checkthe Enableboxto enablelGMPProxy.

Checkhe boxto enableWANIP Alias andfill in the IPaddressyou
wantto assign.

ltem Setting
¢+ Metwork Monitoring ¥ Enable
Configuration
» Checking Method |[:'NS Query v |
¢+ Loading Check ¥ Enable

b Query Interval

» Latency Threshold

¥ Fail Threshold

» Targetl DN31 v
» Target2

Item

Network Monitoring
Configuration

Checkingvethod

LoadingCheck

Valuesetting

1. An optional setting
2. Box is checked by
default

1. AnOptionalsetting
2. DNSQueryissethy
default

1. An optional setting
2. Box is checked by
default

Description
Checkthe Enableboxto activatethe network monitoringfunction.

Choose eitheDNS Querpr ICMP Checkintp detect WAN link.

With DNS Querythe system checks the connection by sending DN
Query packets to the destination specified in Target 1 and Target :
With ICMPCheckingthe system will check connection by sending
ICMPrequestpacketsto the destinationspecifiedin Targetl and
Target2.

Checkthe Enableboxto activatethe loadingcheckfunction.

Enable Loading Check allows the gateway to ignore unreturned D
queriesor ICMPrequestswhen WANbandwidthis fully occupied.This
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Querylnterval

ChecHnterval

LatencyThreshold

FailThreshold

Targetl

Target2

Save
Undo

1. AnOptionalsetting

2.5secondgsselected

by default.

1. AnOptionalsetting

2.5secondgsselected

by default.

1. AnOptionalsetting
2. 3000 ms is set by
default

1. AnOptionalsetting
2. 5times is set by
default

1. An Optional filled
setting

2. DNS1 is selected
by default

1. An Optional filled
setting

2. None is selected
by default

N/A
N/A

isto preventfalselink-down status.

Specifyatime intervalasthe DNSQuerylInterval.

Query Intervaldefines the transmitting interval between two DNS
Queryor ICMPcheckingoackets.

With DNSQuery,the systemcheckshe connectionby sendingdNS
Querypacketsto the destinationspecifiedin Targetl and Target2.
ValueRange 2 ~14400.

Specifyatime intervalasthe ICMPCheckingnterval.

QuerylInterval definesthe transmittinginterval betweentwo DNS
Queryor ICMPcheckingoackets.

With ICMP Checkinghe system will check connection by sending
ICMP request packets to the destination specified in Target 1 and
Target2.

ValueRange 2 ~14400.

Enter a number of detecting disconnection times to be the thresho
beforedisconnection isicknowledged.

Latency Thresholdlefines the tolerance threshold of responding
time.

ValueRange 2000~ 3000seconds.

Enter a number of detecting disconnection times to be the thresho
beforedisconnection is acknowledged.

FailThresholdspecifieghe detecteddisconnectiorbeforethe router
recognizethe WAN linkdown status.

ValueRange 1 ~10times.

Targetlspecifieghe first target of sendingDNSquery/ICMPrequest.
DNS1setthe primaryDNSo bethe target.

DNS2 set the secondary DNS to be the target.

Gateway set the Current gatewalp be the target.

Other Host enter an IPaddresgo bethe target.
Targetlspecifieghe secondtarget of sendingDNSquery/ICMP
request.

None:no secondtargetisrequired.

DNS1setthe primaryDNSo bethe target.

DNS2 set the secondary DNS to be the target.

Gateway set the Current gateway to be the target.

Other Host enter an IPaddresgo bethe target.

ClickSaveto savethe settings.

ClickUndoto cancelthe settings.
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2.2 LAN& VLAN

Thissection providesthe configurationof LANand VLAN.VLANIs an optional feature, and it dependson the product
specificationof the purchased gateway.

2.2.1EthernetLAN

The Local Area Network (LAN)
canbe usedto sharedataor files
among computersattachedto a
network. Following diagram
illustrates the network that
wired and interconnects
computers.

xDSLand/or

n 4G Cellular

EthernetLAN

Pleasdollow the followinginstructionsto do IPv4EthernetLANSetup.

= Configuration ' »

Item Setting
» P tode Static IP
» LAN P Address 1192.168.123.254 |
» Subnet Mask |255.255.255.0 (/24) v |
ltem Valuesetting Description
IPMode N/A It showsthe LANIPmodefor the gatewayaccordinghe related
configuration.

Static IP If there is at least one WAN interface activated, the LAN IP m
isfixed in Static IP mode.

DynamiclP; If all the availableWANinterfacesare disabled the LANIP
mode canbe DynamidPmode.

LANIP 1. AMustfilled setting Enterthe locallPaddressof this device.
Address 2.192.168.123.254set  The network device(s) on your network must use the LAN IP address
by default this deviceastheir DefaultGateway. Yoganchangeit if necessary.

Note: L (iaRathe IPaddressof web UL. If youchangeit, youneedto type
new|P addresé the browseto seeweb UL
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SubnetMask

1. AMust filled setting
2.255.255.255.0 (/24)s
setby default

Select thesubnetmask forthis gatewayfrom the dropdownlist.

Subnet mask defines how many clients are allowed in one network or
subnet. The default subnet mask is 255.255.255.0 (/24), and it means
maximum254|Paddressesre allowedin this subnet.However,one of
them is occupied by LAN IP address of this gateway, so there are
maximum?253clientsallowedin LANnetwork.

ValueRange 255.0.0.0(/8) ~255.255.255.25%/30).
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Save N/A
Undo N/A

Create/ EditAdditional IP

Clickthe Savebutton to savethe configuration
Clickthe Undobutton to restorewhat you just configuredbackto the
previoussetting.

This gateway provides the LAN IP alias function for some special management consideration. You can add baditiBnal
for this gateway, andaccesgo this gatewaywith the additional IP.

= Additional IP " "

Interface

IP Address Subnet Mask Enable

Action

WhenAdd button is applied,Additional IP Configurationscreenwill appear.

= Additional IP Configuration

Item

Setting

» Mame

¥ Interface

¥ P Address

¥ Subnet Mask

|255.255.255.0 24y o« |

» Enable

0

Save

Item Valuesetting
Name .1 AnOptionalSetting
Interface 1. AMustfilled setting

2.loissetby default
IPAddress 1. AnOptionalsetting
2.192.168.123.254s set

by default

SubnetMask 1. A Mustfilled setting
2.255.255.255.0 (/24)s

setby default

Save NA

Description
Enterthe namefor the aliasIPaddress.
Specifyithe Interfacetype. It canbelo or br0.

Enterthe addition IPaddresdor this device.

Selectthe subnetmaskfor this gatewayfrom the dropdownlist.

Subnet mask defines how many clients are allowed in one network or

subnet. The default subnet mask is 255.255.255.0 (/24), ame#ns

maximum 254 |P addresses are allowed in this subnet. However, one

them is occupied by LAN IP address of this gateway, so there are
maximum?253clientsallowedin LANnetwork.

ValueRange 255.0.0.0(/8) ~255.255.255.25%32).

Clickthe Savebutton to savethe configuration
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2.2.2 VLAN(not supported)
2.2.3 DHCFServer

U DHCPRserver

The gateway supports up to 4 DHCP servers to fulfill the DHCP requests from different VLAN groups
(please refer to VLAN section for getting more usdeails). And there is one default setting fwhose

LAN IP Address is the same one of gateway LAN interface, with its default Subnet Maskasetting
GHPPPHPPDPHPPPNES YR AGA RSTrHdAdA G Lt t22f el y3Sa
LJ3S 2y WEBUSSI & Qa

VLAN1
DHCP Server 1

@ Office Network

' A 2NBE 51/t &aSNIWSNJ O2yFAIdzNI GA2Yy & ©
[Aadldés 2N OtAO1IAY3 2y GUKS aG9RAGE odziGz2y G GKS
Besides, usercan sé&di | 51/t {SNIWSNJ I yR RSt S Sboadnd thee Of .
G 5 S fitios. £
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U FixedMapping

User can assign fixed IP address to map the specific client MAC address by select them then copy, when taajetadyere
existed in theDHCP Client Lisbr to add some other Mapping Rules by manually in advance, once the targetadulii€s

wasnot ready toconnect.

A

@ Oﬂ" ice Network

MAC Address

-----------------------------------------------
- .

] : PC-A: 00-12-34-AB-CD-0A E E 192.168.123.150 :
: Fixed Mapping : :

PC B: 00-12-34-AB-CD-0B '—»' 172.16.0.166
PC C: 00-12-34-AB-CD-0C i 10.10.133.181

----------------------------------------------------------------------------------
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DHCRServerSetting

Goto BasicNetwork > LAN& VLAN>DHCPServerTab.

TheDHCRServersettingallowsuserto createand customizeDHCFServemoliciesto assignP
Addresseso the devicen the localareanetwork (LAN)

Create/ EditDHCRServerPolicy

The gateway allows you to custom your DHCP Server Policy. If multippott8ldre available, you can define one policy
for each LANor VLANyroup), andt supportsup to amaximumof 4 policysets.

S Add || Delete || DHCP Client List |
DHCP . . .
LANIP Lease Domain Primary Secondary Primary | Secondary .
?‘ear:.lir Address Subnet Mask IP Pool Time Name DNS DNS WINS WINS Gateway | Enable Actions
Edit
DHCR 192.168.66.1 | 255255254 0 192168 66.100- 900 0000 0.0.00 0.000 0.0.00 0000 v ;
1 192.168.66.200 Fixed Mapping

WhenAdd button is applied, DHCPServerConfigurationscreenwill appear.

= DHCP Server Configuration

Item Setting
¥ DHCP Server Name IDHCP 2 |
» LAN IP Address 1192.168.2.1 |
¥ Subnet Mask 12552552550 (/24) v |
Starting Address: | |
P Podl Ending Address: | |
b Lease Time seconds
¥ Domain Mame | | {Optional)
¥ Primary DNS | | {Opticnal)
b Secondary DNS | | {Opticnal)
b Primary WINS | | {Opticnal)
b Secondary WINS | | {Opticnal)
r Gateway | | {Opticnal)
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Item Valuesetting Description
DHCP Server 1. String format can be Enter a DHCP Server name. Enter a name that is easy for you to
Name anytext understand.

2. AMustfilled setting

LANIP 1. IPv4format. TheLANIPAddressof this DHCFServer.

Address 2. AMustfilled setting

SubnetMask = 255.0.0.0(/8) issetby TheSubnetMaskof this DHCFServer.
default

IPPool 1. IPv4format. ThelPPoolof this DHCFServerlt composedof StartingAddressentered
2. AMustfilled setting in thisfield and EndingAddressenteredin thisfield.

Leas€eTime 1. Numbericstringformat.  TheLeaseTimeof this DHCFServer.
2. AMustfilled setting ValueRange 300~ 604800seconds.

Domain Stringformat canbe any TheDomainNameof this DHCRServer.

Name text

PrimaryDNS  IPv4format ThePrimaryDNSof this DHCFServer.

Secondary IPv4format TheSecondarypNSof this DHCRServer.

DNS

PrimaryWINS [Pv4format ThePrimaryWINSof this DHCFServer.

Secondary IPv4format TheSecondaryWINSof this DHCFServer.

WINS

Gateway IPv4format TheGatewayof this DHCRServer.

Server Theboxisuncheckedoy ClickEnableboxto activatethis DHCFServer.

default.

Save N/A Clickthe Savebutton to savethe configuration

Undo N/A Clickthe Undobutton to restorewhat you just configuredbackto the
previoussetting.

Back N/A Whenthe Backbutton isclickedthe screenwill return to the DHCFServer
Configuratiorpage.

Create/ EditMappingRuleListon DHCFServer

Thegatewayallowsyou to customyour MappingRuleListon DHCPServer.lt supportsup to a maximumof 64 rule sets.
WhenFixMappingbutton isapplied,the Mapping RuleListscreen will appear.

IP Address Enable Actions

MAC Address

WhenAdd button is applied,Mapping RuleConfigurationscreenwill appear.

Item Setting

» MAC Address | |

b IP Address

+ Rule [] Enable
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Item Valuesetting Description
MACAddress 1. MACAddressstring TheMACAddressof this mappingrule.
format
2. AMustfilled setting
IPAddress 1. IPv4format. ThelP Addresof this mappingrule.
2. AMustfilled setting
Rule Theboxisuncheckedoy ClickEnableboxto activatethisrule.
default.
Save N/A Clickthe Savebutton to savethe configuration
Undo N/A Clickthe Undobutton to restorewhat you just configuredbackto the
previoussetting.
Back N/A Whenthe Backbutton isclickedthe screenwill return to the DHCRServer
Configurationpage.

View/ CopyDHCRFClientList

WhenDHCRClientListbutton isapplied,DHCFClientListscreenwill appear.

 1ile el it Copy to Fixed Mapping |

LAN Interface IP Address Host Name MAC Address Remaining Lease Time Actions
Ethernet Dynamic (192.168.123.100 James-P45Y 74:00:2B8:62:8D:42 00:49:07 [] Select
DHCP Clie - | Copy to Fixed Mapping - I %
LAN Interface IP Address Host Name MAC Address Remaining Lease Time | Actions

When the DHCP Client is selected @uagpy to Fixed Mappinutton is applied. The IP and MAGdress
of DHCRClientwill applyto the MappingRuleListon specificDHCFRServer automatically.

Enable/ DisableDHCFServerOptions

The DHCP Server Optiorsetting allows user to sedDHCP OPTIONS,&&, or 114. Click theEnable
button to activate the DHCP optionriation, and the DHCP Server will add the expected options in its
sendingout DHCPOFFERICPACKackages.

66 TFTRervername RFCQ132
72 DefaultWorld Wide Web Server RFQ®132
114 URL RFC3679
3C
Item Setting
» DHCP Server Options [J Enable
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Create/ EditDHCFServerOptions

Thegatewaysupportsup to a maximumof 99 option settings.

= DHCP Server Option List [[¥°0 DR

1D Option Name DHCP Sever Select Option Select Value Enable Actions

Type

WhenAdd Editbutton isapplied, DHCFServerOption Configurationscreenwill appear.

# DHCP Server Option Configuration

Item Setting
» Option Name |Option 1 |
» DHCP Sever Select DHCF 1 ~

» Option Select

| DHCP OPTION GG v |

» Type | Single IP Address v |
F Value |
» Enable [ Enable

ltem Valuesetting Description

OptionName | 1. Stringformat canbe | Entera DHCPServerOption name. Entera namethat is easyfor you to
anytext understand.

2. AMustfilled setting.

DHCRserver | Dropdown list of all | Choosghe DHCRerverthisoption shouldapplyto.

Select availableDHCRervers.

OptionSelect | 1. AMustfilled setting. Choosethe specificoption from the dropdown list. It can be Option 66,
2. Option 66is selectedby | Option 72, Option 144, Option 42, Option 150, or Option 160.
default. Option 42for ntp server;

Option 66for tftp;
Option 72 for www;
Option 144for url;
Type Dropdownlist of DHCP Eachdifferent optionshasdifferent valuetypes.
serveroption @ f ta®Q 66 SinglelPAddress
SingleFQDN
72 IPAddressed.ist,separatecby & Z €
114 | SingleURL
42 IPAddressed.ist,separatecby & = €
150 | IPAddressed.ist,separatecbyd X €
160 | SinglePAddress
SingleFQDN
Value 1. IPv4format Shouldconformto Type:
; ::P?istl\format Type Value
4. URLformat 66 SinglelPAddress IPv4format
5. AMustfilled setting SingleFQDN FQDNormat
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72 IP Addressed.ist, separatedby | IPv4format, separatedby & X €

aze
114 | SingleURL URLformat
Enable Thebox is uncheckedby | ClickEnableboxto activatethis setting.
default.
Save NA Clickthe Savebutton to savethe setting.
Undo NA Whenthe Undo button is clickedthe screenwill return backwith nothing

changed.

Create/ EditDHCHRRelay

Thegatewaysupportsup to amaximumof 6 DHCHRelayconfigurations.

Agent Name

= DHCP Relay Configuration List [T

LAN interface

DHCP Relay
Option 82

Enable

WAN interface Server IP

Actions

WhenAdd Editbutton isapplied, DHCHRelayConfigurationscreenwill appear.

= DHCP Relay Configuration

Item Setting
» Agent Name | |
» LAN interface
» WAN interface WAN -1~
¥ Server IP |
» DHCP OPTION 82 g
» Enable O

Item

Valuesetting

Description

AgentName

1. Stringformat can be
anytext
2. AMustfilled setting.

Entera DHCHRelayname.Enteranamethat is easyfor youto understand.
ValueRange 1~64characters.

LANInterface

1. AMustfilled setting.
2. LANis selectedby
default.

Choosea LAN Interface for the dropdown list to apply with the DHCP
Relayfunction.

WAN 1. AMustfilled setting. Choosea WAN Interface for the dropdown list to apply with the DHCP

Interface 2. WAN-1 is selectedby | Relayfunction. It can be the availableWAN interface(s),and L2TP
default. connection.

ServerP 1. AMustfilled setting. Assigna DHCPServer P Addressthat the gatewaywill relay the DHCP
2. null by default. requeststo the assignedHCPRervervia specifiedWANinterface.

DHCP Theboxis uncheckedby ClickEnableboxto activateDHCROPTIONS2 function.

OPTION2 default. Option 82 is organized as a single DHCP option that contains -¢ibg

information known by the relay agent. If the relayed DHCP seeegrired
the suchinformation, you haveto enableit, otherwise, just leaveit as
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unchecked.
Enable Thebox is uncheckedby | ClickEnableboxto activatethis setting.
default.
Save NA Clickthe Savebutton to savethe setting.
Undo NA Whenthe Undo button is clickedthe screenwill return backwith nothing

changed.
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2.3 WiFi

Wi-Fi Module 1

Configuration R S — N
L4 List
Item Setting
Basic
Configuration + Operation Band I 2.4G Single Band -I
Wi-Fi Module 2 %] 2.4G WiFi Configuration ' n
Configuration Item Setting
. » WiFi Module [¢ Enable
Basic
Configuration + Channel Auto ~| @ ByAP Numbers @ By Less Inferference
» WiFi System IBOZ.llbfgjn Mixed ~
Advanced
Configuration + WiFi Operation Mode IAP Router Mode '~
» Green AP [~ Enable
» VAP Isolation [¥ Enable
b Time Schedule I(O) Always -
Modulel Module 2
Configuration Configuration = 24G VAP List m a n
| I D VAP SSID Authentication Encryption | STAlsolation B"’sasdlg‘“ Enable Actions

7 | o

ThegatewayprovidesWiFiinterfacefor mobiledevicesor BY Okevicego connectfor Internet/Intranet
accessing. WiFi function is usuathodulized design in a gateway, and there cansiggle or dual
moduleswithin a gateway.The WiFisystemin the gatewaycomplieswith IEEEBB02.11ac/11n/11g/11b
standardin 2.4GHzor 5GHzsingleband or 2.4G/5GHzoncurrentdual bandsof operation. Therare
severalwireless operation modes providday this device. Thewre: 6AP Router Mode 3WD&Only
Mode¢ = MK Hylrid Modg @ | 2dz OF Yy OK 2 2 & Bomiihi Girel&sopdtativi S R

5

mode list.
Thereare some sub-sectionsfor you to configurethe WiFifunction, includingd . | A2 YT A 3 dzNJ G A
FYR da! ROFYOSR /2y FAIdzINI GA2yéd LY . FaAro [/ 2y FA3Id

for using the WiFi function. And the Advanced Configuration section provides more parameters for
advanceduser tofine tunethe connectivityperformance forthe WiFifunction.
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2.3.1 WiFiConfiguration

Select ane

( WiFi Operation

)

Mode
|

WDS Hylrid Mode

AP Rout::r Mode
WDS On y Mode

v

Operation Mode

Profile Configuration

Multiple AP
Configuration

= 2.4G WiFi Configuration 'a
Item

+ WiFi Module ¥ Enable

» Channel |A||to;| @ By AP Mumbers ¢ By Less Interference

» WiFi System lm

» WiFi Operation Mode AP Router Mode  +

b Green AP [T Enable

+ VAP Isolation ¥ Enable

¥ Time Schedule |(D) Always LI

= 2.46 VAP List LT [T ]

D VAP SSID Authentication Encryption STA Isolation Broadcast SSID Enable Actions

1 VAP 1 Staff_2.4G WPA2-PSK AES = [ = Edit | [T Select

2 VAP 2 default Open None I < F Edit | [T Select

= VAP Configuration ’n
Item Setting

» VAP |vapt ~|

» SSID [staff_2.4c

+ Max. STA [T Enable

¥ Authentication lm'

» Encryption IE[

» Preshared Key [1234567890

+ STA Isolation ~

» Broadcast 851D =2

¥ Enable F

Due to optional module(s) and frequency band, you need to setup module one by one. Fonaide,
you needto specifythe operationmode,andthen setupthe virtual APsfor wirelessaccess.

Hereunder are the scenarios for each wireless operation mode, you can get how it works, and what is

the difference among them. To connect your wireless devices with the wireless gateales sureyour

applicationscenaridfor WiFinetwork andchoosethe mostadequateoperationmode.
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APRouterMode

This mode allows you to get your wired and
wireless devices connected to form the Intranet
of the wireless gateway, and the Intranet will
o) ' . link to the Internet with NAT mechanism of the
’ N gateway. So, this gateway is working as a YWFi
but also a WiFi hotspot for Internet accessing
service. It means local WiFi clients @asociate
to it, and go to Internet. With its NAMechanism,
Fff 2F 6ANBf Saagetpublic®y G a |
addressed$rom ISP.

10.0.75.0/24

gt LAN
Global IP: 118.18.8
Local IP:10.0.75.2 l‘

WiFi Operation Mode: AP R
Multiple AP Names: VAP-1
Network ID: WAP1

Channel: Auto

WiFi System: 802.11b/g/n Mixed
Authentication: WPA2-PSK
Encryption: AES

Key: 1234567890
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WDSOnlyMode

Gateway 2 & 3 Settings:
[Configuration]-[WiFi Configuration]

WiFi Operation Mode: WDS Only
Lazy Mode: Enable

Channel:3

Authentication: WPA2-PSK

Key: 1234567890

Gateway 1 Settings:
[Configuration]-[WiFi Configuration]
WiFi Operation Mode: WDS Only
Lazy Mode: Disable
Channel:3
Authentication: WPA2-PSK
Encryption: AES
Key: 1234567890

[Configuration]-[Remote AP's MAC]

Remote AP MAC1: MAC of Gateway 2
Remote AP MAC2: MAC of Gateway 3
Remote AP MAC3:

"WDS Only" mode. They both use channel 3 to link to local Gateway 1 through WDS. Both gateways

Encryption: AES \ ,’/WDS :

Wi-Fi Gateway 3
@ WDS Only Mode (( ))

Ethernet LAN -N (( '

Wi-Fi Gateway 2
@ WDS Only Mode

Ethernet LAN

Wi-Fi Gateway 1
@ WDS Only Mode O O
Globe IP: 118.18.81.33 Mredeneon

Local IP:10.0.75.2

WDS (Wireless Distributed System) Only mode
drives aWiFigatewayto be abridgefor itswired
Intranetandarepeaterto extenddistance. You
can use multiple WiFi gatewaysas a WiFi
repeaterchainwith all gatewayssetup as "WDS
Only" mode. All gateways cacommunicate
with each other through WiFi. Adired client
hosts within each gateway can also
communicate each other in thecenario.Only
one gateway within repeater chain canECP
server to provide IP for all wired cliehbsts of
every gateway which being disabledHCP
server. This gateway can be NAT router
provide internet access

The diagram illustrates that there are
two wirelessgateways2, 3 running at

connected by WDS need to setup the remote AP MAC for each dthelient hosts under gateway2,
can request IRddress from the DHCP server at gateway 1. Besides, wireless Gateway 1 alsotegecute
NATmechanism for aktlienthostsinternet accessing.

WDSHybrid Mode

Gateway 2 / AP 1 Settings:
[Configuration]-[WiFi Configuration]

WiFi Operation Mode: WDS Hybrid
Lazy Mode: Enable

Multiple AP Names: VAP1
Network ID: Extended-WiFi
Channel: same as Router 1
Authentication: same as Router 1
Encryption: same as Router 1

Key: same as Router 1

Wi-FiAP 1
(« )2___@ ) WDS Hybrid

// =N

! \

Gateway 1 Settings:
[Configuration]-[WiFi Configuration]

L O WiR Gateway2
\ o i WDS Hybrid
\  WDS, ps \? L

WiFi Operation Mode: WDS Hybrid
Lazy Mode: Disable

Multiple AP Names: VAP1
Network ID: Extended-WiFi
Channel: 3

Authentication: WPA2-PSK
Encryption: AES

Key: 1234567890

\ ;
\ \ 3 \‘

9 N
Wi-F}Gateway 1 \(( | )) ‘|
@ WDS Hybrid !
N\

[Configuration]-[Remote AP’s MAC]

Remote AP MAC1: MAC of Router 2
Remote AP MAC2: MAC of AP 1
Remote AP MAC3:

X ) Wi-ﬁu..,...

WDS hybrid mode includes both WDS and
AP Router mode. WDS Hybrid mode eah
asan accessoint for its WiFilntranet and
aWiFibridgefor its wired and WiFilntranets
at the same time. Users can thuse the
features to build up a large wirelesstwork
in a large space like airports, hotels or
campus.

ThediagramillustratesGateway 1,Gateway
2andAP1 connectedby WDSEach gateway
has access point function fowiFi client
accessGatewayl hasDHCPRerver to assign
IP to each client hosts. AJatewaysand AP
are under WDShybrid mode. To setup WDS
hybrid mode, it needo fill all configuration
items similar to thatof ARrouter and WDS
modes.
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Multiple VAPs

Gateway Settings:

Accessible if

VAP1

SSID: VAP-1
Authentication: WPA2-PSK
Encryption: TKIP

Key: 1234567890

VAP2

SSID: VAP-2
Authentication: WPA2-PSK
Encryption: TKIP

Key: 1234567890

VAP3

SSID: VAP-3

Authentication: WPA2
Encryption: TKIP

RADIUS Server IP: 192.168.168.
RADIUS Server Port: 1812
RADIUS Shared Key

WiFi Operation Mode: AP Router

VAP Isolation disabled

2.4G/5G
Wi-Fi

Wi-Fi VAP-1
SSID: VAP-1
Authentication: WPA2-PSK
Encryption: TKIP

Wi-Fi VAP-2
SSID: VAP-2
Authentication: WPA2-PSK
Encryption: TKIP

§
RADIUS Server

xDSL and/or
4G Cellular

Wi-Fi VAP-3
SSID: VAP-3
Authentication: WPA2

Wireless Gateway
” @ AP Router Mode

diagram the clientsin VAR1 andVAR2 cancommunicateto each

disabled.

Encryption: TKIP

Dynamic IP Address:
192.168.123.x/24

Wi-FiSecurity¢ Authentication & Encryption

Wi-Fi Gateway
@ AP Router Mode
Dynamic IP Address:
192.168.123.x/24

RADIUS
Server

Auto
1. None, WEP encryption
2. HEX/ASCIl Key
Shared
1. WEP encryption
2. HEX/ASCIl Key

WPA-PSK and WPA2-PSK
. WPA Personal
. TKIP, AES, TKIP / AES encryption
: WPA and WPA2
1 1. WPA Enterprise
: 2. TKIP, AES, TKIP / AES encryption

_________________________

WPA-PSK / WPA2-PSK
1. Mixed WPA Personal
2. TKIP, AES, TKIP / AES encryption

_________________________

WPA / WPA2
1. Mixed WPA Enterprise
$ " 2. TKIP, AES, TKIP / AES encryption
B,

VAP (Virtual Access Point) is
function to partition wireless
network into multiple broadcast
domains. It can simulate multiple
APs in one physical AP. This
wireless gateway supports up to 8
VAPs. For each VAP, you need to
setup SSID, authentication and
encryption to control WA client
access.

Besides,there is a VAP isolation
option to manage the access
among VAPs.You can allow or
blocks communication for the
wireless clients connected to
different VAPsAsshownin the

othemwhen VAPIsolationis

Wi-Fi security provides complete
authentication and encryption
mechanisms to enhance the data
security while your data is
transferred wirelessly over the air.
The wireless gateway supports
Shared WPAPSK WPA2PSK

and WPA / WPA2 authentication.
You can select one authentication
scheme to validate the wireless
clients while they are connecting
to the AP. As to the data
encryption, the gateway supports
WEP, TKIP and AES. The selected
encryption algorithm will  be
applied to the data while the
wirelessconnectionis established.

54



TLE3-21100

WiFiConfigurationSetting

TheWiFiconfigurationallowsuserto configure2.4GHo=r 5GHANIFisettings.

Goto BasicNetwork > WiFi > WiFi Module One Tab. If the gatewayis equippedwith two WiFimodules,there will be
anotherWiFiModule Two. You cardo the similar configuration®n bothWiFimodules.

BasicConfiguration

# Basic Configuration

ltem

Setting

» Operation Band

| 2.46 Single Band |

Item

Valuesetting

Description

OperationBand

AMustfilled setting

Specifythe intendedoperationbandfor the WiFimodule.

Basically, this setting is fixed and cannot be changed once the module is integr
into the product. However, there is some module with selectable band for user
choose according to his netwoéhnvironment. Under such situation, you can spec
whichoperation bands suitable forthe application.

ConfigureWiFiSetting

= 24G WiFi Configuration

ltem Setting
» WiFi Module [+ Enable
» Channel IAuto v| & By AP Numbers ¢ By Less Interference
» WiFi System |802.11b/g/n Mixed =]
» WiFi Operation Mode | AP Router Mode j

Item Valuesetting Description
WiFiModule Theboxischeckedby | Checkhe Enableboxto activateWi-Fifunction.
default
Channel 1. AMustfilled setting. | Selectaradiochanneffor the VAP Eachchanneliscorrespondingo differentradio
2. Autoisselectedbe band.Thepermissiblechannelsdependon the RegulatoryDomain
default. Therearetwo availableoptionswhenAuto is selected:
., ByAPNumbers
Thechannelwill be selectedaccordingo APnumbers(Theless the better).
ByLesdnterference
Thechannelwill be selectedaccordingo interference.(Thelower, the better).
WiFiSystem AMustfilled setting Specifithe preferred WiFiSystemThedropdownlist of WiFisystemisbasedon

IEEB02.11standard.
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2.4GWiFicanselectb, gandn only or mixedwith eachother.
5GWiFicanselecta,n andaconly or mixedwith eachother.

B

B

WiFiOperation
Mode

Specifithe WiFiOperationMode accordingo yourapplication.
Goto the followingtable for APRouterMode, WDSOnly Mode, and WDSHybrid
Mode settings.

Note: Theavailableoperationmodesdependon the productspecification.

In the following, the specificconfigurationdescriptionfor eachWiFioperationmodeis given.

APRouterMode & VAPSConfiguration

For the AP Routenode,the devicenot only supportsstations connectionbut alsothe router function. TheWANport and
the NATfunction areenabled

» WiFi Operation Mode

| AP Router Mode |

b Green AP

[~ Enable

b VAP Isolation

[+ Enable

r Time Schedule

| (0) Always vl

Item Valuesetting Description
GreenAP Theboxisunchecked | Checkhe Enableboxto activateGreenAPfunction.
by default.
VAPIsolation The box is checked by, Checkhe Enableboxto activatethis function.

default.

Bydefault,the boxis checkedjt meansthat stationswhichassociatedo different
VAPsannotcommunicatewith eachother.

TimeSchedule

AMustfilled setting

Applya specificTime Scheduleo thisrule; otherwiseleaveit as(0) Always
If the dropdownlist is empty ensureTime Schedulds pre-configured.Referto Object
Definition > Scheduling> Configurationtab.

ID VAP ssID Authentication Encryption STA Isolation B"’sasc:gas' Enable Actions
1 | vAR1 Staff 2.4G WPA2-PSK AES = ra ra Edit | select

Bydefault, VAP1 is enabledand securitykeyis requiredto connectto the gatewaywirelesslyto enhancethe securitylevel
andpreventunexpectedaccess of wauthorized devices.

Thedefault wifi key is printed on both the devicelabel and the SecurityCard.lt is created randomly and differs from
devices.So,you canconnected tothe VAP1(SSID: Staff 2.4G) withe provided key.

However,it is strongly recommendedthat you haveto changethe security key to a easyto-rememberone by clicking

the Editbutton.

ClickAdd / Edit button in the VAPList screento create or edit the settingsfor a VAP.A VAP Configurationscreenwill

appear.

ForVAPIL:
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= VAP Configuration

Item Setting

» VAP [vap1 -]

» SSID [staff_2.4G

» Max. STA [~ Enable

b Authentication [wPA2-PsK |

» Encryption IFL,

» Preshared Key |1234567890

» STA Isolation 3

» Broadcast SSID 2

» Enable 2

Forothers:

* VAP Configuration a ®
ltem Setting

» VAP [var2 -]

» SSID [default

» Max. STA [~ Enable

» Authentication Open -

» Encryption None -

» STA Isolation r

» Broadcast SSID I

» Enable r

2.VAP1WPA2PSKs
selected be default;
Others:Openis
selectedbe default.

Item Valuesetting Description
SSID 1. String format : Any | Enterthe SSIDor the VAP anddecidewhetherto broadcasthe SSIor not.
text TheSSIDsusedfor identifyingfrom another AP ,andclient stationswill associate
with APaccording taSSID.
Max. STA The box is unchecked | Checkhis boxandenteralimitation to limit the maximumnumberof client
by default. station.
Theboxisuncheckeddy default. It meansno specialimitation on the numberof
connectedSTAs.
Authentication 1. AMustfilled setting | Forsecurity there areseveralauthenticationmethodssupported.Clientstations

shouldprovidethe keywhenassociatewith thisdevice.

WhenOpenisselected

Thecheckboxnamed802.1xshowsup nextto the dropdownlist.
802.1x(Theboxisuncheckedyy default)

When802.1xisenabled,it meansthe client stationswill be authenticatedby
RADIUServer.

RADIUServerlP (ThedefaultIPis0.0.0.0)

RADIUSServerPort (Thedefaultvalueis1812)
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RADIUSharedKey

WhenSharedis selected
Thepre-sharedWEPkeyshouldbe setfor authenticating.

WhenAuto isselected

Thedevicewill selectOpenor Sharedby requestingof clientautomatically.
Thecheckboxnamed802.1xshowsup nextto the dropdownlist.
802.1x(Theboxisuncheckedyy default)

When802.1xisenabled,it meansthe clientstationswill be authenticatedby
RADIUServer.

RADIUSServerlP (ThedefaultIPis0.0.0.0)

RADIUServerPort (Thedefaultvalueis1812)

RADIUSharedKey

B

WhenWPAor WPAZ2isselected
Theyareimplementationof IEEB02.11i.WPAonly hadimplementedpart of IEEE
802.11i,but owns thebetter compatibility.
WPAZ2hadfully implemented802.11istandard,andownsthe highestsecurity.
RADIUSServer
Theclientstationswill be authenticatedby RADIUServer.
RADIUS Server [Fhe default IP is 0.0.0.0)
RADIUSServerPort (Thedefaultvalueis 1812)
RADIUShared Key

B

WhenWPA/ WPAZisselected
It ownsthe samesettingasWPAor WPA2 Theclientstationscanassociatevith
this device viaWPAor WPA2

WhenWPAPSKor WPA2PSKsselected
It ownsthe sameencryptionsystemasWPAor WPA2 Theauthenticationuses
pre-sharedkeyinsteadof RADIUServer.

WhenWPAPSK WPA2PSKsselected
It ownsthe samesettingasWPAPSkor WPA2PSKTheclientstationscan
associatewith this devicevia WPAPSKor WPA2PSK

Encryption

1. AMustfilled setting.
2.VAP1AESs
selected be default;
Others:Noneis
selectedbe default.

Selectasuitableencryptionmethod and enter the requiredkey(s).
Theavailablemethodin the dropdownlist dependson the Authenticationyou
selected.

None

It meansthat the deviceis opensystemwithout encrypting.

WEP

Upto 4 WEReyscanbe set,andyouhaveto selectoneascurrentkey. Thekey
type can setto HEXor ASCII

If HEXis selected the key shouldconsistof (0to 9) and (Ato F).

If ASClIs selectedthe key shoulcconsistof ASCltable.

TKIP

TKIRvasproposedinsteadof WEPwithout upgradinghardware.Entera Pre-
sharedKeyfor it. Thelength of keyisfrom 8to 63 characters.

AES

Thenewestencryptionsystemin WiFi,it alsodesignedor the fast802.11nhigh
bitratesschemesEntera Pre-sharedKeyfor it. Thelengthof keyisfrom 8to 63
characters.

Youarerecommendedo useAESncryptioninsteadof anyothersfor security.
TKIP AES

TKIP / AE&ixed mode. It meanthat the client stations can associate with this
deviceviaTKIPor AESEntera PresharedKeyfor it. Thelengthof keyisfrom 8to
63 characters.
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STAlsolation VAPL1: The box is Checkthe Enableboxto activatethis function.
checked by default; Bydefault,the boxis checkedjt meansthat stationswhichassociatedo the same
Others:uncheckedoy | VAPcannotcommunicate witheachother.
default.

BroadcastSSID VAP1: The box is Checkthe Enableboxto activatethis function.

checked by default; If the broadcastSSIption isenabled,it meansthe SSIDwill be broadcastedand
Others:uncheckeddy | the stationscanassociatewith this deviceby scanningSSID.

default.
Enable VAPL1: The box is Checkhe Enableboxto activatethis VAP,
checked by default;
Others:uncheckedyy
default.
Save N/A Clickthe Savebutton to savethe currentconfiguration.
Undo N/A Clickthe Undobutton to restoreconfigurationto previoussettingbefore saving.
Apply N/A Clickthe Apply button to applythe savedconfiguration.
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WDSOnlyMode

For the WDS Only mode, the device only bridges the connected wired clients to anothesnatid&d WiFi device whidhe
device associated with. That is, it also means the no wireless clients stabnaect to this device while WDS OMwpde is
selected.

» WIFi Operation Mode |WDS Only Mode -]
» Green AP [ Enable

+ Time Schedule (0) Always ~

» Scan Remote AP's MAC List Scan |

Remote AP MAC 1

Remote AP MAC 2

Remote AP MAC 3

Remote AP MAC 4

Item Valuesetting Description
GreenAP Theboxis Checkhe Enableboxto activateGreenAPfunction.
uncheckedy
default.
TimeSchedule A Must filled ApplyaspecificTime Scheduleo thisrule; otherwiseleaveit as(0) Always
setting If the dropdownlist is empty ensureTime Schedulds pre-configured Referto Object
Definition > Scheduling> Configurationtab.
Scan Remoté t Qal N/A Presghe Scarbutton to scanthe spatialAPinformation,andthen selectone from
MACList the APlist, the MACof selectedAPwill be autofilled in the following RemoteAP
MACtable.
RemoteAPMAC1~4 | AMustfilled Entertheremote! t EACmanuallyor viaauto-scanapproach,Thedevicewill
setting bridgethe traffic to the remote APwhenassociateduccessfully.
D VAP ssID Authentication Encryption STAlsolation =~ BrOacea®t  Enaple Actions
1 | VAP1 Staff_2 4G WPA2-PSK AES - 2l = ﬁl [~ Select

Bydefault, VAP1 is enabledand securitykeyis requiredto connectto the gatewaywirelesslyto enhancethe securitylevel
andpreventunexpectedaccess of wauthorizeddevices.

The default wifi key is printed on both the devicelabel and the SecurityCard.lt is created randomly and differs from
devices.So,you canconnected tothe VAP1(SSID: Staff_2.4G) withe providedkey.

However, it is strongly recommendedthat you haveto changethe security key to a easyto-rememberone by clicking
the Editbutton.
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UnderWDS Onlymode, only VAP1 is available for further specifying the required authentication and Encryption settings.
Click Edit button in the VAPList screenand a VAP Configurationscreenwill appearfor you to configure the required

settings

= VAP Configuration

ltem Setting
» VAP [vapt -]
» SSID [staff_2.4G
» Max. STA [ Enable
» Authentication |WPA2—P5|< -|
» Encryption IF;,
» Preshared Key [1234567890
» STA Isolation [
» Broadcast SSID v
» Enable 2

Forthe detail descriptionabout VAPconfiguration pleaserefer to the descriptionstatedin ARRoutersection.

WDSHybrid Mode

For the WDS Hybrid mode, the device bridges all the wirvsidand WLANCclients to another WDS or WDS hybrid enabled
WiFidevices whictihe deviceassociatedvith.

» WiFi Operation Mode

| WDS Hybrid Mode |

» Lazy Mode [" Enable
» Green AP [~ Enable
» VAP Isolation [¥ Enable

+ Time Schedule

I (0) Always ~ l

+ Scan Remote AP's MAC List

_Sean |

Remote AP MAC 1

Remote AP MAC 2

Remote AP MAC 3

Remote AP MAC 4

Item Valuesetting Description
LazyMode The box is checked by| Checkhe Enableboxto activatethis function.
default. With the function been enabled, the device can algarn WDS peers without
manuallyenteringother! t E&CaddressButat leastone of the APshasto fill
remote APMAC addresses.
GreenAP Theboxisunchecked | Checkhe Enableboxto activateGreenAPfunction.
by default.
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VAPIsolation The box is checked by| Checkthe Enableboxto activatethis function.
default. Bydefault,the boxischeckedjt meansthat stationswhichassociatedo different
VAP<annotcommunicatewith eachother.
TimeSchedule AMustfilled setting Applya specificTime Scheduleo thisrule; otherwiseleaveit as(0) Always

If the dropdownlist is empty ensureTime Schedulds pre-configured.Referto Object
Definition > Scheduling> Configurationtab.

ScarRemote! t (| Available when Lazy | Presgshe Scarbutton to scanthe spatialAPinformation,andthen selectonefrom

MACList Mode disabled. the APlist, the MACof selectedAPwill be autofilled in the following RemoteAP
MACtable.
RemoteAPMAC | AvailablewhenLazy Entertheremote! t EACmanuallyor viaauto-scanapproach,Thedevicewill
1~4 Modedisabled. bridgethe traffic to the remote APwhenassociateduccessfully.
PP add | okt | BE
ID VAP sSID Authentication Encryption STalsolaion |~ Broadcast | gnapie Actions
1 VAPA1 Staff_2.4G WPA2-PSK AES ™ 3 2 Edit |~ select

Bydefault, VAPL is enabledand securitykeyis requiredto connectto the gatewaywirelesslyto enhancethe securitylevel
andpreventunexpectedaccess of wauthorized devices.

Thedefault wifi key is printed on both the devicelabel and the SecurityCard.lt is created randomly and differs from
devices.So,you canconnected tothe VAP1(SSID: Staff_2.4G) withe providedkey.

However, it is strongly recommendedthat you haveto changethe security key to a easyto-rememberone by clicking
the Editbutton.

Under WDSHybrid mode, the VAPfunction is availableand you can further specifyingthe required VAP settings for

connectingwith wireless client devices.

ClickAdd / Edit button in the VAPListscreento create or edit the settingsfor a VAP.A VAP Configurationscreenwill
appear.

ForVAPL:
= VAP Configuration . %
ltem Setting
» VAP [vari -]
» SSID [staff_2.4G
» Max. STA [~ Enable

» Authentication I WPA2-PSK - I

+ Encryption I AES ~ I

» Preshared Key |1234567890
» STA Isolation v
» Broadcast SSID v
» Enable =
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Forothers:
ltem Setting
» VAP [var2 ~|
» SSID [default
» Max. STA [ Enable
+ Authentication Open -
» Encryption None ~
» STA Isolation r
» Broadcast SSID [
» Enable I

Forthe detail descriptionabout VAPconfiguration,pleaserefer to the descriptionstatedin ARRoutersection.
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2.3.2 WirelessClientList

TheWireless Client Ligbage shows the information of wireless clients which are associated with this device.

Goto BasicNetwork > WiF> WirelessClient ListTab.

SelectTargetWiFi
x
Item Setting

+ Module Select

¥ Operation Band

ha
=S
@

-

F Multiple AP Names

ltem Valuesetting Description

Module Select AMustfilled setting. | Selecthe WiFimoduleto checkthe information of connectedclients.
ForthosesingleWiFimodule products,this optionis hidden.

OperationBand AMustfilled setting. | Specifythe intendedoperationbandfor the WiFimodule.

Basically, this setting fxed and cannot be changed once the module is
integrated into the product. However, there is some module with
selectable band for user to choose according to his network environm:
Under such situation, you can specify which operation band is suitable
the application.

Multiple APNames | 1. A Must filled Specifithe VAPto showthe associatealientsinformationin the following Client
setting. List.By default All VAPis selected.

2. Allisselectedby
default.

ShowClientList

Thefollowing ClientListshowsthe information for wirelessclientsthat isassociatedvith the selectedVAP(s).

IP Address
Configuration &
Address

Host MName MAC Address Signal | Interface

Item Valuesetting Description

IP Address N/A It showsthe/ f A $PAdd@sEndthe derivingmethod.

Configuration Dynamicmeansthe IPaddresssderivedfrom a DHCRerver.

Address Staticmeansthe IPaddresss afixed onethat is seltfilled by client.

HostName N/A It showsthe hostnameof client.

MACAddress N/A It showsthe MACaddresof client.

Mode N/A It showswhat kind of Wi-Fisystemthe clientusedto associatewith this
device.

Rate N/A It showsthe datarate betweenclientandthis device.
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RSSIGRSSI1 N/A It showsthe RXsensitivity(RSSNaluefor eachradio path.
Signal N/A Thesignalstrength betweenclientandthis device.

Interface N/A It showsthe VAPIDthat the clientassociatedvith.

Refresh N/A Clickthe Refreshbutton to updatethe ClientListimmediately.
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2.3.3 AdvancedConfiguration

This device provideadvanced wireless configuration for professional user to optimize the wireless performance under the
specific installation environment. Please note that if you are not familiar with the WiFi technology, just leave the advanced
configurationwith its defaut values,or the connectivityand performancemayget worsewith impropersettings.

Goto BasicNetwork > WiFi> AdvancedConfigurationTab.

SelectTargetWiFi

®1 Target WiFi

Item

Setting

* Module Select

¥ Cperation Band

24G

Item

Valuesetting

Description

Module Select

AMustfilled setting.

Selectthe WiFimoduleto checkthe information of connectedclients.
ForthosesingleWiFimoduleproducts,this option is hidden.

OperationBand

AMustfilled setting.

Specifithe intendedoperationbandfor the WiFimodule.
Basically, this setting fixed and cannot be changed once the module is
integrated into the product. However, there is some module with

selectablébandfor userto chooseaccordingo hisnetwork environment.

SetupAdvancedConfiguration

& Advanced Configuration

[tem

Setting

r Regulatory Domain

(36, 40, 44, 48, 149, 153, 157, 161, 165)

¥ Beacon Interval

Range: (1~1000 msec)

» DTIM Interval

Range: (1~255)

I

¢ RTS Threshold

2347 Range: (1~2347)

» Fragmentation

2346 Range: (256~2346)

F WMM Enable

» Short GI
» TX Rate

» RF Bandwidih
» Transmit Power
» 5G Band Steering [C] Enable
» WIDS [_| Enable
» Dynamic Frequency Selection [« Enable

Item

Valuesetting

Description

RegulatoryDomain

Thedefaultsettingis

It limits the availableradio channelof this device.
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accordingo where
the productsaleto

Thepermissiblechannelsdependon the RegulatoryDomain

Beaconnterval 100 It showsthe time intervalbetweeneachbeaconpacketbroadcasted.
ThebeaconpacketcontainsSSIDChannellD and Securitysetting.
DTIMinterval 3 ADTIM (Delivery Traffic Indication Messags)a countdown informing
clients of the next window folistening to broadcast message. When tl
devicehasbufferedbroadcastmessagdor associatectlient, it sendsthe
nextDTIMwith a DTIMvalue.
RTSrhreshold 2347 RTYRequestto send) Thresholdmeanswhenthe packetsizeis over
the setting value, theractiveRTSechnique.
RTS/CTiS acollisionavoidancetechnique.
It meansRTSeveractivatedwhenthe thresholdis setto 2347.
Fragmentation 2346 Wirelessframescanbe dividedinto smallerunits (fragments)o
improve performancein the presence of Rterference at the limits of
RFcoverage.
WMM Theboxischecked | WMM (WiFiMultimedia) canhelp control latencyandjitter when
by default transmittingmultimedia content overawirelessconnection.
ShortGl By default400nsis Short Gl (Guard Intervaly defined to set the sending interval betweel
selected eachpacket.Note that lower ShortGlcouldincreasenot only the
transition rate but alsoerror rate.
TXRate BydefaultBestis It meansthe datatransition rate. WhenBestis selectedthe devicewill
selected choosea properdatarate accordingo signalstrength.
RFBandwidth BydefaultAuto is Thesettingof RFbandwidthlimits the maximumdatarate.
selected
TransmitPower Bydefault 100%is Normallythe wirelesstransmitter operatesat 100%power. Bysetting
selected the transmit power to controlthe WiFicoverage
5GBandSteering The box is When the client station associate with 2.4G WiFi, the device will sen
uncheckedy the clientto 5GWiFiautomaticallyif the clientisavailableon accessing
default this 5GWi-Fiband.
Thisoption isonly availableon the modulethat supportssGHzand.
WIDS Theboxis TheWIDSWirelesdntrusionDetectionSystemwill analyzeall packets
uncheckedy andmakea statistictable inWiFistatus.
default Goto Status>BasicNetwork > WiFitab for detailed WIDSstatus.

Dynamid-requency
Selection

The box is checked
by default

DynamicFrequencySelection(DFS)s alegallyrequiredfeaturefor all
WiFideviceghat sharethe 5 GHzbandwith radar.
DF&nablesagatewayto detectradarsignalsand switchtheir operating
frequency to prevent interference. This process ensures that radar
systemssendandreceiveaccurateinformation.

Note: Dynamic Frequency Selection (DFS) optiomli available for the
WiFimodule with 5GHzadio.

Save

N/A

Clickthe Savebutton to savethe currentconfiguration.

Undo

N/A

Clickthe Undobutton to restoreconfigurationto previoussettingbefore
saving.
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2.4 IPv6

The growth of thdnternet has created a need for more addresses than are possible with IPv4. IPv6 (Internet Rertioal
6) is a version of the Internet Protocol (IP) intended to succeed IPv4, which is the protocol currently used airdostall
Internet traffic. IPv6 also implements additional features not present in IPv4. It simplifies aspects of adsls@gsment
(stateless address auto-configuration), network renumbering and router announcementswhen changing Internet
connectivityproviders.

2.4.1 IPv6Configuraton

IPvE
Configuration %) [Pv6 Configuration ' X

ltem Setting
b IPE Enahle
» WAN Connection Type DHCPVE v
* DHCPv6 WAN Type Configuration .
» ONS (@ From Server () Specific DNS
) Primary DN | |
o WAN Type » Secondary DNS ‘ ‘
Configuration ) MLD Srosping @ Enatle
DHCFvo % LAN Configuration ' X
Ltz ) Global Address
L4 Setup b Link-local Address fedl: 2a0: 18ff feda 4aaf
LAN
e * Address Auto-configuration ' X
Address Auto- » Auta-configuration Enable
Configuration » Auto-configuration Type Steteless v
, Router Advertsement Lifetime 200 (seconis)

ThelPv6 Configuratiorsetting allows user to set the IPv6 connection type to access the IPv6 network.
Thisgatewaysupportsvarioustypesof IPv6connection includingStaticlPvg DHCPvBand PPPoEV6

Note: The available WAN connection types tendifferent, depending on the Interface type of WAN
1.
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IPv6WAN ConnectionType

StaticlPv6
Static IPv6 does the same function as static IPv4. The static IPv6 provides manual settingdufr62g6
IPvedefaultgateway addresgndIPv6 DNS.

ISP P: 2001:470:871¢::100 /64
DNS 1: 2001:470:20::2 Gateway

: M DNS 2: 20QA.4860:4860¢B888
S .— —R
2001:430:871c::5 \-\\

xDSL Modem

Primary D,

2001:470:20T

Secondary @ ,
Server

2001:470:20::6

Abovediagramdepictsthe IPv6IP addressingtype in the information provided by your ISPto setup
the IPv6bnetwork.

DHCPV6

DHCP in IPv6 does the same function as DHCP in IPv4. The DHCP server sends IP address, DNS ser
addresses and othgyossible data to the DHCP client to configure automatically. The server also sends

a lease time of the address and time teaentact the server for IPv6 address renewal. The client has
then to resendarequestto renewthe IPv6address.

SOl iry LUUL .44 / 4.602/./0200.iICD )

DNS 1:2001:470:20::2

ISP DNS 2:2001:4860:4860::8888
M
— B — O
2001:47p:871c::5 xDSL Modem

Prima 10.0.75.2 /8
Se ' 2001:470:871¢:50
Seconda S ,
Server [}

2001:470:20::6

PPoEv@

Carver

Above diagram daicts DHCP IPv6 IP addressing, the DHCPv6 server on the ISP side assiddseE2y6
IPv6default gatewayaddressand IPv6DNSo clientK 2 Aaiitondatically.

PPPoOEV6
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PPPOEV6 in IPv6 does the same function as PPPOE in IPv4. TihecPs&Peer provides configuration
parametersbasedon PPPoEv6lientrequest. WhenPPPoEv6ervergetsclientrequestandsuccessfully
authenticates it, the server sends IP address, DNS server addresses and other required parameters to
automaticallyconfigure the client.

COLIFVO. IF. dUUL . 4/V. 0740 U ULc%.000/ ./ 00U IC3//0%

DNS 1:2001:470:20::2

ISP DNS 2:2001:4860:4860::8888
- ial[‘hﬁ E;;:
N lIII
2001:47p:871c::5 xDSL Modem

Prima 10.0.75.2 /8
Se ' 2001:470:871¢:50
Seconda !
Serv

2001:470:20:6

orver

The diagram above depicts the IPv6 addressing through PPRIHEV6 server (DSLAM) on thes|&
provides IPv6 configuration upon receiving PPPoOEV6 client request. When PPPOEV6 senhengets
request and successfulfuthenticates it, the server sends IP address, DNS server addressethand
requiredparametersto automaticallyconfigurethe client.
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IPv6ConfigurationSetting

Goto BasidNetwork> IPv6> ConfigurationTab.

ThelPv6Configurationsettingallowsuserto setthe IPv6connectiontype to accesshe IPvénetwork.

| |Pv6 Configuration

ltem

Setting

r IPvE

Enable

F AN Connection Ty

jul

ltem Valuesetting Description
IPv6 Theboxis Checkhe Enableboxto activatethe IPv6function.
uncheckedoy
default,
WAN Connection | 1. A Mustfilled Define the selected IPv6 WAN Connection Type to establish the IPv6
Type setting connectivityvia WANL1 Interface.
2.DHCPv6 is

selectedby default

SelectStatic IPvBvhen your ISP provides you with a set IPv6 addresse
SelectDHCPvé@vhenyour ISPprovidesyouwith DHCPv@&ervices.
SelectPPPoEvérhen your ISP provides you with PPPoEV6 account
settings.

Note: TheavailableWANconnectiontypescanbe different, dependingon
the Interfacetype of WAN1.

StaticlPv6WAN TypeConfiguration

v IPvE Address

* Static IPv6 WAN Type Configuration u

+ Subnet Prefix Length

[ ]

b Default Gateway

¥ Primary DNS

b Secondary ONS

» MLD Snooping

|
|
|
[ | Enahle

Item Valuesetting Description
IPv6Address AMustfilled setting | Enterthe WANIPv6Addressfor the router.
SubnetPrefix AMustfilled setting | Enterthe WANSubnetPrefixLengthfor the router.
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Length
DefaultGateway | AMustfilled setting | Enterthe WANDefault GatewaylPv6address.
PrimaryDNS Anoptional setting Enterthe WANprimary DNSServer
SecondanDNS Anoptional setting Enterthe WANsecondaryDNSServet
MLDSnooping Theboxis Enable/Disabléhe MLDSnoopindgunction
uncheckedy
default
LANConfiguration

# LAN Configuration

¥ Global Address

| 154

¥ Link-local Address

feB0::2a0:18f feda:dasf

Item

Valuesetting

Description

GlobalAddress

AMustfilled setting

Enterthe LANIPv6Addressfor the router.

Link-local Address

Valueauto-created

Showthe link-localaddressor LANinterfaceof router.

Thengoto AddressAuto-configuration (summary)for settingLANenvironment.

If abovesetting is configured,clickthe Savebutton to savethe configuration,and clickthe Rebootbutton to reboot the

router.
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DHCPVv&VANTypeConfiguration

®] DHCPv6 WAN Type Configuration n

r DS

@ From Server ) Specific DNS

¥ Primary OMNS

¥ Secondary ONS

» MLD Snooping

[ Enahle

ltem Valuesetting Description

DNS Theoption [From Selectthe [SpecifidNSption to activePrimaryDNSand SecondanDNS.
Server] is selected b; Thenfill the DNS information.
default

PrimaryDNS Cannot modifiedby | Enterthe WANprimary DNSServer
default

SecondanDNS Cannot modifiedby | Enterthe WANsecondaryDNSServer
default

MLD The box is Enable/Disabléhe MLDSnoopingunction
uncheckedy
default

LANConfiguration

®* LAN Configuration n n

¥ Global Address

¥ Link-local Address

feB0::2a0: 18ff.feda:dasf

Item

Valuesetting

Description

GlobalAddress

Valueauto-created

Enterthe LANIPv6Addressfor the router.

Linklocal Address

Valueauto-created

Showthe link-localaddressor LANinterfaceof router.

Thengoto AddressAuto-configuration(summary)for settingLANenvironment.

If abovesettingis configured clickthe Savebutton to savethe configuration,andclickRebootbutton to reboot the router.
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PPPoEVBVANTypeConfiguration

= PPPoEv6 WAN Type Configuration -

¥ Account

|admin

» Password

» Service Mame

¥ Connection Control

Auto-reconnect (Ahways on)

b T

L]

¥ MLD Snooping

[ Enahle

Item Valuesetting Description
Account AMustfilled setting | Enter the Account for setting up PPPoEV6 connection. If you want mo
information, please contact youlSP.
ValueRange 0 ~45characters.
Password AMustfilled setting | Enterthe Passwordor settingup PPPoEv6onnection.If youwant more
information, pleasecontactyour ISP.
ServiceName A Must filled Enter the Service Name for setting up PPPOEV6 connection. If you wa
setting/Option more information, pleaseontactyour ISP.
ValueRange 0 ~45characters.
Connection Fixedvalue Thevalueis Auto-reconnect(Alwayson).
Control
MTU AMustfilled setting | Enter the MTU for setting up PPPoEV6 connection. If you want more
information, please contact youlSP.
ValueRange 1280~1492.
MLDSnooping Theboxis Enable/Disabl¢éhe MLDSnoopindunction
uncheckedy
default
LANConfiguration

#1 LAN Configuration

¥ Global Address

¥ Link-local Address

feBl::250:18ff feda dasf

ltem Valuesetting Description
GlobalAddress Valueauto-created TheLANIPv6Addressfor the router.
LinklocalAddress | Valueauto-created Showthe link-localaddressor LANinterfaceof router.

Thengoto AddressAuto-configuration(summary)for settingLANenvironment.
If abovesettingis configured clickthe savebutton to savethe configurationandclickreboot button to rebootthe router.
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Thengoto AddressAuto-configuration (summary)for settingLANenvironment.
If abovesettingis configured clickthe savebutton to savethe configurationandclickreboot button to rebootthe router.

AddressAuto-configuration

* Address Auto-configuration ' a

¥ Auto-configuration Enable
» Auto-configuration Type Stateless v
y Router Advertizement Lifetime (seconds)
ltem Valuesetting Description
Auto-configuration | The box is Checko enablethe Auto configurationfeature.
uncheckedy
default
Auto-configuration | 1.Only can be Define the selected IPv6 WAN Connection Type to establish the IPv6
Type selected wherAuto- | connectivity.
configuration SelectStatelesso managethe LocalAreaNetworkto be SLAAG RDNSS
enabled Router Advertisement Lifetimé€A Must filled setting): Enter the Router
2. Stateless is AdvertisementLifetime(in seconds)200 isset by default.

selectedby default ValueRange 0 ~ 65535.

SelectStatefulto manage the Local Area Network to Stateful
(DHCPV6)

IPv6 Address Range (Sta(A Must filled setting): Enter the start IPv6
Address for the DHCPvV6 range for your local computers. 0100 is set k
default.

ValueRange 0001~ FFFF.

IPv6 Address Range (En@ Must filled setting): Enter the end IPv6
Addresdor the DHCPvBangefor yourlocalcomputers.0200is setby
default.

ValueRange 0001~ FFFF.

IPv6 Address LifetiméA Must filled setting): Enter the DHCPVG6 lifetime
for your localcomputers.36000 issetby default.
ValueRange 0 ~ 65535.
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2.5 PortForwarding

Network address translation (NAT) is a methodology of remapping one IP address space into another by modifying network
address information in Internet Protocol (IP) datagram packet headers while they are in transit across a traffideuitiag

The tetinique was originally used for ease of rerouting traffic in IP networks without renumbering every hoshdtbiae

a popular and essential tool in conserving global address space allocations in face of IPv4 address exhaugtmaucthe

you purchase@mbeds and activates the NAT function. You also can disable the NAT fundBeasit Network} [WAN &
Uplink]-[Internet Setup}[WAN TypeConfiguration]page.

' Status !HQM g Virtual Server & Virtual Computer Special AP & ALG DMZ & Pass Through M

A -
Ba INETWOI'K

- WAN & Uplink Item Setting

- LAN & VLAN » NAT Loophack ¥ Enable

“WiFi ‘Save | Undo |

- IPv6

© Port Forwarding

- Routing

- DNS & DDNS

-t

Usually all local hosts or servers behind corporate gateway are protected by NAT filddallfirewall will filter out
unrecognized packets to protect your Intranet. So, all local hosts are invisible to the outside world. Port forwardirtg or por
mapping is function that redirects a communication request from one address and port number coimbitagassigned

one. This technique is most commonly used to make services on a host residing on a protected or masqueraded (internal)
network available to hosts on the opposite side of the gateway (external network), by remapping the destination IB addres
andport number
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2.5.1 Configuration

NATLoopback

This feature allows you to access the WAN global IP address from your inside NAT local network. It is
useful when you run a server inside your network. For example, if you set a mail ek sideyour

f 20t RS@OAOSA Oly | O00Saa (GKA& YIAf &S NIobpwack KNE d
feature. On either side are you in accessing the email server, at the LAN side or at theid&Aiu

R 2 yhe€kdto change the IRddressof the mailserver.

ConfigurationSetting

Goto BasidNetwork> Port Forwarding> Configuratiortab.

TheNATLoopbaclallowsuserto accesshe WANIPaddressdrom insideyour localnetwork.

EnableNATLoopback
Item Setting
» NAT Loopback Enable
Item Valuesetting Description
NATLoopback Theboxischeckedby Checkhe Enableboxto activatethis NATfunction
default
Save N/A Clickthe Savebutton to savethe settings.
Undo N/A Clickthe Undo button to cancelthe settings
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2.5.2 Virtual Server& Virtual Computer

w Configuration

Item

Setting

+ Virtual Server | Enable

¥ Virtual Computer [« Enable

= Virtual Server List ¥

WAN Interface

Source IP Protocol

Server IP

Public Port

Time Schedule  Enable

Global IP Local IP

Actions

There are some important Pot Forwarding functions implemented within the gateway, including "Virtual Server", "NAT

loopback"and"Virtual Computer".

It is necessaryfor cooperatestaffs who travel outside and want to accessvariousserversbehind office gateway.Youcan
set up those servers by using "Virtual Server" feature. After trip, if want to access those servers from LAN side i global |

without change original settindyATLoopbaclkcanachieveit.

"Virtual computer”is a hostbehind NATgatewaywhoselP addresss a globalone andis visibleto the outsideworld. Since
it is behind NAT, it is protected by gateway firewall. To configure Virtual Computer, you just have to map the loca IP of th

virtual computer to agloballP.
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Virtual Server& NATLoopback

e "Virtual Server" allows you to access servers with the global
,“  Network-A> IP address or FQDN of the gateway as if they are servers

Y . . .
Global IP:118:18.81.88 existed in thelnternet. But in fact, these servers are located
cal e .0. b \ . . -
(Fd00782 5, in the Intranet and are physically behind the gateway. The

8——@

A 1 gateway serves the service requests by port forwarding the
:1 % : requests to the LAN servers and transfers the replies from
ul v ; LAN servers to the requesten the WAN side. As shown in

e eneslin 000 § @ | example, an #nail virtual server is defined to be located at

2.Remote User access E-mail Server N LocalUser /

£
, Gateway

with Gateway Global IP (118.18.81.33). 56“6"75 rver |5 - , a server Wl.th IP_address 10.Q.75.101|n the Intranet _of
3.With NAT Loopback enabled, Local O ,’ Network-A,includingSMTRserviceport 25and POP3Zervice
User can access local E-mail Server \ File Server

with Global IP (118.18.81.33) as well. b Global1P:118.18.81.48 port 110. So, the remote user can access thadt server

Local IP: 10.0.75.. 102 4

S # GAGK GKS 3JIFGSseleqQa 3IfveAbldide. Lt i
But the real Email serveris locatedat LANside

N

andthe gatewayisthe port forwarderfor Email service.

NATLoopbackallowsyou to accesgshe WANglobal IP addressfrom your inside NATlocal network. It is usefulwhen you

run a server inside your network. For example, if you set a mail server at LAN side, your local devices can access this mail
serveri KNR dz3K 3l GSgreQa 3It206Ff Lt | RRNXBaSside ar&ydyin aSogdsifigt efhailb | ¢ f 2
server,at the LANsideor at the WANside, youR 2 yh€edto changethe IPaddressof the mail server.

Virtual Computer

ot .y "Virtual Computer“allowsyouto assignLANhosts
o Networkhd, to globallP addresses, so that they can \dsible

,/ Gatewa' ) .
‘ ‘ 2 Sobairaeesi®  to outside world. While so, they are alpmtected
6 Q« —L\-@-—; = by the gateway firewall as being cligmsts in the
Remote User I v Intranet. For example, if you setRIP file server

i o FilEaroarsasifimal :‘ . at LAN side with local IP addre3.0.75.102 and
Computar fry Elobal P (115,18 51,41, | i — ' globallP address 118.18.82.44emote user can
S N

2. Remote User access File Server as by

global IP (118.18.81.44) directly Ko b N /. access the file server while ithgdden behind the
ST ) NAT gateway. That is because gateway takes
\ Flesemer wsa ,  Care of all accessing to the IRddress
ks 118.18.82.44,including to forward the access
e g requeststo the file serve andto sendthe

repliesfrom the serverto outsideworld.
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Virtual Server& Virtual ComputerSetting

Goto BasicNetwork > Port Forwarding> Virtual Server& Virtual Computertab.

EnableVirtual Serverand Virtual Computer

« Configuration a ®
Item Setting
¥ Virtual Server [[J Enable
» Virtual Computer [« Enable
ltem Valuesetting Description
Virtual Server Theboxisuncheckedoy | Checkhe Enableboxto activatethis port forwardingfunction
default
Virtual Computer | Theboxischeckedby Checkhe Enableboxto activatethis port forwardingfunction
default
Save N/A Clickthe Savebutton to savethe settings.
Undo N/A Clickthe Undobutton to cancelthe settings.

Create/ EditVirtual Server

Thegatewayallowsyou to customyour Virtual Serverrules. It supportsup to a maximumof 20 rule-basedVirtual Server
sets.

= Virtual Server List L0

WAN Interface Public Port

WhenAdd button isapplied,Virtual ServerRuleConfigurationscreenwill appear.

= Viriual Server Rule Confhiguration

ltem Setting
¥ WAN Interface W Al [ WAN-T [ WAN-2 | WAN-3
» Server IP | |
» Source IP |Any 2
» Protocol |TCP(6) & UDP(17) v |
» Public Port Single Port v |
v Private Port Single Port
¥ Time Schedule 0) Always v
* Rule ] Enable
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ltem Valuesetting Description
WANInterface | 1. AMustfilled setting Define the selected interface to like packetentering interface of the
2. DefaultisALL gateway.
If the packetsto befiltered are comingfrom WAN-x then selectWANx
for thisfield.

SelectALLfor packets coming into the gateway from any interface.
It can beselectedWAN-x boxwhen WAN-x enabled.

Note: Theavailablecheckboxes(WAN-1 ~WAN-4) dependon the
numberof WANinterfacesfor the product.

ServerlP AMustfilled setting Thisfield isto specifythe IPaddresf the interfaceselectedin the WAN
Interfacesettingabove.
SourcelP 1. AMustfilled setting Thisfield isto specifythe SourcelPaddress
2. By defaultAnyis SelectAnyto allowthe acceszomingfrom any|Paddresses.
selected SelectSpecific IP Addred®s allow the access coming from an IP addres
SelectlP Rangéo allow theaccess coming from a specified range of IP
address.
Protocol 1. AMustfilled setting Whend L / a tisgeteéted
2.TCP & UDR selected| It meansthe optiond t N2 (ofp@ckeifikter rule isICMPV4.
by default. ApplyTimeScheduleo thisrule, otherwiseleaveit asAlways (referto

Schedulingsetting under ObjectDefinition)
ThencheckEnableboxto enablethisrule.

Whend ¢ / issélected

It meansthe optiond t NP (io2p@ckeitfiker rule is TCP.

PublicPort selecteda predefinedport from Well-known Service and
Private Portisthe samewith PublicPort number.

Public Portis selectedsingle Portand specify a port number, ariérivate
Portcanbe seta Single Pornumber.

Public Portis selected?ort Rangeand specify a port range, arRtivate
Portcanbe selectedSingle Porr Port Range

ValueRange 1 ~65535for PublicPort, PrivatePort.

Whend | 5 isselected

It meansthe optiond t N2 lioppackditfiker rule is UDP.

PublicPort selecteda predefinedport from Well-known Service and
PrivatePortisthe samewith PublicPort number.

Public Portis selectedsingle Portand specify a port number, ariérivate
Portcanbe seta Single Pornumber.

Public Portis selected?ort Rangeand specify a port range, arRtivate
Portcanbe selectedSingle Poror Port Range

ValueRange 1 ~65535for PublicPort, PrivatePort.

Whend ¢ /&t 5 tisselected

LG YSIya GKS 2LJiA2y at NRpi(G202¢t ¢
Public Portselected a predefined port frotwell-known Service and
Private Portisthe same withPublicPort number.

Public Portis selectedsingle Portand specify a port number, ariérivate
Portcanbe seta Single Pornumber.

PublicPortis selectedPort Rangeand specifya port range,and Private
Port canbe selectedSinglePort or Port Range
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ValueRange 1 ~65535for PublicPort, PrivatePort.

Whend D wiSsélected
It meansthe optiond t NP (ofpadkdifikter rule is GRE.

Whena 9 {igsélected
It meansthe optiond t NP (io2p@ckditfiker ruleis ESP.

Whena { / @ssekected
It meansthe optiond t NR lo2p@ckeitfikter ruleis SCTP.

Whend | &FSNT A igsslected
LG YSIya GKS 2LIA2y at NRdetné2 ¢
ForProtocol Number enter aport number.

TimeSchedule | 1. Anoptionalfilled Apply Time Schedule to this rule; otherwise leave it as (0) Always. (ref
setting Schedulingettingunder ObjectDefinition)
2.(0) Alwayslsselected
by default.
Rule 1. Anoptionalfilled Checklthe Enableboxto activatethe rule.
setting
2.Theboxisunchecked
by default.
Save N/A Clickthe Savebutton to savethe settings.
Undo N/A Clickthe X button to cancelthe settingsandreturn to previouspage.

Create/ EditVirtual Computer

The gatewayallows you to customyour Virtual Computerrules. It supportsup to a maximumof 20 rule-basedVirtual
Computersets.

= Virtual Computer List
Global IP

Local IP Enable Actions

WhenAdd button isapplied,Virtual ComputerRuleConfigurationscreenwill appear.

Global IP Local IP Enable
| | | | @
ltem Valuesetting Description
GloballP AMustfilled setting Thisfield isto specifythe IPaddressof the WANIP.
LocallP A Mustfilled setting Thisfield isto specifythe IPaddressof the LANIP.
Enable N/A ThencheckEnableboxto enablethisrule.
Save N/A Clickthe Savebutton to savethe settings.
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2.5.3 DMZ& PassThrough

DMZ (De Militarized Zone) Host is a host that is exposed to the Internet cyberspace but still within the
protection of firewall by gateway device. So, the function allows a computer to execute 2-way
communication for Internet games, Video conferencing, Internet telephony and other special
applications. In some cases when a specific application is blocked by NAT mechanism, you can indicate
that LANcomputer asa DMZhostto solve thigoroblem.

The DMZ function allows you to ask the gateway pass through all normal packets to the Dld@hinmudt
the NAT gateway only when these packets are not expected to receive by applicationgatetvay or
by other client hosts ithe Intranet. Certainly, the DMZ host is also protected byghteway firewall.
Activate the feature and specify the DMZ host with a host in the Intranet wisenled.

- | o
Item Setting

¢ Enable @ A [0 WANCT [ WWAN-Z | WAN-Z | WAN-G
» DMz DMZ Host© [10.0.75.100
» Pass Through Enable # IPSec & PFTF # LZTF

DMZScenario
i When the network administrator wants to
,* Global IP:118.18.81.33 set up some service daemonsin a host
Q y fossl kit i a2 \ behind NAT gateway to allow remote users
Ql A Gotemay ' requestfor servicedrom serveractivelyyou
e B 5----'11 ----- -> 1 just have to configure this host as DMast.

I 35 ‘z As shown in the diagram, there is arX
1.Set X Server as DMZ Host I 1 ; server installed as DMZ host, whose IP
2.Request X server service by Gateway Global IP 1 -
3.Gateway redirect service requestto DMZ host: ¥ DMzHost | address |510'0'7_5'100' Then, remot_e user.
10.0.75.100 10.0.75.1000  can request services from X server just as it

R 5 y is provided by the gateway whose global IP
b ’ address is 118.18.81.33. The gateway will

. XServer _~ :
Sao= forward those packets,not belongingto

anyconfiguredvirtual server or applicationsdirectlyto the DMZhost.
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VPNPasghrough Scenario

Since VPN traffic is different from that of
S TCPor UDPconnection, it will be blocked
by NAT gateway. To support the pass
through function for the VPN connections
initiating from VPN clients behind NAT
gateway, the gateway must implement

Network-A @ HQ Data Center

. Fail to establish VPN tunnel
Application
Server

\ somekind of VPNpassthrough functionfor
_ such application. The gateway supptine
S et | tabsh el Catewayviith —  ~ VPNClient ass through function for IPSec, PPaiRj
itha Saticll fully VPN Pass Through behind NAT Gateway P 9 i !
Global IP: 203.95.80.22 L2TPconnectons, you just have to check
sl 100762 the correspondingcheckboxto

activateit.

DMZ& PassThroughSetting

Goto BasicNetwork > Port Forwarding> DMZ& PassThroughtab.

The DMZhost is a host that is exposedto the Internet cyberspacebut still within the protection of
firewall by gateway device.

EnableDMZand PassThrough

® Configuration '

Item Setting
[ Enable & All WARN-1 WARN-2 WWAN-3 WA
r DMz DMZ Host: | |
» Pass Through Enable ¥ IPSec @ PPTP @ LITP
ltem Valuesetting Description
DMz 1. AMustfilled setting Checkhe Enableboxto activatethe DMZfunction
2. DefaultisALL Definethe selectedinterfaceto be the packetenteringinterface of

the gateway,andfill in the IPaddressof HostLANIP in DMZHostfield
If the packets to be filtered are coming fromdAN-x then selectWAN-
x for thisfield.

SelectALLfor packets coming into the router from any interfaces.
It canbe selectedWANx boxwhen WAN-x enabled.

Note: The available check boxa&fAN-1 ~WAN-4) depend on the
numberof WAN interfacedor the product.
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PassThrough The boxes are checked| Check the box to enable the pass through function forlP®ecPPTR
Enable by default andL2TP

With the passthroughfunction enabled the VPNhostsbehindthe
gatewaystill canconnectto remote VPNservers.

Save N/A Clickthe Savebutton to savethe settings.

Undo N/A Clickthe Undo button to cancelthe settings
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2.6 Routing
P wi
: : . . . . idget
' @’ Status Static Routing Dynamic Routing Routing Information

RN .
=¥ NEDAOrK

= Cenfiguratien a n
AR Item Setting
E—— ) Static Routing [ Enahle
- WiFi . - .

= IPv4 Static Routing Rule List
- |Pv6 - = :

o] Destination IP Subnet Mask Gateway IP Interface Metric Enable Actions

- Port Forwarding

- DNS & DDNS

If you have more than one router and subnet, you will need to enable routing function to allow packets to find nonutpey
path andallowdifferent subnetsto communicatewith eachother. Routingisthe procesf selectingoestpathsin a network.

It is performed for many kinds of networks, like electronic data networks (such as the Internet), by usingspétdeng
technology. The routing process usually direftisvarding on the basis of routing tables which maintain a recofrdhe
routes to various network destinations. Thus, constructing routing tables, which are held in the router's menvery, is
important for efficientrouting. Most routing algorithmsuseonly one network path at atime.

The routing tables record your piagefined routing paths for some specific destination subnets.dtasc routing. However,

if the contents of routing tables record the obtained routing paths from neighbor routers img ®me protocols, such as
RIP, OSPF and BGP. ttyisamic routing These both routing approaches will be illustrated one after one. In addition, the
gateway also built in one advanced configurable routing software Quagga for more complex rBqpiigations, you can
configureit if required via Telnet CLI.
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2.6.1 StaticRouting

Static Routing

Item Setting
Configuration | :
| + Stanc Routng ¥ Enable |
Enable | ol :
static « P4 Static Routing Rule List [L¥7]] % |
Routing? | .

Yo D Destination IP Subnet Mask Gateway IP Interface Metric  Enable Actions

Setup

Static Routing 1
Rule List i
1

Item Setting

+ Dastnation P

3 1

| » Subrat Mask 2552552550 (/24) v :

; v Gateweay P ‘
Static Routing J: ' Intertace Aute v

|

Rule Configuration
» Matnc

® J. Rule (] Enable I

s2rr

"Static Routing" function lets you define the routing paths for some dedicated hosts/servers or subnets to ston@utitige
table of the gateway. The gawvay routes incoming packets to different peer gateways based on the routing ¥dueeed
to definethe staticrouting informationin gateway routingule list.
© Google(173.194.72.94): > WAN-1 Whep the administrator of the gateway warits
Yahoo(188.125.73.108): -> WAN-2 s_peufywhat klndsof packetsto be tra.nsferred
SP-DSLAM ()Gateway Via Which gateway interface and which peer
gateway to their destination. It cahe carried
out by the "Static Routing" featurdedicated
packet flows from the Intranet willbe routed
to their destination via the pre- defined peer
Cellular ((( ) gatewayand correspondinggateway interface
152.168.22.1 that are defined in thesystemrouting table by
manual.

192.168.121.253

| Static Routing: Enable |

As shown in the diagram, when the destination is Google

[Static Routing]-[Static Routing Rule List] . .
access, rule 1 set interface as ADSL, routing gatewi®y as

ID1: ID2:
Destination IP: 173.194.72.94 Destination IP: 188.125.73.108 DSLAM gateway 192.168.121.253. All the packets to
SIS SRR R TR Subnet Mask: 255.255.255.255 Googlewill gothroughWAN-1. Andthe same wayapplied
Gateway: 192.168.121.253 Gateway: 152.168.22.1 .
Metric: 255 Metric: 255 to rule 2 of access Yahoo. Rule 2 sets 3G/4iGtadace.
Rule: Enable Rule: Enable

87



TLE3-21100

StaticRoutingSetting

Goto BasicNetwork > Routing> StaticRoutingTab.

There are three configuration windows fatatic routing feature, including "Configuration”, "Static
Routing Rule List" and "Static Routing Rule Configuration" windows. "Configuration” window lets you
activate the global static routing feature. Even there are already routing rules, if you waneble
routing temporarily, just uncheck the Enable box to disable it. "Static Routing Rule List" window lists all
your defined static routing rule entries. Using "Add" or "Edit" button to add and create one new static
routing rule or tomodify an existedone.

When "Add" or "Edit" button is applied, the "Static Routing Rule Configuration” window will appear to
let youdefine astatic routingrule.

EnableStaticRouting

Justcheckthe Enableboxto activatethe "StaticRouting"feature.

#1 Configuration . n

Item Setting

» Static Routing ¥ Enable

ltem Valuesetting Description

StaticRouting | Theboxisuncheckedy | Checkhe Enableboxto activatethis function
default

Create/ Edit StaticRoutingRules

The Static Routing Rule List shows the setup parameters of all static routirentrés. To configure a
staticrouting rule, you mustspecifyrelated parametersincludingthe destinationlPaddressand subnet

mask of dedicated host/server or subnet, the IP address of peer gateway, the metric and the rule
activation.

# IPv4 Static Routing Rule List " "

Destination IP Subnet Mask Gateway IP

Actions

Interface Metric Enable

Thegatewayallowsyouto customyour staticrouting rules. It supportsup to a maximumof 64 rule sets.
WhenAddbutton is applied StaticRoutingRuleConfigurationscreen will appear, while thiditbutton
at the endof eachstatic routingrule canlet youmodify the rule.

88



TLE3-21100

%] |Pv4 Static Routing Rule Cenfiguration

Item Setting

v Destination [P | |
» Subnet Mask 2552552550 (/24) v |

» Gateway [P | |

¥ Interface
» Metric I:l

» Fule [ Enable
PvéStaticRoutng
ltem Valuesetting Description
DestinationlP | 1. IPv4Format Specifithe DestinationlPof this staticrouting rule.
2. AMustfilled setting
SubnetMask | 255.255.255.@/24)isset | Specifythe SubnetMaskof this staticrouting rule.
by default
GatewaylP 1. IPv4Format Specifithe GatewaylPof this staticrouting rule.
2. AMustfilled setting
Interface Autois setby default Selectthe Interfaceof this staticrouting rule. Itcanbe Auto, or the
availableWAN/ LANinterfaces.
Metric 1. NumbericStringFormat | TheMetric of this staticrouting rule.
2. AMustfilled setting ValueRange 0 ~255.
Rule Theboxisuncheckedy ClickEnableboxto activatethisrule.
default.
Save NA Clickthe Savebutton to savethe configuration
Undo NA Clickthe Undobutton to restorewhat you just configuredbackto the
previoussetting.
Back NA Whenthe Backbutton is clickedthe screenwill return to the Static
RoutingConfiguratiorpage.
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2.6.2 DynamicRouting

RIP
Configuration

OSPF Area List?

OFPF Area
Configuration

= RIP Configuration ’ n
Item Setting

» RIP Enable [Disable =]

= OSPF Configuration . n
Item Setting

» OSPF [ Enable

» Router ID

» Authentication None ~

» Backbone Subnet ]

= OSPF Area List [N ’

D Area Subnet Area ID Enable Actions

= BGP Configuration ’ a
Item Setting

» BGP [ Enable

» ASN —

» Router ID —

Dynamic Routing, also called adaptive routing, describes the capability of a system, througtowtaish
are characterized by their destination, to alter the path that the route takes through the system

response taa change imetwork conditions.

Thisgatewaysupportsdynamicrouting protocols,includingRIPv1/RIPvERoutinginformation Protocol),
and OSPF (Open Shortest Path First), for you to establish routing table automaticaligaftine of
dynamicrouting will be very usefulwhenthere are lots of subnetsin your network.Generallyspeaking,

RIPis suitablefor smallnetwork. OSPF isore suitablefor mediumnetwork.

Thesupporteddynamicrouting protocolsare describedasfollows.
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RIPScenario
The Routing Information Protocol (RIP)is one of the
P Network-A oldest distancevector routing protocols, which employs
1"(2)Ro;|ting1'-able#{ p 2 T 3 the hop c9unt as a .routing. metric. RIP prevents routing
§ 4 \ loops by implementing a limit on the number of hops
ISP-DSLAM / @ o allowed in a pat from the source to a destination. The

RIP Enabled ‘\
Gateway

maximum number of hops allowed for RIPis 15. This
hop limit, however, also limits the size of networks that

4 MAN -1: ADSL
| 118.18.81.33

11815511 2o RIP can support. A hop count of 16 is considered an
+ | 0395802 @ROU""QTGNE#“#Z infinite distance, in other words the route énsidered
@ Basic Network-Routi | e . . .
[DynamicRouting]-[RIP $onfiguration] ((( )» \ i 7 unreachable.RIP implements the split horizon, route

poisoning and hold-down mechanismsto prevent
incorrectrouting information from beingpropagated.

RIP: RIP1 or RIPv2 A’ \
/f 20395.80,1

\
Cellular Network

OSPFscenario

Open Shortest Path First (OSPF) is a routing
protocol that uses link stateouting algorithm.

It is the most widely used interior gateway
protocol (IGP) in large enterprise networks. It
gathers link state information from available
routers and constructs a topology map of the
network. Thetopologyis presentedasarouting
table which routes datagramsbasedsolely on

the destinationIPaddress.

@ Routing Table #2

Gateway Settings:
[Dynamic Routing]-[0SPF Configuratio

OSPF: Enable
Backbone Subnet: 192.168.0.0/16

[Dynamic Routing]-[OSPF Area List]
DL
Area Subnet: 192.168.101.0/24
Area D: 192.168.101.254
Area:Enable
D2:
Area Subnet: 192.168.102.0/24
Area ID: 192.168.102.254
Area; Enable

Network administrator can deploy OSPF
gateway in large enterprise network to get its
routingtablefrom the enterprisebackboneand
forward routing information to otherrouters,
which areno linked to the enterprisbackbone.
Usually,an OSPFnetwork issubdivided into
routing areasto simplify administration and
optimize traffic and

resourceutilization.

As shown in the diagram, OSPF gateway gathers routing information frotmattidone gateways in
area 0, and will forward its routing information to the routers in area 1 and area 2 which are not in the
backbone.
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DynamicRoutingSetting

Goto BasicNetwork >Routing>DynamicRoutingTab.

The dynamiaouting setting allows user to customize RIP, and OSPF protocols through thelvagest
on their office setting.

In the "Dynamic Routing" page, there are several configuration windows for dynamic routing feature.
They are the "RIP Configuration” window, "OSPifiQaration” window, "OSPF Area List", and "OSPF
AreaConfiguration'window. RIP and OSPprotocolscanbe configuredindividually.

The "RIP Configuration" window lets you choose which version of RIP protocol to be activaitzabtr
it. The "OSPF Cogfiration” window can let you activate the OSPF dynamic routing pro&mxbspecify
its backbone subnet. Moreover, the "OSPF Area List" window lists all defined area®iBRIFetwork.

RIPConfiguration

TheRIPconfigurationsetting allowsuserto customizeRIPprotocol through the router basedon their
office setting.

« RIP Configuration . x
ltem Setting

» RIP Enable IDiSEIble vl

ltem Valuesetting Description

RIPEnable Disablessetbydefault | SelectDisablewill disableRIPprotocol.
SelectRIP viwill enable RIPv1 protocol.
SelectRIPv2 will enableRIPvZrotocol.

OSPEonfiguration

The OSPFonfigurationsetting allowsuserto customizeOSPRrotocol through the router basedon
their office setting

® OSPF Configuration ’ ®
ltem Setting

» OSPF [ Enable

+ Router ID |

» Authentication None ~

+ Backbone Subnet |
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Item
OSPF
RouterID

Authentication

Backbone
Subnet

Valuesetting
Disablessetby default
1. IPv4Format

2. AMustfilled setting
Noneis setby default

Routing (CIDR) Subnet
Mask Notation. (Ex:
192.168.1.0/24)

2. AMustfilled setting

Create/ EditOSPRAreaRules

Description
ClickEnableboxto activatethe OSPprotocol.
TheRouterID of this router on OSPprotocol

TheAuthenticationmethod of this router on OSPprotocol.
SelectNonewill disableAuthenticationon OSPprotocol.

SelectTextwill enable Text Authentication with entered the Key in this
field on OSPprotocol.
SelectMD5 will enableMD5 Authenticationwith enteredthe IDand Key
in thesefieldson OSPprotocol.
1. Classless Inter Domai TheBackboneSubnetof this router on OSPprotocol.

Thegatewayallowsyouto customyour OSPRArealListrules.|It supportsup to a maximumof 32 rule sets.

Area Subnet

WhenAdd button isapplied,OSPRAreaRuleConfigurationscreenwill appear.

= OSPF Area Configuration

ltem Setting
» Area Subnet |
» Area ID |
» Area [ Enable

_Save |

ltem Valuesetting Description
AreaSubnet 1. Classless Inter Domai TheAreaSubnetof thisrouter on OSPRreal.ist.
Routing(CIDR) Subnet
Mask Notation. (Ex:
192.168.1.0/24)
2. AMustfilled setting
ArealD 1. IPv4Format TheArealD of this router on OSPRArealist.
2. AMustfilled setting
Area Theboxisuncheckedoy | ClickEnableboxto activatethisrule.
default.
Save N/A Clickthe Savebutton to savethe configuration
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2.6.3 RoutingInformation

The routing information allows user to view the routing table and policy routing information. Policy
Routing Information i®nly available when the Load Balance function is enabled and the Load Balance

Strategyis By User Policy

Goto BasicNetwork > Routing> RoutingInformation Tab.

* Routing Table n x

Destination IP Subnet Mask Gateway IP Metric | Interface
100.105.167.72 255255255252 0000 0 WAN-2
192.168.66.0 2552552550 0.0.00 0 LAN
192.168.127.0 2552552550 0.0.00 0 WAN-1
169.254.0.0 255.255.00 0.0.00 0 LAN
127.0.0.0 255.0.0.0 0.0.00 0 lo

Item Valuesetting Description
DestinationIP N/A Routingrecordof DestinationlP.IPv4Format.
SubnetMask N/A Routingrecordof SubnetMask.|Pv4Format.
GatewaylIP N/A Routingrecord of GatewayiP.IPv4Format.
Metric N/A Routingrecordof Metric. NumericStringFormat.
Interface N/A Routingrecordof InterfaceType.StringFormat.
= Policy Routing Information . »®
Policy Routing Source Source IP Destination IP Destination Port WAN Interface
Load Balance - - - _
ltem Valuesetting  Description
PolicyRoutingSource N/A PolicyRoutingof Source StringFormat.
SourcelP N/A PolicyRoutingof SourceP.IPv4Format.
Destination|P N/A PolicyRoutingof DestinationlP.IPv4Format.
DestinationPort N/A PolicyRoutingof DestinationPort. StringFormat.
WAN Interface N/A PolicyRoutingof WANInterface.StringFormat.
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2.7 DNS& DDNS

How does user access your server if your WAN IP addnesgges all the time? One way is to register a new domain name,
and maintain your own DNS server. Another simpler way is to apply a domain name to-paittirddDNS service provider.
The service can be free or charged. If you want to understand the tastepts of DNS and Dynamic DNS, you can refer to

Wikipediawebsite’.

2.7.1 DNS& DDNSConfiguration

DynamicDNS

Inf i EATES
®I.;‘D(;\:;n5erver y Network-A -

Global IP: 118.18.81.33 -> .44 \@ WAN IP

- ;" ~ _FQDN: mygw.no-ip.org \ Changed
- N = A\
S { Gateway
|
Sy ---------3 .
S ~lemmmeel g Local IP: 10.0.75.2
1
No-IP

DDNS Server

' E-mail Server

\
)
§ )
]
|
I

!

/

Local IP: 10.0.75.101 i /
\

Remote User \ FileServer
\ 5
Access E-mail Server \ :“bla:'::g&zzls? ) 4
(mygw.no-ip.org) from Internet h ° D
d

<
< o

third-party DDNervice provider (N@P) to use DDNS function. Once the IP address of designated WAN interface has

Tohostyour serveron achangingPaddress,youhave

to use dynamic domain nameservice (DDNS).
Therefore, anyone wishing to reach your host only
needs to know the domain name. Dynamic DNS will
map the name of your host to your current IP address,
which changes each time you connect your Internet
serviceprovider.

The DynamicDNSserviceallowsthe gatewayto alias

a public dynamic IP address to a static domain name,
allowingthe gatewayto be more easilyaccessedrom
various locations on the Internet. As shown the
diagram,userregistereda domainnameto a

changed,the dynamic DNSagent in the gateway will inform the DDNSserver with the new IP address.The server
automatically remaps your domain name with trehanged IP address. So, other hosts or remote users in the Inteorkt
areableto link to your gateway byusingyourdomain nameegardlesf the changinggloballPaddress.

7 http://en.wikipedia.org/wiki/Domain_Name_System
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8 http://en.wikipedia.org/wiki/Dynamic_DNS
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DNS& DDNSSetting

Goto BasicNetwork >DNS& DDNS> ConfigurationTab.

TheDNS& DDNSsettingallowsuserto setupDynamicDNSeatureand DNS-edirectrules.

SetupDynamicDNS

Thegatewayallowsyouto customyour DynamicdDNSsettings.

* Dynamic DNS

ltem

Setting

» DDNS

[~ Enable

» WAN Interface

I WAN-1 ~ l

» Provider

| DynDNS.org(Dynamic) -]

» Host Name

» User Name / E-Mail |

» Password / Key

ltem Valuesetting Description
DDNS Theboxisuncheckedy | Checkhe Enableboxto activatethis function.
default

WAN Interface

WANL1 issetby default

Selecthe WANInterfacelP Addressof the gateway.

2. AMustfilled setting

Provider DynDNS.orgDynamic) | Selectyour DDNSroviderof DynamicDNSIt canbe

issetby default DynDNS.org(DynamiclpynDNS.org(CustomNO-IP.com etc...
HostName 1. String format can be | Yourregisteredhostnameof DynamicDNS.

anytext ValueRange 0 ~63characters.

User Name / E
Mail

1. String format can be
anytext
2. AMustfilled setting

Enteryour Usernameor Emailaddress®f DynamidDNS.

Password Key

1. String format can be
anytext
2. AMustfilled setting

Enteryour Passwordr Keyof DynamicDNS.

Save

N/A

ClickSaveto savethe settings

Undo

N/A

ClickUndoto cancelthe settings
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SetupDNSRedirect

DNSredirect is a specialfunction to redirect certaintraffics to a specifiedhost. Administratorcan managethe internet /
intranet trafficsthat are goingto accessomerestrictedDNSand force thosetrafficsto be redirectedto a specifiedhost.

% DNS Redirect n x

ltem Setting
» DNS Redirect [~ Enable
Item Valuesetting Description
DNSRedirect | Theboxisuncheckedoy | Checkthe Enableboxto activatethis function.
default
Save N/A ClickSaveto savethe settings
Undo N/A ClickUndoto cancelthe settings

If you enabled the DNS Redirect function, you have to further specify the redirect rules. According to the rules, the gateway
canredirectthe traffic that matchedthe DNS tccorrespondingore-definedIP address.

= RedirectRule | i Delete

Condition

Mapping Rule Description

WhenAdd button isapplied,RedirectRulescreenwill appear.

ltem Setting
Domain Name P
Mapping Rule
| {* for Any)
Condition | Always - I
Description |
Enable [T Enable
ltem Valuesetting Description
DomainName | 1. String format can be | Enter a domain name to be redirect. The traffic to specified domain né
anytext will be redirectto the following IPaddress.
2. AMustfilled setting ValueRange at least1 characterisrequired; ¥ fofany.
IP 1. IPv4format Enteran IPAddressasthe target for the DNSredirect.
2. AMustfilled setting
Condition 1. AMustfilled setting Specify when the DNS redirect action can be applied.
2. Always is selected by| It can beAlways or WANBIock
default. Always:TheDNSredirectfunction canbe appliedto match DN&ill the
time.
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WANBIock: TheDNSredirectfunction canbe appliedto matchedDNS
onlywhenthe WANconnectionisdisconnectedpr un-reachable.
Description 1. String format can be | Enterabrief descriptionfor thisrule.
anytext ValueRange 0 ~63characters.
2. AMustfilled setting
Enable Theboxisuncheckediy | Clickthe Enablebutton to activatethisrule.
default
Save N/A ClickSaveto savethe settings
Undo N/A ClickUndoto cancelthe settings
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Chapter3 ObjectDefinition

3.1 Scheduling

Schedulingprovides ability of adding/deletingtime schedulerules, which can be applied to other
functionality.

3.1.1 SchedulingConfiguration

Goto ObjectDefinition > Scheduling>Configurationtab.

Rule Name

Item Valuesetting Description
Add N/A Clickthe Add button to configuretime schedulerule
Delete N/A Clickthe Deletebutton to delete selectedrule(s)

When Add button is applied, Time ScheduleConfigurationand Time Period Definition screenswill
appear.

& Time Schedule Configuration

Item Setting

» Rule Name |

F Rule Policy Inactivate ~ the Selected Days and Hours Below.

Item ValueSetting Description
RuleName String:anytext Setrule name
RulePolicy Defaultinactivate Inactivate/activatethe function beenappliedto in the time period below
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& Time Period Definition

D Week Day Start Time (hh:mm) End Time (hh:mm)
1 | — choose one — | I— |—
2 | -- choose one -- j |— I—
3 | -- choose one — | |— I—
4 | -- choose one -- j |— I—
5 | -- choose one — | |— I—
6 | -- choose one — | |— I—
7 | -- choose one — j I— |—
8 | — choose one — | I— |—

Item ValueSetting Description

WeekDay Selectfrom menu Selecteverydayor one of weekday

StartTime Timeformat (hh:mm) | Starttime in selectedweekday

EndTime Timeformat (hh:mm) | Endtime in selectedweekday

Save N/A ClickSaveto savethe settings

Undo N/A ClickUndoto cancelthe settings

Refresh N/A Clickthe Refreshbutton to refreshthe time scheduldist.
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3.2 User(not supported)

Not supportedfeaturefor the this product.

3.3 Grouping

TheGroupingfunction allowsuserto makegroupfor someservices.

3.3.1 HostGrouping

Goto ObjectDefinition > Grouping>HostGroupingtab.

TheHost Groupingfunction allowsuserto makehost groupfor someservicessuchas QoS Firewall,
and CommunicatiorBus.Thesupportedservicetypescouldbe different for the purchasedoroduct.

= Host Group List | /.0 Delete -
ID Group Name Group Type Member List Bound Services Enable Actions

WhenAdd button is applied,HostGroupConfigurationscreenwill appear.

% Host Group Configuration

Item Setting
» Group Name |
» Group Type |IP Address-based EI
» Member to Join | Join
+ Member List
» Bound Services ™ Firewall
» Group " Enable
Item Valuesetting Description
GroupName 1. Stringformatcan | Enteragroupname forthe rule. ltisanamethat is easyfor youto
be anytext understand.
2. AMustfilled
setting
GroupType 1.IPAddressbased | Select the group type for the host group. It canlBeAddresshased MAC
is selected by Addressbased or HostNamebased
default. WhenlIP Addressbasedis selectedonly IPaddresscanbe addedin
2. AMustfilled Memberto Join.
setting WhenMACAddressbasedis selected,only MACaddresscanbe addedin
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Memberto Join.

WhenHostNamebasedis selected only hostnamecanbe addedin
Memberto Join.

Note: TheavailableGroupTypecanbe different for the purchasednodel.

Memberto Join N/A Addthe membersto the groupin this field.
Youcanenterthe memberinformation asspecifiedin the MemberType
above,and press theJoinbutton to add.
Onlyonemembercanbe addat atime, soyou haveto addthe membersto
the grouponeby one.
Member List NA Thisfield will indicatethe hosts(members)containedin the group.
BoundServices The boxes are Binding the services that the host group can be applied. If you enable tt
unchecked by Firewall the produced group can be used in firewall service. Same as b
default enableQoS orother availableservice types.
Note: Thesupportedservicetype canbe different for the purchased
product.
Group The box is Checkthe Enablecheckboxo activatethe hostgrouprule. So thatthe
uncheckedy groupcanbe boundto selectedservice(sfor further configuration.
default
Save N/A ClickSaveto savethe settings
Undo N/A ClickUndoto cancelthe settings
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3.4 ExternalServer

Go to Object Definition > External Server > External Server tab.

TheExternalServersettingallowsuserto addexternalserver.

CreateExternalServer

Server IPIFQDN

Server Port

WhenAdd button isapplied,ExternalServerConfigurationscreenwill appear.

%' External Server Configuration ' »®
ltem Setting
» Server Name |
IEmaiI Server j
» Server Type User Name: |
Password: |
» Server IP/FQDN |
» Server Port |25
» Server [ Enable
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ExternalServerConfiguration

Item

Valuesetting

Description

SeverName

1. String format can be
anytext
2. AMustfilled setting

Entera servername.Enteranamethat is easyfor youto understand.

ServerType

AMustfilled setting

Specify the Server Type of the external server, and enter the required
settingsfor the accessinthe server.

EmailServer(AMustfilled setting) :

WhenEmail Servers selectedUser Name andPasswordare also
required.

UserName(Stringformat: anytext)

PasswordStringformat: anytext)

RADIUServer(AMustfilled setting):
WhenRADIUSServeris selected the following settingsare alsorequired.
Primary :

SharedKey(Stringformat: anytext)

Authentication Protocol (By default CHAP is selected)
Sessiomimeout (Bydefault 1)

The values must be between 1 and 60.

Idle Timeout:(Bydefault1)

The values must be between 1 and 15.

Secondary :

SharedKey(Stringformat: anytext)
AuthenticationProtocol (By default CHAP is selected)
Sessiormimeout (Bydefault1)

The values must be between 1 and 60.

Idle Timeout:(Bydefault1)

Thevaluesmust bebetweenl and 15.

FTP(SFTRerver(AMustfilled setting):

WhenFTP(SFTBerveris selected the following settingsare alsorequired.
User NamgString format: any text)

Password(String format: any text)

Protocol(Select-TPor SFTP

Encryprion(SelectPlain,ExplicitFTP®r Implicit FTP$

Transfermode (SelectPassiveor Active)

ServerlP/[FQDN

A Mustfilled setting

Specifithe IPaddressor FQDNusedfor the externalserver.

ServerPort

AMustfilled setting

Specify the Port used for the external server. If you selected a certain s
type, the default serveport numberwill be set.

ForEmailServer25will be setby default;

ForSyslog Servemport 514 will be set by default;

ForRADIUS Serveport 1812 will be set by default;

ForFTP(SFTP) Serygort 21 will be set by default;

ValueRange 1 ~65535.

AccountPort

1. AMustfilled setting
2.1813issethy default

Specifithe accountingport usedif you selectedexternalRADIUServer.
ValueRange 1 ~65535

Server

Theboxischeckedby
default

ClickEnableto activatethis ExternalServer.

Save

N/A

ClickSaveto savethe settings

Undo

N/A

ClickUndoto cancelthe settings
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Refresh N/A Clickthe Refreshbutton to refreshthe externalserverlist. |
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3.5 Certificate

In cryptography, a public key certificate (also known as a digital certificate or identity certificate) is
electronic document used to prove ownership of a public key. The certificate includes inforralatiah
the key, information about its owner's identity, and the digital signature of an entity thatvvkefed
the certificate's contents are genuine tife signature is valid, and the person examining ¢beificate
truststhe signer,then they knowthey canuse thatkeyto communicate withits owner®.

In a typical publikey infrastructure (PKI) scheme, the signer is @ifeeate authority (CA), usually a
company such as VeriSign which charges customers to issue certificates for them. In a web of trust
scheme, the signer is either the key's owner (a-sgjhed certificate) or other users ("endorsements")
whomthe personexaminingthe certificatemightknowandtrust. Thedevicealsoplaysasa CArole.

Certificatesare an important component of TransportLayer Security (TLS sometimescalled by its

older name SSL), where they prevent an attacker from impersonatseguae website or other server.

They are also used in other important applications, such as email encryption and code signing. Here, it
canbe usedn IPSedunnelingfor user authentication.

3.5.1 Configuration

The configuration setting allows user to cred®eot Certificate Authority (CA) certificate and configure
to setenableof SCEPRoot CAis the top-most certificate of the tree, the private key of whichis used
to "sign" other certificates.

Goto ObjectDefinition> Certificate> Configuratiortab.
CreateRootCA

- Generate | = b4

ID Name Subject Issuer Vaild To Action

WhenGeneratebutton is appliedRoot CA Certificate Configuratiatreen will appear. The required information tofileed
for the root CAincludesthe name key,subjectnameand validity.

9 http://en.wikipedia.org/wiki/Public_key certificate.
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= Root CA Certificate Configuration

Item Setting

F Name I
» Key Key Type : I RSA .l Key Length : |512—blt5 .l Digest Algorithm : I MDS ,,I

Country(C) : | State(ST) | Location(L) : |
» Subject Name Organization{O) - | Organization Unit{OU) - |
Common Name(CN) : | E-mail - |

» Validity Period I 20-years vl

Item Valuesetting Description

Name 1. String format can be | Entera RootCACertificatename.It will be a certificatefile name
anytext
2. AMustfilled setting

Key AMustfilled setting Thisfield isto specifythe keyattribute of certificate.

Key Typeo setpublickey cryptosystemdt only supports RSA now.
Key Lengtho set s the size measured lits of the keyused in a
cryptographicalgorithm.

DigestAlgorithm to setidentifier in the signaturealgorithmidentifier of
certificates

SubjectName | AMustfilled setting Thisfield isto specifythe information of certificate.

Country(CJs the twoletter ISO code for the country where your
organizationislocated.

State(ST)s the state where your organization is located.
Location(L)s the location where your organization is located.
Organization(O)sthe nameof your organization.
OrganizationUnit(OU)isthe nameof your organizationunit.
CommonName(CN)sthe nameof your organization.

Emailisthe email of your organizationlt hasto be emailaddressstyle.

Validity Period | AMustfilled setting Thisfield isto specifythe validity period of certificate.
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SetupSCEP
& SCEP Configuration . -
ltem Setting
» SCEP [ Enable
13 Alﬂomaticalry re-enroll aging [~ Enable
certificates

ltem Valuesetting Description
SCEP Theboxisuncheckedoy Checlthe Enableboxto activateSCERunction.
default

Automatically

The box is unchecked by

WhenSCEHWs activated, check thEnablebox to activate this function.

re-enroll default It will be automatically check which certificate is aging. If certificate is
aging aging,it will activateSCERunction to re-enrollautomatically.

certificates

Save N/A ClickSaveto savethe settings

Undo N/A ClickUndoto cancelthe settings
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3.5.2 My Certificate

My Certificate includes a Local Certificate List. Local Certificate List shows all generated certificates by
the root CAfor the gateway. And it also stores the generated Certificate Signing Requests (CSR) which
will be signed by other external CAs. The signed certificates can be imported as the local ones of the
gateway.

SeltsignedCertificateUsageScenario

Network-A @ HQ Data Center Network-B @ Branch Office
SR T\Q’J ACS N
S 4’ server ¥ AR
) ~. - I*\\
Application r. | g .
Server ‘\j}l Dsa:ar:::e — . O
(D Create HQ Root o e e
@ Create Loca A A i SAD e SIS ] mport HQ Root CA
@ Import Ihport HQ CRT
! . VPN Tunnel . /
Security Gateway 1 Security Gateway 2
with Root CA and Trusted with Trusted CA &
Client Certificates Client Certificates
Global IP: 203.95.80.22 Global IP: 118.18.81.33
Local IP:10.0.76.2 Local IP:10.0.75.2

ScenaricApplicationTiming

When the enterprise gateway owns the root CA and VPN tunneling function, it can generate
its own local certificates by being signed by itself or import any local certificates that are
signedby other external CAs Alsoimport the trusted certificatesfor other CAsand Clients.

In addition, sinceit hasthe root CA,it also can sign Certificate SigningRequest§ CSR}o

form corresponding certificates for others. These certificates can be used for two remote
peersto makesuretheir identity duringestablishinga VPNtunnel.

Scenaridescription

Gateway 1 generates the root CA and a local certificate (HQCRT) signed by itself. Import a
trusted certificate (BranchCR@& BranchCSR certificate of Gateway 2 signed by root CA of
Gatevay 1.

Gateway 2 creates a CSR (BranchCSR) to let the root CA of the Gateway 1 sign it to be the
BranchCRT certificate. Import the certificate into the Gateway 2 as a local certificate. In
addition, also import the certificates of the root CA of the GatgwWanto the Gateway 2 as

the trusted ones.(Please alseefer to followingtwo sub-sections)

Establish an IPSec VPN tunnel with IKE and X.509 protocols by starting from either peer, so
that all clienthostsin theseboth subnetscancommunicate witheachother.

Parameter Setup Example

ForNetwork-A atHQ
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Following tables list the parameter configuration as an example for the "My Cert
function used in the user authentication of IPSec VPN tunnel establishing, as shown

ificate"
in above

diagam. Theconfiguration example must be combined with the onesin following two

sectionsto complete thewhole user scenario.

Usedefaultvaluefor thoseparametersthat are not mentionedin the tables.

Name HQRootCA
Key KeyType:RSAKeyLength:1024bits
SubjectName Country(C)BR State(ST)RS Location(L)SL

Organization(O)Altus OrganizatiorJnit(OU):HQRD
CommonName(CN)HQRootCAEmMail: example @altus.comnbr

Name HQCRTSelfsignedy
Key KeyType:RSAKeyLength:1024bits
SubjectName Country(C)BR State(ST)RS Location(L)SL

Organization(O)Altus OrganizatiorJnit(OU):HQRD
CommonName(CN)HQCRTEmail: example @altus.combr

IPSec Yy Enable

Tunnel y Enable
TunnelName s2s101
Interface WAN1
TunnelScenario Siteto Site
OperationMode Alwayson

LocalSubnet 10.0.76.0
LocalNetmask 255.255.255.0
FullTunnel Disable
RemoteSubnet 10.0.75.0
RemoteNetmask 255.255.255.0
RemoteGateway 118.18.81.33

KeyManagement IKE+X.509 ocalCertificate:HQCRTRemoteCertificate:BranchCRT
LocallD UserName Network-A
RemotelD UserName Network-B
11
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NegotiationMode Main Mode
X-Auth None

ForNetwork-B at BranchOffice

Following tables list the parameter configuration as an example for the "My Cert
function used in the user authentication of IPSec VPN tunnel establishing, as shown

ificate"
in above

diagram. Theconfiguration example must be combined with the onesin following two

sectionsto complete thewhole user scenario.
Usedefaultvaluefor those parametersthat are not mentionedin the tables.

Name BranchCRTSelfsigned:
Key KeyType:RSAKeyLength:1024bits
SubjectName Country(C)BR State(ST)RS Location(L)SL

Organization(O)Altus OrganizatioriJnit(OU):HQRD
CommonName(CN)BranchCRTEmail: example @altus.comnbr

IPSec y Enable

Tunnel y Enable
TunnelName $2s5102
Interface WAN1
TunnelScenario Siteto Site
OperationMode Alwayson

LocalSubnet 10.0.75.0
LocalNetmask 255.255.255.0
FullTunnel Disable
RemoteSubnet 10.0.76.0
RemoteNetmask 255.255.255.0
RemoteGateway 203.95.80.22

KeyManagement IKE+X.509 ocalCertificate:BranchCRTRemoteCertificate:HQCRT
LocallD UserName Network-B
RemotelD UserName Network-A
11
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ConfiguratiorPath [IPSec]IKEPhase]
NegotiationMode Main Mode
X-Auth None

ScenaridOperationProcedure

In abovediagram, "Gateway 1" is the gateway of Netw@kn headquarters and the subnet

of its Intranet is 10.0.76.0/24. It has the Heldress of 10.0.76.2 for LAN interface and
203.95.80.22 for WAN interface. "Gateway 2" is the gateway of Netwd@kn branch dfce

and the subnet of its Intranet is 10.0.75.0/24. It has the IP address of 10.0.75.2 for LAN
interface and 118.18.81.33for WAN1 interface. They both serve as the NAT security
gateways.

Gateway 1 generates the root CA and a local certificate (HQCRT9 $igned by itselfmport
the certificates of the root CA and HQCRT into the "Trusted CA Certificate LisTraatbd
ClientCertificate List'of Gateway 2.

Gateway 2 generatesa Certificate SigningRequest(BranchCSRifor its own certificate
(BranchCRT) (Please generate one notsigifed certificate in the Gateway 2, and click on

the "View" button for that CSR. Just downloads it). Take the CSR to be signed by the root CA
of Gatewayl andobtainthe BranchCRagertificate(youneedrenameit). Importthe certificate

into the "TrustedClientCertificateList" of the Gatewayl andthe "LocalCertificateList" of
Gateway 2.

Gateway 2 can establish an IPSec VPN tunnel with "Site to Site" scenario and IKE and X.509
protocolsto Gateway 1.

Finally,the client hosts in two subnets of 10.0.75.0/24 and 10.0.76.0/24 can communicate
with eachother.
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My CertificateSetting

Goto ObjectDefinition> Certificate> My Certificatetab.

The My Certificate setting allows user to create |lagatificates. In "My Certificate” page, there aveo
configurationwindowsfor the "My Certificate"function. The"LocalCertificateList" windowshowsthe
stored certificatesor CSR$or representingthe gateway.The"LocalCertificateConfiguration™ wndow
can let you fill required information necessary for corresponding certificateetgeneratedby it, or
correspondingCSR tde signedoy other CAs.

CreatelLocalCertificate

=1 Local Certificate List

Actions

Issuer Vaild To

Subject

When Add button is applied, LocalCertificate Configurationscreenwill appear. Therequired information to be filled for
the certificate or CSR includes the name, key and subject name. It is a certificate if treggtgedf box is checkedtherwise,
itisa CSR.

% Local Certificate Configuration

Item Setting

b Name | Self-signed - [~

» Key Key Type - |pgp ~| ey Lenginh: I 1024-hits ,,I Digest Algorithm : ISHA—]. .l

Country(C) - | State(ST) - | Location(L) - |
» Subject Name Organization(O) - | Organization Unit(OU) - |
Common Name(CN) : | E-mail - |

Challenge Password: | Unstructured Name:
k Extra Attributes I

Enable: [ SCEP Server: I_ Option — j Add Object |
» SCEP Enroliment CA Cerificate” | amit-IDG761AM-JH.crt »| CA Encryption Certificate:
I— Option - j (Optional) CA Identifier: | (Optional)
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Item Valuesetting Description

Name 1. String format can be | Enteracertificatename.lt will be a certificatefile name
anytext If Seltsignedischeckedjt will be signedby root CA.If Selfsignedis not
2. AMustfilled setting checkedjt will generatea certificate signingrequest(CSR).

Key AMustfilled setting Thisfield isto specifythe keyattributesof certificate.

KeyTypeto setpublickeycryptosystemsCurrently,only RSAs supported.
Key Lengtho set the length irbits of the keyused in a cryptographic
algorithm.It can be512/768/1024/1536/2048.

Digest Algorithm to setidentifier in the signaturealgorithmidentifier of
certificates.It canbe MD5/SHAL.

SubjectName | AMustfilled setting Thisfield isto specifythe information of certificate.

Country (C)is the two-letter ISOcode for the country where your
organizationislocated.

State (ST)s the state where your organization is located.

Location (L)s the location where your organization is located.
Organization(O)isthe nameof yourorganization.

OrganizationUnit (OU)isthe nameof your organizationunit.
CommonName(CN)isthe nameof your organization.

Emailis the email of your organization.lt hasto be email addresssetting
only.

ExtraAttributes | AMustfilled setting This field is to specify the extra information for generatinggstificate.
ChallengePasswordfor the passwordyou can useto requestcertificate
revocationin the future.

UnstructuredNamefor additionalinformation.

SCEP AMustfilled setting Thisfield isto specifythe information of SCEP.

Enrollment If user wants to generate a certificate signingrequest (CSRand then
signedby SCERBerveronline,user carcheckthe Enablebox.

Select &SCEP Servéo identify the SCEP server for use. The server
detailed information could be specified in External Sernieeser to
Object Definition> External Servep External ServerYou may clickdd
Objectbutton to generate, and the settings are the same as those defi
in Section3.4 External Server

Selecta CACertificateto identify whichcertificatecouldbe acceptedby
SCEP server for authentication. It could be generated in Trusted
Certificates.

Selectan optional CAEncryptionCertificate if it isrequired, to identify
which certificate could be accepted by SCEP server for encryption da

information. It couldbe generatedin Trusted Certificates.

Fill in optionalCA ldentifierto identify which CA could be used for signir

certificates.
Save N/A Clickthe Savebutton to savethe configuration.
Back N/A Whenthe Backbutton isclicked the screenwill return to previouspage.
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When Import button is applied,an Import screenwill appear.Youcanimport a certificate from an
existedcertificate file,or directlypaste aPEMencodedstringasthe certificate.

Apply | Cancel

HE.. | FIRIEEE -

Item Valuesetting Description

Import AMustfilled setting Selectacertificatefile from dza Schdpéater,andclickthe Applybutton to
import the specifiedcertificatefile to the gateway.

PEMEncoded | 1.String format can be | Thisisanalternativeapproachto import a certificate.

anytext You can directly fill in (Copy and Paste) the PEM encoded certificate <
2. AMustfilled setting and click theApply button to import the specified certificate to the
gateway.
Apply N/A Clickthe Apply button to import the certificate.
Cancel N/A Clickthe Cancebutton to discardthe import operationandthe screenwill

return to the My Certificatespage.
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3.5.3 TrustedCertificate

Trusted Certificate includes Trusted CA Certificate List, Trusted Client Certificate List, and Trusted
Client Key List. The Trusted CA Certificate List places the certificates of external trusted CAstétie
Client Certificate List places the others' certificates what you trust. And the Trusted Clidnsédgces
the 2 ( K Ke)svieat youtrusted.

SeltsignedCertificateUsageScenario

Network-A @ HQ Data Center Network-B @ Branch Office

SN D ACS
™ - - A

b

[ ven Tunnel (ipsec: ) imprit e

Application § Database
Server 0y Server

(@ Creat
®) Creat

2 HQ Root

@Impo , ® Create IPSec (IKE + X.509 ~O lipport HQ CRT
» n : VPN Tunnel i '
Security Gateway 1 Security Gateway 2
with Root CA and Trusted with Trusted CA &
Client Certificates Client Certificates
Global IP: 203.95.80.22 Global IP: 118.18.81.33
Local IP: 10.0.76.2 Local IP: 10.0.75.2

ScenaricApplicationTiming(sameasthe one describedn "My Certificate"section)

When the enterprise gateway owns the root CA and VPN tunneling function, it can generate
its own local certificates by being signed by itself. Also imports the trusted certificates for
other CAs and Clients. These certificates can be used for two remote peers to makteegure
identity duringestablishinga VPNtunnel.

Scenaridescription(sameasthe one describedn "My Certificate"section)

Gateway 1 generates the root CA and a local certificate (HQCRT) signed by itself. Import a
trusted certificate (BranchCRda BranchCSR certificate of Gateway 2 signed by root CA of
Gatewayl.

Gateway 2 create a CSR (BranchCSR) to let the root CA of the Gateway 1 sign it to be the
BranchCRT certificate. Import the certificate into the Gateway 2 as a local certificate. In
addition, also imports the certificates of the root CA of Gateway 1 into the Gatewajh2 as
trusted ones.(Pleasealsorefer to "My Certificate"and"Issue Certificate$ections).

Establish an IPSec VPN tunnel with IKE and X.509 protocols by starting from either peer, so
that all clienthostsin theseboth subnetscancommunicate witheachother.

Parameter Setup Example (same as the one described in "My Certificate" section)
ForNetwork-A atHQ

Following tables list the parameter configuration as an example for the "Trusted Certificate"
function used in the user authentication of IPSec Viaiel establishing, as shown in above
diagram.The configurationexamplemust be combinedwith the onesin "My Certificate”
and"IssueCertificate"sectionsto completethe setupfor the whole userscenario.
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CommandButton Import

File BranchCRT.crt

ForNetwork-B at BranchOffice

Following tables list the parameteonfiguration as an example for the "Trusted Certificate"
function used in the user authentication of IPSec VPN tunnel establishing, as shown in above
diagram. The configurationexamplemust be combinedwith the onesin "My Certificate"
and"IssuedCertificate"sectionsto completethe setupfor the whole userscenario.

CommandButton Import

File HQRootCA.crt

CommandButton Import

File HQCRT.crt

ScenaridOperationProceduregsameasthe one describedn "My Certificate"section)

In above diagram, the "Gateway 1" is the gateway of Netwbrk headquarters and the
subnet of its Intranet is 10.0.76.0/24. It has the IP address of 10.0.76.2 for LAN interface and
203.9580.22 for WANL interface. The "Gateway 2" is the gateway of NetwBrkn branch

office and the subnetof its Intranet is 10.0.75.0/24.1t hasthe IP addressof 10.0.75.2for

LAN interface and 118.18.81.33 for WAANNterface. They both serve as the N#dcurity
gateways.

In Gateway 2 import the certificates of the root CA and HQCRT that were generatsidaed
by Gatewayl into the "Trusted CACertificate List" and "Trusted Client Certificatest” of
Gateway 2.

Import the obtained BranchCRErtificate (the derived BranchCSR certificate after Gateway
MQa NRB2G /! &aA3AYyIF{idz2NBO Ayild2z (GKS b¢NHLo&SR |/ f
Certificate List" of the Gateway 2. For more details, refer to the Networdperation
procedurein "My Certificate"sectionof this manual.

Gateway 2 can establish an IPSec VPN tunnel with "Site to Site" scenario and IKE and X.509
protocolsto Gateway 1.
Finally,the client hostsin two subnetsof 10.0.75.0/24and 10.0.76.0/24can communicate

with eachother.
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TrustedCertificateSetting

Goto ObjectDefinition> Certificate> TrustedCertificatetab.

TheTrustedCertificatesettingallowsuserto import trusted certificatesandkeys.

Import TrustedCACertificate

= Trusted CA Certificate List | Jijjjs, ¢y

Vaild To

WhenImport button is applied,a Trusted CAimport screenwill appear.Youcanimport a TrustedCA
certificatefrom an existedcertificatefile, or directly pastea PEMencodedstringasthe certificate.

= Trusted CA Certificate Import from a File | /:1¢Js]i"0 | L8]z
B | ESEE L e

* Trusted CA Certificate Import from a PEM | 10ije)7 | @] eE]

Item Valuesetting Description

Importfroma | AMustfilled setting Selecta CAcertificatefile from dza Scdpater,andclickthe Apply

File button to import the specifiedCAcertificatefile to the gateway.

Import from a | 1. String format can be | Thisisanalternativeapproachto import a CAcertificate.

PEM anytext You can directly fill in (Copy and Paste) the PEM encoded CA certifice

2. AMustfilled setting string,andclickthe Apply button to import the specifiedCAcertificateto

the gateway.

Apply N/A Clickthe Apply button to import the certificate.

Cancel N/A Clickthe Cancebutton to discardthe import operationandthe screenwill
return to the TrustedCertificategpage.
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Instead of importing a Trusted CA certificate with mentioned approachesyou can also get the CA
certificatefrom the SECBerver.

If SCERs enabled (Referto Object Definition > Certificate > Configuration), you can click Get CA
button, a GetCAConfigurationscreenwill appear.

« Get CA Configuration

Item Setting
» SCEP Server | — Option — v || Add Object |
» CA Identifier [ | (Optional)
Item Valuesetting Description
SCEBerver AMustfilled setting Select &SCEP Servéo identify the SCEP server for use. The server

detailed information could be specified in External Servers. Refer to
ObjectDefinition >ExternalServer> ExternalServer YoumayclickAdd
Objectbutton to generate.

CAldentifier 1. Stringformat canbe Fillin optional CAldentifier to identify which CAcouldbe usedfor signing

anytext certificates.
Save N/A ClickSaveto savethe settings.
Close N/A Clickthe Closebutton to return to the TrustedCertificategpage.
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Import TrustedClientCertificate

Vaild To

WhenImport button is applied, arusted Client Certificate Imporscreen will appear. You can import
a TrustedClient Certificatefrom an existedcertificate file, or directly pastea PEMencodedstring as
the certificate.

# Trusted Client Certificate Import from a File | /:1eJeli0 | L@

Bl . |z

= Trusted Client Certificate Import from a PEM | 47io 0 |00 (e

Item Valuesetting Description
Importfrom a AMustfilled setting Selecta certificatefile from dz& Scidpater,andclickthe Apply button to import
File the specifiedcertificatefile to the gateway.

Import from a | 1.String format can be | Thisisanalternativeapproachto import a certificate.
PEM anytext You can directly fill in (Copy and Paste) the PEM encoded certificate string, ai

2. AMustfilled setting clickthe Apply button to import the specifiedcertificateto the gateway.

Apply N/A Clickthe Apply button to import certificate.

Cancel N/A Clickthe Cancebutton to discardthe import operationandthe screenwill return
to the TrustedCertificategpage.
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Import TrustedClientKey

1D Name Actions

When Import button is applied,a Trusted Client Key Import screenwill appear.You canimport a
TrustedClientKeyfrom anexistedfile, or directlypaste aPEMencodedstringasthe key.

e

*) Trusted Client Key Import from a PEM | /:1e]s] 1] [185])[0)]

ltem Valuesetting Description
Importfrom a AMustfilled setting Seleciacertificatekeyfile from dza Schidpater,andclickthe Apply button to
File import the specifiedkey fileto the gateway.

Import from a | 1. String format can be | Thisisanalternativeapproachto import a certificatekey.
PEM anytext You can directly fill in (Copy and Paste) the PEM encoded certificate key strin
2. AMustfilled setting clickthe Apply button to import the specifiedcertificatekeyto the gateway.

Apply N/A Clickthe Apply button to import the certificatekey.

Cancel N/A Clickthe Cancebutton to discardthe import operationandthe screenwill return
to the TrustedCertificategpage.
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3.5.4 IssueCertificate(not supported)

Not supportedfeaturefor this product.
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Chapter4 FieldCommunication

4.1 Busé& Protocol

The gateway may equip one or more serial port(s) for various serial communication use through
connecting the R832 or RSI85 serial devices to an-Based Ethernet LAN. Thesemmunication
protocols make user accessserialdevicesanywhereover a local LANor the Internet easily. Theycan

be "Virtual COM"and"Modbus".

Intranet & Internet AMIT Product Serial Port Operation Mode
IP-based Ethernet

M2M-loT
% Communication

Gateway (( ))
Host Computer \] l/

/1

O Interface: U Flow Control: E | (O y
= RS-232 / RS-485 =None/RTS,CTS : Modbus

: O Baud Rate: / DTR, DSR j N i S NN
SCADA & HMI i =1200%460800 (O Parity: I )
i 0 Data Bits: = None / Even : : FRTU/ IED FL :
= 7/ 8 / Odd ’ | ol I |
Remote : O Stop Bits: : " B EE R |
Access & Control s 1/2 | U3 |8 |
......................................................................... \ SRR T ’

IEC60870-5

4.1.1 Port Configuration

Before using the supported field communication function, like Virtual COM or Modlousneed to
configurethe physicacommunicationport first.

The port configuration screen allows user to configure the operation mode and physical layer settings
for each serial interface, and also can quick switch from one communication protocol tceahotthe

serial port. The number of ports and type of the supported protocols could be different for the
purchasedyateway model.
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Port ConfigurationSetting

Goto FieldCommunicatior> Bus& Protocol> Port Configuratiortab.

In "Port Configuration” page, there is only one configuration window for the serial port settings. The
"Configuration" window can let you specify serial port parameters including the operation mode being
"Virtual COM", "Modbus" or disabled, the interface, thaud rate, the data bit length, the stop bit
length,the flow control being"RTS/CTS"PTS/DSRYr "None",andthe parity.

# Senal Port Definition ’ ®

Operation
Serial Port Interface Baud Rate Data Bits Stop Bits Flow Control Parity Action
Mode
SPort-0 Dizable RS-232 9600 g 1 Mone None

SerialPort N/A It displayghe serialport ID of the serialport.
Thenumberof serialports variesfrom the purchasedmodel.
Operation Disableissetbydefault  Selecthe operationmodefor the serialinterface.
Mode Theavailablemodescanbe Disable Virtual COMor Modbus.
Interface RS232issetbydefault  Selecthe physicainterfacetype for connectingo the accesslevice(s)

with the sameinterface specification.
Dependingn the purchasemodel,the supportedinterfacetype couldbe
RS2320r R$485.

BaudRate 9600is setby default Selectthe appropriatebaudrate for serialdevicecommunication.
RS232:1200/ 2400/ 4800/ 9600/ 19200/ 38400/ 57600/ 115200
R$485 can use higher baud rate for 230400and 460800.1t dependson
the cablelengthandthe installedenvironment.Thelonger cablethe lower
baudrate for it.

DataBits 8issetbydefault Select8 or 7 for databits.

StopBits lissetbydefault Selectl or 2 for stopbits.

Flow Control Noneis setby default SelectNone/ RTSCTS DTSPSHor FlowControlin RS232mode.
Thesupportingof FlowControldependson the purchasednodel.

Parity Noneissetby default SelectNone/ Ever/ Oddfor Paritybit.

Action N/A ClickEditbutton to changethe operationmode, ormodify theparameters
mentionedabovefor the serialinterfacecommunication.

Save N/A ClickSavebutton to savethe settings.

Undo N/A ClickUndobutton to cancelthe settings.
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4.1.2 Virtual COM

I NBFGS | @GANIdzEf / ha LI2NI

2y

dzASNR& t/ k!l 2aid od gaeN®.GA RS

Therefore, users can access, control, and manage the connected serial device through Internet (fixed line, oratelarlgr
anywhere.Thisapplication isalsoknownasEthernetpassthroughcommunication.

J = b
Serial Operation | Listen | Trust Max Connection Connection ldle Alive Check
Enable | Action
Port Mode Port Type | Connection Control Timeout Timeout
SPort-0 Disable N/A N/A N/A N/A /A N/A Edit

Virtual COM setting screeemables user to connect a Virtual COM port based device to the Internet. It allows user to access
serialdata remotely.Thereare Disable, TGBlient, TCBerver, UDRand RFC221modesfor remoteaccessinghe connected

serialdevice. Theseperation mode areillustrated ashelow.

Operation Mode
:TCP Client

\
|
|
|
|
|
|
!

TCRClientMode

Intranet & Internet AMIT Product

\ BRAOT

IP-based Ethernet
Communication

: { OConnection Control:

i JTo Remote Host: o 8’:_‘:9;2’:‘ don °
IPsd40:145.52.38 OConnection Idle Timeout:
" Port: 4001 Pl & nin

@ Gateway get Data received from Serial Device.
©) Establish a TCP Connection and Transmit Data to Remote Host.

€) Terminate this TCP Connection once Idle Timeout reached 5 mins.

When the administrator expects the gateway
to activelyestablisha TCRconnectionto apre-
defined host computer when serial data
arrives, the operation mode for the "Virtual
COM" functionis required to be "TCP Client"
and when the connection control of virtual
COM is "Ondemand”, once the gateway
receives data from the connected serial
device, it will establish a TCP connection to
transferthe receivedserialdatato the remote
host. Besides, after the data has been
transferred, the gateway automatically
disconnects the established TCP session from
the host computer by using the TCPalive
checktimeout or idle timeoutsettings.
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TCPServerMode
Operation Mode
: TCP Server
» M2M-loT pmmmmm———— s

o287 gy

IP-based Ethernet a
j | Serial Device

Communication
13) Besbddeeer

Host Device

—=-0-----
......................................... . D TrUSt Type :
O HostIP: | Gateway IP: * Specific IPs:
+140.116.82.98 || 140.113.71.125 140.116.82.98
i OlListenPort:4001 i [ Connection Idle Timeout:
' *5min

€ Gateway remain Listening and Host will Establish a TCP Connection withiit.
® Host Send Data then Gateway Transmit it to the Serial Device.

€ Terminate this TCP Connection once Idle Timeout reached 5 mins.

checktimeout or idle timeout settings.

UDPMode

AMIT Product

Operation Mode
:UDP

A

Data is Transferred between Remote Host and Serial Device Directly

Remote Host Communication

1 Remote Host:
= |P:140.116.82.98
= Port: 4001

Gateway IP:
140.113.71.125
UlListen Port : 4001

When the administrator expects the gatewtay
wait passively for the serial data requestsm

the HostDevice(usuallywe usea computer to

play as a Host), and the Host wstablisha TCP
connectionto get data from the serial device,
the operation mode for the"Virtual COM"
function is required to be "TC®erver". In this
mode, the gateway providesumique "IP: Port"
address on a TCP/IP netwdtlsupports up to 4
simultaneous connectionsso that multiple

hosts can collect data from the same serial
device at the same time. Aftethe data has

been transferred, the TCPconnection will be
automatically disconnectedfrom the host

computer byusingthe TCP alive

If both the Remote Host Computer and the
serial device are expected to initiate a data
transfer when it requires doing that, the
operationmodefor the "Virtual COM"function

in the gatewayis requiredto be "UDP".In this
mode, the UDP data can be transferred
between the gateway and multiple host
computersfrom either peer,making this mode
ideal for message displapplications.

The remote host computer can directly send
UDPdatato the serialdeviceviathe gateway,

and also receive UDPdata from the serial devicevia the gatewayat the sametime. The gateway
supportsup to 4 legalhoststo connectsimultaneously tdhe serialdeviceviathe gateway.
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RFE2217Mode
RF&217 defines general COM port
Operation Mode .
control options based on telngirotocol.

), M2M-oT ((9)) mm———--- ~ A host computer with RFE2217 driver
‘ : E installed can monitor and manage the
: ! remote serial device attached to the
]
}

31 G S gderdlpért, as though they

IP-based Ethernet

withHRo:(t:-ZZU‘ °""“““'°“'°" ________ were connectedto the local serigport.
LT RO . S, OO ORI 5 ® When a virtual serial port on théocal
driver installed ¢ e - B serial devicés being created, it iequired
Py | ——— I OrustType : to specify the IF?%ddress of_ thghost
1140.116.8208 || 140.113.71.125 || *SpecificIPs:140.116.82.08 |  COMPUtErsto establishconnectiorwith.
.................................... O Listen Port :4001 : chsorr:‘nizctlon Idle Timeout: Any 3rd party driver supporting RFC2217

can be used to install in the host

€ Send data to each other directly via a transparent connection established ; .
computer,the driver establishesa

© Terminate this Connection once Idle Timeout reached 5 mins.
(NI yELI NByd O2yyS80iAz2y 06836388y K2ad FyR ASNRAIT
port to avirtual local COMport onthe hostcomputer.

The host computer can directly send data to the serial device via the gateway, and also receive data
from the serial device via the gateway at the same time. The gateway supports up to 4 Internet host
computers.
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Virtual COMSetting

Virtual COM setting screen enables user to connect a Virtual COM port based device to the Internet. It
allowsuserto accesserialdataremotely. Thereare Disable TCRClient, TCPServer,UDP,andRFC2217
modes for remote accessing the connected serial device. By default, it is configured inDasidle

To use the Virtual COM function, you have to sfyethe operation mode for the muHiunction serial
port first. Go toField Communication > Bus & Protocol > Port Configuratan, select the VirtuaCOM
asexpectedoperationmode, andfinishthe relatedport configurationaswell.

After that, goto Field Communication> Bus& Protocol > Virtual COMtab for detailed configuration
of Virtual COMsetting.

EnableTCRClientMode

Configure the gateway as the TCP (Transmission Control Protocol) Client. In TCP Client mode, device initiameseciaP
with a TCP server when there is data to transmit. Device disconnects from the servertiveheannectionis Idle for a
specified periodYou mayalso enable fullime connectionwith the TCP server.

Serial Max Connection Connection Idle | Alive Check
Operation Mode Listen Port Trust Type Enable | Action
Port Connection Control Timeout Timeout
SPort-0 | [TCP Client v _— AllowAll v 1 Alwayson v 0 o | o JO Edit
(1~65535) 3600secs) 3600secs) e
ltem Valuesetting Description
OperationMode AMustfilled setting SelectiTCRClient
ConnectiorControl Alwaysonissetby ChooseAlwayson for a TCHull time connection.Otherwise chooseOn-

Connection Idle
Timeout

AliveCheck
Timeout

Enable

Save

default

1. Oissetbydefault

2. Ranged to 3600sec.

1. 0issetby default

2. Ranged to 3600sec.

Theboxisunchecked
by default.
N/A

Demandto initiate TCReonnectiononlywhenrequiredto transmitand
disconnectat idle timeout.

Enterthe idle timeout in minutes.

Theidletimeout isusedto disconnecthe TCRconnectionwhenidle
time elapsed .

Idletimeout isonly availablewhen On-Demandis selectedin the
ConnectionControlfield.

ValueRange 0~ 3600seconds.

Enterthe time period of alivechecktimeout. TheTCRconnectionwill be
G4 SNXYA YL (S Rreckidle responseRo g R ibnger than this
timeout setting

Alivechecktimeout is only availablewhen On-Demandis selectedin the
ConnectionControlfield.

ValueRange 0~ 3600seconds.

Checkhe Enableboxto activatethe correspondingserialport in
specifiedoperationmode.

Clickthe Savebutton to savethe configuration
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SpecifyDataPackingParameters

= Data Packing (for TCP Client, TCP Server and UDP operation mode)

Serial Port Data Buffer Length Delimiter Character 1 Delimiter Character 2 Data Timeout Transmit
reo @ | 0 Jten O
SPort-0 (0~1024) D ( (0~1000ms)
o | — — o |

DataPackingConfiguration

Item Valuesetting Description
DataBuffer 1.Anoptionalfilled Enterthe databuffer lengthfor the serialport.
Length setting ValueRange 0~1024.
2.DefaultvalueisO
Delimiter 1.Anoptionalfilled Checkhe Enableboxto activatethe Delimitercharacterl, andenterthe
Characterl setting Hexcodefor it.
2.Defaultvalueis0 ValueRange 0x00~0xFF.
Delimiter 1.Anoptionalfilled Checkhe Enableboxto activatethe Delimitercharacter2, andenterthe
Characte® setting Hexcodefor it.

2.DefaultvalueisO
1.Anoptionalfilled

ValueRange 0x00~O0xFF.

Data Timeout Enterthe datatimeout intervalfor transmittingserialdatathroughthe

Transmit setting port.
2.Defaultvalueis 0 Bydefault, it issetto 0 andthe timeout functionisdisabled.
ValueRange 0 ~1000ms.
Save N/A Clickthe Savebutton to savethe configuration
SpecifyRemoteTCPServer
= Legal Host IP/ FQDN Definition (for TCP Client operation mode) -
D To Remote Host Remote Port Serial Port Definition Enable | Action
1 4001 SPort-0
2 4001 SPort-0
3 4001 SPort-0
4 4001 SPort-0

Item Valuesetting Description

ToRemoteHost A Mustfilled setting PressEditbutton to enter IPaddressor FQDNof the remote TCRserverto
transmitserialdata.

RemotePort 1.AMustfilled setting Enterthe TCPport number.Thisisthe listenport of the remote TCPserver.

2.Defaultvalueis4001  ValueRange 1 ~65535.

SerialPort SPortOissetbydefault = Applythe TCPserverconnectionfor a selectedserialport. Upto 4 TCP
serverscanbe configuredat the sametime for eachserialport.

Definition Theboxisuncheckedoy = Checkthe Enableboxto enablethe TCPserverconfiguration.

Enable default

Save N/A Clickthe Savebutton to savethe configuration
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EnableTCPServerMode

Configure the gateway as the TCP (Transmission Control Protocol) Server. The TCP Server waits for connettitatetb be
by a remote TCP client device to receive serial data. The setting allows us@dify specific TCP clients or allamy to
send serial data for serial data transmissionbandwidth control and accesscontrol. The TCPServersupportsup to 128
simultaneous connection® receive seriatlatafrom multiple TCRlients.

Serial Max Connection Connection Idle | Alive Check
Operation Mode Listen Port Trust Type Enable | Action
Port Connection Control Timeout Timeout
SPort0 | [TCP Server v 4001 AlowAl v| | Always on ¥ o O | o j@ Edit
(1~65535) 3600secs) 3600secs)
ltem Valuesetting Description
OperationMode AMustfilled setting SelecfTCPServermode.
ListenPort 4001is setby default Indicatethe listeningport of TCReonnection.
ValueRange 1 ~65535.
TrustType Allow All issetby ChooseAllow All to allowany TCRelientsto connect.Otherwisechoose
default SpecifidPto limit certainTCRlients.
Max Connection 1.Max.128 Setthe maximumnumberof concurrentTCRonnectionsUpto 128
connections simultaneousT CReonnectionscanbe established.

Connection Idle
Timeout

AliveCheck
Timeout

Enable

Save

2.1lissetbydefault
1. 0issetbydefault

2. Rangé) to 3600sec.

1. 0issetbydefault

2. Range) to 3600sec.

Theboxisunchecked
by default.
N/A

ValueRange 1~128.

Enterthe idle timeout in minutes.

Theidle timeout isusedto disconnecthe TCReonnectionwhenidle
time elapsed .

Idletimeout isonly availablevhen On-Demandis selectedin the
ConnectionControlfield.

ValueRange 0~ 3600seconds.

Enterthe time period of alivechecktimeout. TheTCRconnectionwill be
GSNYAYFGSR AF Al R2 S-ahfR ibngetIhah$his
timeout setting

Alivechecktimeout is only availablewhen On-Demandis selectedin the
ConnectionControlfield.

ValueRange 0~ 3600seconds.

Checkthe Enableboxto activatethe correspondingserialport in
specifiedoperationmode.

ClickSavebutton to savethe settings.
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SpecifyTCRClientsfor TCPServerAccess

If you selectedSpecific IPas the trustType, the Trusted IP Definition window appears. The settings
arevalidfor both TCPServer andRFE2217modes.

] Trusted IP Definition (for TCP Server & RFC-2217 operation mode) a

ID Host Serial Port Definition Enable Action

1 O Edit

2 Edit

Edit

Edit

Edit

Edit

Edit

Ojojo|jo|jo|o|o

Edit

SpecifyTCRClientsWindow

Item Valuesetting Description

Host AMustfilled setting Enterthe IPaddresgangeof allowed TCRlients.

SerialPort Theboxisuncheckedoy = Checkthe boxto specifythe rule for selectedSerialPort.
default

Definition Theboxisuncheckedoy =~ Checkhe Enableboxto enablethe rule.

Enable default

Save N/A ClickSaveto savethe settings

Undo N/A ClickUndoto cancelthe settings
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EnableUDPMode

UDP(UserDatagramProtocol) enablesapplicationsusing UDPsocketprogramsto communicatewith the serial ports on
the serial server. The UDP mode provides connectionless communicatinioh,enable you to multicast data from tiserial
deviceto multiple hostcomputers,andviceversa,makingthis modeidealfor messagealisplayapplications.

*| Operation Mode Definition for each Serial Port

Serial Max Connection Connection Idle | Alive Check
Operation Mode Listen Port Trust Type Enable | Action
Port Connection Control Timeout Timeout
sPort.0 | [UDP v [AlowAl v]| [ | |[Awayson v| o Je | o TJe
(1~65535) 3600secs) 3600secs)
EnableUDPMode Window
Item Valuesetting Description
OperationMode AMustfilled setting SelectUDPmode.
ListenPort 4001is setby default Indicatethe listeningport of UDPconnection.
ValueRange 1 ~65535
Enable Theboxisunchecked = Checkhe Enableboxto activatethe correspondingserialport in
by default. specifiedoperationmode.
Save N/A ClickSaveto savethe settings
Undo N/A ClickUndoto cancelthe settings
SpecifyRemoteUDP
%] Legal Host IP Definition (for UDP operation mode) -
ID Remote Host Remote Port Serial Port Definition Enable | Action
1 4001 SPort-0
2 4001 SPort-0
3 4001 SPort-0
4 4001 SPort-0

SpecifyRemoteUDPhostsWindow

Item Valuesetting Description

Host AMustfilled setting Pres<Editbutton to enter IPaddressangeof remote UDPhosts.

RemotePort 4001is setby default Indicatethe UDPport of peer UDPhosts.
ValueRange 1 ~65535

SerialPort SPortOissetbydefault =~ Applythe UDPhostsfor a selectedserialport. Upto 4 UDPserverscanbe
configuredat the sametime for eachserialport.

Definition Theboxisuncheckedoy = Checkhe Enableboxto enablethe rule.

Enable default

Save N/A ClickSaveto savethe settings

Undo N/A ClickUndoto cancelthe settings
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EnableRFC2217Mode

RFE2217 defines general COM parontrol options based on telnet protocol. With the REZL7 mode, remote host can

monitor and manage remote serially attached devices, as though they were connected to the local sefiihgoravirtual
serial port on the local serial device is beargated, it is required to specify the-8ldress of the remote hosts testablish
connection with.

%] Operation Mode Definition for each Serial Port - x
Serial Max Connection Connection Idle | Alive Check
Operation Mode Listen Port Trust Type Enable | Action
Port Connection Control Timeout Timeout
sPorto [RFC2217 v 4001 [AlowAl v| 1| | [Awayson | e o Je©
(1~65535) 3600secs) 3600secs)

EnableRFE2217Mode Window

Item Valuesetting Description
OperationMode AMustfilled setting SelectRFE2217mode.
ListenPort 4001is setby default

ValueRange 1 ~65535
TrustType Allow All issetby

Connection Idle

Timeout 2. Ranged to 3600sec.

AliveCheck 1.0issetby default

Timeout 2. Range) to 3600sec.

Enable Theboxisunchecked
by default.

Save N/A

Undo N/A

default

1.0issetby default

Indicatethe listeningport of RF€2217connection.

ChooseAllow All to allowanyclientsto connect.Otherwisechoose
SpecifidPto limit certainclients.
Enterthe idle timeout in minutes.

time elapsed .
Idletimeout isonly availablewhen On-Demandis selectedin the
ConnectionControlfield.

ValueRange 0 ~3600seconds.

timeout setting
Alivechecktimeout isonly availablewhen On-Demandis selectedin the
ConnectionControlfield.

ValueRange 0 ~3600seconds.

specifiedoperationmode.
ClickSaveto savethe settings
ClickUndoto cancelthe settings

Theidle timeout isusedto disconnecthe TCRconnectionwhenidle

Enterthe time period of alivechecktimeout. TheTCRconnectionwill be
GSNXYAYFGSR AT Al

R 2 S-ghgaR ibnget Biah $his ¢

Checkthe Enableboxto activatethe correspondingserialport in
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SpecifyRemoteHostfor Access

If you selectedSpecificlPsasthe trust Type,the TrustedIP Definition window appears.The settings
arevalidfor both TCRServer andRFE2217 modes.

] Trusted IP Definition (for TCP Server & RFC-2217 operation mode) -

ID Host Serial Port Definition Enable Action
1 O
: O
; O
‘ O
; O
: O
’ O
’ O

SpecifyRFE2217Clientsfor AccessNindow

Item Valuesetting Description

Host AMustfilled setting Enterthe IPaddressangeof allowedclients.

SerialPort Theboxisuncheckedoy =~ Checkthe boxto specifythe rule for selectedSerialPort.

default

Definition Theboxisuncheckedoy = Checkthe Enableboxto enablethe rule.

Enable default

Save N/A ClickSaveto savethe settings

Undo N/A ClickUndoto cancelthe settings

135



TLE3-21100

4.1.3 Modbus

Modbus isone of the most popular automation protocols in the world, supporting traditionaRBB8422/485 devices and
recently developed Ethernet devices. Mangustrial devices, such as PLCs, DCSs, HMIs, instruments, andr@teg, use
Modbusprotocol asthe communicationstandard.It is usedto establishmasterslavecommunicationbetweenintelligent
devices.

However, the Ethernebased Modbus protocol is so different from the original sebiaéed protocols. In order to integrate
Modbus networks, the loGGateway, including one or more serial ports that suppori2ZR% and R85 communication
interface, can automatically and intelligently translate between Modbus TCP (Ethernet) and Modbus RTU/ASCII (serial)
protocols,allowingEthernetbasedPLCgso control instrumentsover RS485without additionalprogrammingor effort.

- - X
Operation
Serial Port Interface Baud Rate Data Bits Stop Bits Flow Control Parity Action
Mode
SPort-0 Modbus RS-485 9600 8 1 None MNone Edit

NOTE: When Modbus devices are connected to/under the same serial port of loT Modbus Gateway, those Modbus devices
must use the same protocol with the same configuration (i.e., eitMedbus RTU or Modbus ASCII with same Baud Rate
setting).

Modbus GatewayScenario

Remote
Control Center \ LRl

Data Acquisition or Register/Value Modification,
modbusyrry Via general Internet accessing,and the loT
(@ Modbus/TCP Master send the acquisition SLAVEDevices  (Gateway serves as the gateway for data

The loT thewaysgrves as a Modbus gateway
________ to communicate with the Modbus TCP Master,
:'Mu'tillo.mﬂ‘: the SCADAServer,located at remote control
@I | centerfor Modbusdeviceaccessing.
Sensor, ID=2 :
S ] j_] | The Modbus TCP Master requests the loT
; rcip=s 1 Gateway for Modbus devices' information, e.g.,
i — 1

DY vy forwarding.
o e =S Under such configuration, the Modbus TCP
@ SaviDevicsroplytinrospomemesngs. | oy T Master requests the information from or
@;’xgﬂ‘:‘;:f:;?ﬁ;mmmheresponse Hioere Stacel: sending control commands to various
message to Modbus/TCP Master Modbus/RTU Slave devices that attached to the

Modbus Gateway.And the Modbusgateway
executescorrespondingprocesseandrepliesthe Modbus/TCRMasterwith the results.
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ModbusSlaveScenario

Control Network

&5,

SCADA
Modbus/TCP
Master

nternet

Remote or Local
Control Center

Modbus TCP/RTU
Data Acquisition

Modbus Slave
Register Address
& Description

e\

Add.

Description

0

SIM Slot Status

1

Cellular Link
Status

COBE

Cellular Signal
Strength

Cellular
Service Type

D/ISTATUS 1

D/I STATUS 2

Noan|sl W

D/O STATUS 1

D/O STATUS 2

Modbus Gateway 0 Device Slave Mode :

i =Enable
i O DeviceSlavelD:

=247

In addition to behaveas a Modbus Gateway,
there is an integrated Modus Slave option for
providing some device status, like Cellular
Network Status, device DI/DO status, to remote
ModbusMasterviaModbuscommunication.

With the Slave option enabled, the Modbus
Master device can request the information or
sending control commands to the loT Gateway,
the Modbus TCP/RTUSIlave device. And loT
Gateway executes corresponding processes and
repliesthe ModbusMasterdevices.
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ModbusSetting

Goto FieldCommunicatior» Bus& Protocol> Modbustab.

The Modbus setting page enables user to configure the gateway to operate as a Modbus gateway, and
allow access among Modbus TCP deviggsch are connected to Ethernet network) and Modbus
RTU/ASCII devices (which are connected to the Serial Port of the gateway). Once completedithse
settings in this section, ensure to select Modbus Operation Mode in Port Configuration tecesatie
Modbuscommunicationon the serialport.

DefineModbus Gatewayfunction for eachSerialPort

Serial Port Gateway Mode Device Slave Mode Listen Port Serial Protocol Enable Action

» SPori-0 Disable Slave Mode: Disable 502 RTU Edit

Item Valuesetting Description
SerialPort N/A It displaysghe nameof the serialport used.E.g.SPort0.
Thenumberof serialports variesfrom the purchasednodel.
GatewayMode Disableis set by Specify the Modbus gateway mode for the selected serial port.
default It canbe Disable Serial asSlaveor Serial adVlaster.

Aserialport canbe attachedwith one ModbusMaster,or daisychaineda group
of ModbusSalve devices.

Disable Selecthisto disablethe respectiveModbusgatewayfunctionfor the
selectedserialport.
SerialasSlave Selectthiswhenthe attachedserialdevice(sare all Modbus

Slavedevices.
SerialasMaster: Selectthis whenthe attachedserialdeviceisa ModbusMaster
device.
DeviceSlaveMode @ Disableis set by Check theEnablebox to activate the integrated Modbus Salve function, and
default enter the preferred ID for the integrated Modbus slaga that, it can function

as a Modbus Slave device, and can be accessed with legacy Modbus Funct
Codefrom a SCADA management system.
SupportedModbuscommandsare listedin the following Table.

ValueRange 1 ~247.
ListenPort 1.502issetbydefault = Specifythe ListenPortnumberif Slavedevice(s)s attachedto the selectedserial
2.Rangel to 65535 port.
ItisaR 2 ye&@dbettingif aMasterdeviceis attached.
ValueRange 1 ~65535.
Note: Usedifferent port numberamongthe serialports for the productwith
multiple serialports.
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SerialProtocol RTUissetby default Selectthe serialprotocolthat isadoptedby the attachedModbusdevice(s).
It canbe RTUor ASCII
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Enable N/A

SpecifyGatewayConfiguration

It displays whether the specific Modbus sepalt is enabled or disabled. To
enableor disableModbusserialport, goto Field Communication>Bus&
Protocol> Port Configurationtab, and setthe operationmodeasModbus.

Item Setting
 Response Timeout ms (1~65535)
¥ Timeout Retries D times (0~5)
» 0Bh Exception [ | Enable
b Tx Delay [ | Enable
» TCP Connection Idie Time sec (1~85535)
¥ Maximum TCP Connections connections (1~4)
b TCF Keep-alive [ | Enable
¢ Modbus Master IP Access
¥ Message Buffering [| Enable

GatewayMode Configuratiorfor SPortn

Item Valuesetting

Responsélimeout = 1000 msis set by
default

TimeoutRetries Oissetby default

OBhException The box is unchecked
by default.

TxDelay The box is unchecked
by default.

Description

This sets the response timeout of the slave after master request sent.

If the slave does not response within the specified time, data would be
discarded.

This applies to theerially attached Master sent request over to the remote
Slave or requests send from the remote Master sent to the serially attached
Slave.

ValueRange 1 ~65535.

LT GKS &aftl @S R2Sa y2i wmBdgaleiRay Wil résend (
the request stored in the buffer. If Timeout retries is set to null (value zero),
gateway would not buffer Master requests. If a value other than zero is
specified, the gateway would store the Master request in the buffer atdee
to sendthe requestin a numberof specified times.

Once the retries are exhausted, the gateway will send a Modbus error mess
to the Master. However, if the O0Bh exception box is checked (see below), a |
hexcodebasederror messagevill be sendnstead.

ValueRange 0 ~5.

Checlthe Enableboxto enablegatewayto senda OBhexceptioncodemessage
to Modbus Master to indicate that the slave device does not respond within f
timeout interval.

Checkhe Enableboxto activateto the minimumamountof time after receiving
aresponsebefore thenextmessage cahe sentout.

When Tx Delay is enabled the Gateway would insert a Tx delay between Mz
requests.Thedelaygivessufficienttime for the slavedevicesto turn their
transmittersoff andtheir receiversbackon.
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SetupTCP/IRConnectionfor Receivinglodbus Master Request

The following Modbus TCP Configuration items allow user tagéhe TCP connection settings so that

the remote Modbus Master can access to the Modbus gateway. Besides, it also allows user to specify
authorizedmasterson the TCHetwork.

Item Valuesetting Description
TCP Connection 1.300issetbydefault = Enterthe idle timeout in secondslf the gatewaydoesnot receiveanotherTCP
Idle Time 2. Rangel to 65535 request before the idle timeout elapsed, the TCP session will be terminated

automatically.
ValueRange 1 ~65535.

Maximum TCP 1.4issetby default Enterthe allowedmaximumsimultaneousT CRconnections.

Connections 2.Rangelto 4 ValueRange 1 ~4.

TCRKeepalive Theboxisunchecked  Checkthe Enableboxto ensureto keepthe TCPsessiorconnected.

by default.

Modbus Master IP Allow Allis selected by Specifyauthorizedmasterson the TCPetwork.

Access default. SelectAllow Allto allow any Modbus Master to reach the attached Slave(s).
Otherwise, limit only specific Master to reach the Slave(s) by seleBprgific
IPs

WhenSpecificlPsis selected a TrustedIPDefinition dialogwill appear.

SpecifyTrustedModbus Masterson the TCPhetwork
WhenSpecific IPss selected, user has to specify the Master(s) by their IP addresses to readitily
attachedSlave(s).

+ Modbus Master IP Access
1D Source IP Enable Action
1 | Specific IP Address v | ] .:
» Trusted IP Definition 2 Edit
;
4
Item Valuesetting Description
SourcelP A Mustfill setting SelectSpecific IP Addregs only allow an IP address of the allowed Master f

accesghe attachedSlave(s).

SelectlP Rangeo only allow a set range of IP addresses of the allowed Ma:
to access the attache8lave(s).

SelectlP Addresshased Groupo only allow predefined group of IP address «
the allowedMasterto accesshe attached Slave(s).

Note: group must be prelefined before this selection become available. Re
to Object Definition > Grouping > Kb grouping You may also access to
create a group by the Add Rule shortcut button. Setting done through the ¢
Rulebutton will also appeain the Hostgroupingsetting screen.
ThencheckEnableboxto enablethisrule.

Enable Uncheckedy default Checkhe Enableboxto enablethisrule.
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ModbusPriority Definition
Message Buffering must be enabled to prioritize Master request queue to transmit to Modbus Slave as
mentionedin the above. Clickhe Editbutton to fill in the priority settings.

» Message Buffering [+ Enable
Modbus Priority Priority Base Enable | Action
+ Modbus -
S [IP Address v | | | 0 || Edifd
+ Modbus :
¥ Modbus Priority Definition Priority 2
+ Modbus E
Priority 3
+ Modbus =
Priority 4
Item Valuesetting Description
MessageBuffering 1. Uncheckedy Checkhe Enableboxto buffer up to 32 requestsfrom ModbusMaster.
default If the Enablebox is checked, a Modbus Priority Definition dialog will appear
2. Buffer up to 32 consequently. So that, the buffered Master requests can further be configure
requests G2 LINA2NRGAT S NBIjdzSad 1jdzSdzS G2 &N

requests are coming from remote Master, or based on remote Slave ID if
requestsare comingfrom seriallyattachedMaster,or basedon FunctionCode.

Modbus Priority N/A A Priority Listfor settingthe priority of specifiedModbusidentity.
ModbusPriority 1 ~ModbusPriority 4.
Priority Base IPAddresshy Default User can specify a Modbus identity with AddressSlave 1D or Function Code

The buffered Modbus message that matched the specified identity will be
handledwith given priority.
The Modbus Master requests can be buffered to a certain priority queue
accadingto thea | & (i IBadiéssf requestsare comingfrom remote Master,
ortheremote{ f | @e8ic@IDif requestsare comingfrom seriallyattached
Master,or the specificrunctionCodethat issuedby Master.

Enable Uncheckedy default = Checkthe Enableboxto enablethe priority settings.

Save N/A Clickthe Savebutton to savethe settings.

SpecifyModbus TCRSlavedevice(s)

If there is a Modbus Master device is attached to a certain serial port of the Modbus Gateway, user has
to further specify the Modbus TCP Slave device(s) to send requests to from the attached Modbus
RTU/ASCMaster device.

= Modbus TCP Slave List for SPort.0

ID Range Actions

Whenthe Add button isapplied,a Modbus TCPSlaveConfigurationscreenwill appear.
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& Modbus TCP Slave Configuration for SPort-0

[tem Setting
b IP | |
» Port | | (1~65535)
» ID Range [ Jo~2an~[  |0~24m)
» Enable (]
ModbusRemoteSlaveConfiguration
Item Valuesetting Description
IP A Mustfill setting Enterthe IPaddressof the remote ModbusTCPSlavedevice.
Port 1. AMustfill setting Enterthe TCRport on whichthe remote ModbusTCPSlavedevicelistens
2.Rangel to 65535 (to the TCRlient sessiomequest).
ValueRange 1 ~65535.
IDRange Rangel to 247 Enterthe ModbuslIDrangefor the ModbusTCPSlave(s)hat will respond
tothea I & (i rBAUat
In addition to specify the Slave IP and Port, for accessing those Remott
ModbusRTUSalve(s)ocatedbehindanotherModbusGateway userhasto
specifythe Modus IDrangeof the ModbusRTUSlave(s).
ValueRange 1 ~247.
Enable It isuncheckedy default. Checkhe Enableboxto enablethisrule.
Save N/A Clickthe Savebutton to savethe settings.
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SupportedFunctionCodefor IntegratedModbus Slave
This setting can setup the Gateway as a standalone Modbus Slave Device. Local SCADA Managemen
System can treat the Gateway as a Slave device, and hence is able to read its infofaratievice

monitoring.

Currently, the integrated Modbus Slave device supports the following commands for accessing the

3G/4GModem Statusf the Gateway.

FunctionCode 0x03(/Read)0Ox06(/Write)
Address 0~9999

0 WAN-1 ConnectiorStatus R 0~6,0=Disconnectedu ' / 2y Yy SOG Ay 3>
HT/ 2yySOGSRE olfs5Aa02yy
¢ NJ FeEDisdohiected

1 WAN-2 ConnectiorStatus R 0~6,0=Disconnecteay I' / 2y y SOGA Yy 3’
2=Connectedp ' 5A 802y ySOG Ay 3IX
¢ NJ FeEDRisdohdected

2 WAN-3 ConnectiorStatus R 0~6,0=Disconnectedy I' / 2y y SOG Ay 3
HI/ 2yyYySOGSRE ols5aaldz2yy
¢ NJ FeEDisdohiected

3 WAN4 ConnectiorStatus R 0~6,0=Disconnectedy I' / 2y y SOGA Yy 3>
HI'/ 2y ySOGSRE ol's5Aa02yy
¢ NJ TeERiseohdected

10 3G/4AG_SERVICE_TYPE R 0~7,0=2G1=none,2=3G3=3.5G4~6=3.75G,
7=LTE

11 3G/4G_LINK_STATUS R 0~6,0=Disconnectedy I' / 2y y SOG Ay 3’
HTI/ 2yyYySOGSRS olsaadz2yy
¢ NJ FeEDisdohiected

12 3G/4G_SIGNAL_STRENGTH R 0~100

13 3G/4G_SIM_STATUS R 0: SIMcardwith PINcodeinsert1: SIMcardready
2:NoSlIMcard

14 3G/AG_MCC R MCCValue

15 3G/4G_MNC R MNCValue

16 3G/4G_CReqgistelStatus R 0: Unregistered,l: Registered

17 3G/4G_PRegistelStatus R 0: Unregistered;l: Registered

18 3G/AG_Roamin§tatus R 0: Not Roamingl: Roaming

19 3G/4G_RSSI R RSSValue

20 3G/AG_RSRP R RSRFalue

21 3G/4G_RSRQ R RSRQalue

30 3G/4G_Module2_SERVICE_TYPE R 0~7,0=2G1=none2=3G3=3.5G4~6=3.75G,
7=LTE

31 3G/4G_Module2_LINK_STATUS R 0~6,0=Disconnectedy I' / 2y y SOGA Yy 3>
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2=Connectedp I' 5 A & O 2 y y=®/@itfoik y 3 X
¢ NJ Fe6ERiIgohdected
32 3G/AG_Module2_ SIGNAL_STRENGTI R 0~100

33 3G/AG_Module2_SIM_STATUS R 0: SIMcardwith PINcodeinsert1: SIMcardready
2:NoSlIMcard

34 3G/4G_Module2_MCC R MCCValue

35 3G/4G_Module2_MNC R MNCValue

36 3G/AG_Module2_CRegisterStatus R 0: Unregistered,l: Registered

37 3G/4G_Module2_PRegistelStatus R 0: Unregistered;l: Registered

38 3G/4G_Module2_Roamingstatus R 0: Not Roaming,l: Roaming

39 3G/4G_Module2_RSSI R RSSValue

40 3G/4G_Module2_ RSRP R RSRFalue

41 3G/4G_Module2_ RSRQ R RSRalue

70 ADSL_Download_Datate R ADSIDownloadDatarate value(kbps)

71 ADSL_Upload Datate R ADSIUploadDatarate value(kbps)

72 ADSISNR_Download R ADSISNRDownloadvalue(dB)

73 ADSISNR_Upload R ADSISNRUploadvalue(dB)

74 ADSImodemlink status R 0: Disconnected]: Connected

101 VPNIPSedunnel 1 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

102 VPNIPSetunnel 2 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

103 VPNIPSedunnel 3 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

104 VPNIPSetunnel 4 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

105 VPNIPSedunnel 5 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

106 VPNIPSedtunnel 6 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

107 VPNIPSedunnel 7 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

108 VPNIPSedtunnel 8 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

109 VPNIPSedunnel 9 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

110 VPNIPSedunnel 10 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

111 VPNIPSedunnel 11 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

112 VPNIPSedtunnel 12 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

113 VPNIPSedunnel 13 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

114 VPNIPSedtunnel 14 status R 1: Connected? : Waitfor traffic , 3:
Disconnected 9 : Connecting

115 VPNIPSedtunnel 15 status R 1: Connected? : Waitfor traffic , 3:

Disconnected 9:

Connecting
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116

150
151
152
153
154
155
156
157

201
202
203
204
205
206

211
212
213
214
215
216

221
222
223
224
225
226

231
232
233
234
235
236

9999

VPNIPSetunnel 16 status

DI_STATUS_1
DO_STATUS_1
DI_STATUS_2
DO_STATUS 2
DI_STATUS_3
DO_STATUS_3
DI_STATUS 4
DO_STATUS_4

SerialPort-0_Interface
SerialPort0_BaudRate
SerialPort0_DataBits
SerialPort-0_StopBits
SerialPort0_FlowControl
SerialPort-0_Parity

SerialPort-1_Interface
SerialPort1l_BaudRate
SerialPort1_DataBits
SerialPort1_StopBits
SerialPort-1_FlowControl
SerialPort-1_Parity

SerialPort-2_Interface
SerialPort2_BaudRate
SerialPort2_DataBits
SerialPort-2_StopBits
SerialPort2_FlowControl
SerialPort-2_Parity

SerialPort-3_Interface
SerialPort-3_BaudRate
SerialPort-3_DataBits
SerialPort3_StopBits
SerialPort-3_FlowControl
SerialPort-3_Parity

System_Reboot

R/W

R/W

R/W

R/W

A XUV OV O U D YRR VARPVARP U ARPV AP A XUV OV O U D

POARPVARP VARV RRPVARPY)

=

1: Connected? : Waitfor traffic, 3:

Disconnected 9 : Connecting

:OFF1:ON
:OFF1:ON
:OFF1:ON
:OFF1:ON
:OFF1:ON
:OFF1:ON
:OFF1:ON
:OFF1:ON

O O O o o o o o

1:RS232,3:RS485

BaudRate Value

70r8

lor2

0:None,2: RTS,CTS; DTR,DSR
0:None,1:0dd,2: Even

1:RS$S232,3: R$S485

BaudRate Value

70r8

lor2

0:None,2: RTS,CTS; DTR,DSR
0:None,1:0dd,2: Even

1:RS232,3: RS485

BaudRate Value

70r8

lor2

0:None,2: RTS,CTS; DTR,DSR
0:None,1:0dd,2: Even

1:RS232,3: RS$485

BaudRate Value

70r8

lor2

0:None,2: RTS,CTS; DTR,DSR
0:None,1:0dd,2: Even

Setl for Systenreboot.
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4.2 Datalogging

Data logging is the process of collecting and storing data over a period of time in order to analyze specific trendd or recor
the databased events/actions of a system, or connected devices. Data logging function isusefellyand also important

feature for SCADA telemetry; it makes the monitoring and analyzing tasks easier by checking the status and historical data
duringwhole data acquisitiorperiod.

Even facing the network connection problems with remote NOC/SGAd&4 you can also enable the data logging proxy
function provided by the purchased gateway and keep doing the data acquisition and storing the collected data in local
storage(in .CSMile format). Whenthe network connectionrecovered admin/usercandownloadthe datalog filesmanually

viaFTP oweb Ulfor further referenceand maintenance.

Data Logging Function:
_ * Store Modbus transaction data in _

GWstorage e ——— e
SCADA Server * Five operation modes for logging (= = : :
(Modbus TCP Master) * GW log files can be uploaded to : \ i | | |
server automatically or manually. | } } | :
1
ID=1 ID=2 ID=3
Modbus ( )
Gateway Modbus RTU Slave devices
AMITProduct | (§?) Fihea cd i tai it )
1 > Sensor
0 ( (te @ <l |
DataBase Host /] @) \ N2 TN =
Frekha) 1 Ala 1
» Modbus TCP T} 4 Lot = ,dm "
" Data Acquisition / e |
; > . A \M e e e e e ’
; \J _pan?® or 3 : Wireless Modbus TCP Slave devices
Remote’Gateway N :
. ol 8 3 Y e T R R e e e e \
- M e 1 1 1
Remote Data =*" oo SR SR 4 k.o . : Multi /0 2-:: PLC :
Comtrol Center | USBStick  MicrosD | , B
: (external) (internal/external‘ i Lt :
1 R e e e e e - - - ’
: \ : Modbus TCP Slave devices
Serial Cabl e e 2 :
Ee:a ° Cebl Feature & Modes Log Files Management
— t' ernet Cable 1. Sniffer Mode 1. Download via WEB Ul
------- Wireless 2. Offline Proxy Mode 2. Download via FTP
----- FTP Upload 3.Full-Time ProxyMode 3. Auto Upload via FTP by
4. Mixed Mode (1+2) schedule

5. Mixed Mode ( 1+3)

The Modbus Cellular Gateway provides a complete data logging function for collecting the Modbus transaction data for
application requirements. There are some daigging schemes to meet different management requirements. They are the
SnifferMode, Offline ProxyMode, FulkTimeProxyMode, andthe mixedmodesfor snifferand proxy combinations.

With the Sniffer mode enabled, the gateway will monitor and recorddabmmunication among a specific Modbus Master
and related slaves.It will store the Modbus communicationas log files and administrator can check what Modbus
communication went over the Modbus gateway, and if there is any communication loss amohtagter and Slave sides
or not.

However, if there is any network connection problem between the Modbus gateway and remote NOC/SCADA, the remote
ModbusserverO | ye@ahithe Slavedevicesattachedto the Modbusgateway,and consequentlynothingcan be monitored
andstoredunder suckhsituation.

With the Proxy mode option enabled, when the Modbus gateway lost the connection with specified Modbus server, it will
take over the data acquisition task and keep collecting the required data from Slave devicesatcatly. Once the
connectionis recovered,the Modbusgatewaymay stop the datalog proxy function. RemoteModbusservercan kee%iat,%
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data acquisition process, and if required, the administrator can also get the stored data log fdksf teverything goesvell
or not.

Underthe DatalLoggingProxymode, userhasto create somedata acquisitionrulesviad t NBe&d&Rule/ 2 y F A I dzNJ ( A 2
for collecting the Slave devices data by the Gateway when required. Once the network conneotioote SCADA wdsst
unexpectedly, the Data Logging Proxy function will be triggered and begin to do the data polling tasks by thdsinec:

rules runningn background.

U Scenaridor SnifferMode Datalogging

Network-A: Network-B:
HQ Data Center @. Remote site Modbus TCP Master Small Office
(SCADA) starts polling the data. D=3 )
SCADA Server, as - e
Modhus - -

Modbus Master ®. ioT Gateway send Modbus request to
o |Pd72-16-99-]l60Modbu5 slave, and Data Logging function

\ . . .
saves those communicate data into file.
. Slave device (e.g., ID=3) send out the
response. 5

RTU/ACSI | [
Slave .

Remote Gateway loT Gateway

®. o7 Gateway send response (data) to
Modbus TCP Master, and Data Logging
function saves those communicate data
into file.

m— Ethernet
= Serial Cable

Aslllustratedin the diagram,the Modbusgatewaywill store the following Modbusactivitiesinto a logfile.
TheModbusrequestsentfrom RemoteModbusTCPMaster.
Theresponseg(data)that sentout from the polled Slavedevice(ID=3)

U Scenaridor Off-LineProxyMode Datalogging

Network-B :

Network-A:
HQ Data Center

@ 70 do the Data-Acquisition by loT

Small Office

Gateway itself automatically.

SCADA Server, as
Modhbus Master

® Save those data as files to internal

Modhus RTU/ACSII Slave

D=3

.2 IP: 172.16.99.150 07 external storage unit (e.g., Micro- o? - _
Q ~ I
SD card) . ov \
@® Data Logging Files Downloading icro T,
via FTP or WEB Ul , 1
7 ,* MicroSD o J
———— ,

m— Ethernet

Remote Gateway | Cabl
m— Serial Cable

loT Gateway

As illustrated, when the connectionto a remote Modbus Master broken, the Modbus Gatewaywill activate the data
loggingproxyfunction and executethe pre-defineddata acquisitiortaskby itself.
TheModbusrequestissuedby the ModbusGateway(Datal.oggingProxy).

., Theresponsgdata)that sentout from the polled Slavedevice(ID=3)
Repeatabovedataacquisitionand dataloggingactivitieson every5 secinterval until the connectionrecovered.

148



TLE3-21100

4.2.1 DatalLoggingConfiguration

Data Loggingis commonly used in monitoring systemsto collect and analyzethe field data. With
proper configuration the Gatewaywill recordModbusmessagegaccordingo the specifiedrule list.

Goto FieldCommunicatior> DataLogging> Configuratiortab.

EnableDatal.ogging
= Configuration ’ ®
Item Setting
¥ Data Logging Enable
» Storage Device
Configuration
Item Valuesetting Description
Datalogging Theboxisunchecked Checkhe Enableboxto activateto dataloggingfunction.
by default.
StorageDevice Externalis setby Chooseéhe sotragedeviceto storethe logfiles. It canbe Externalor
default Internal, dependson the productspecification.
Save NA Clickthe Savebutton to savethe settings.
Note:

1. If there is no availablestoragedevice,the Enablecheckboxwill be grayed,andyou O | \eabileit
for the data logging. That is, if you selected External Storage;ipling storage first, and then enable
the function andalsomake therequiredconfiguration.

2. Make sure the Modbus Operation Mode is selected and enabled, or there will be mibudo
transactions to be logged. Please referRield Communication > Bus & Protocol > Port Configuration
andModbustabs.

Create/EditModbusProxyRules

TheGatewayallowsyouto customizeyour proxymoderule list. It supportsup to a maximumof 20rules.

= Modbus Proxy Rule List [EX1H

Modbus Slave
Type

Start
Address

Number of
Coils/Registers

Polling Rate
{ms)

Slave ID Function Code Actions

Whenthe Add button isapplied,Modbus ProxyRuleConfigurationscreenwill appear.
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Item

Setting

+ Mame

r Modbus Slave Type

|IP Address-Port v | |

» Slave ID

[ Jo2en-[ Jo-2em

¥ Function Code

| Read Coils (0x01)

d

» Start Address

|:| (0~65535)

¥ Mumber of Coils/Registers

e

+ Polling Rate (ms)

(500~99999)

Modbus ProxyRuleConfiguration

ltem
Name

ModbusSlave
Type

SlavelD

FunctionCode

StartAddress

Number of
Coils/Registers

PollingRate(ms)

Save
Undo

Valuesetting
A Mustfilled setting.

Description

IP Address :Poris
selectedby default.

Specifya nameasthe identifier of the Modbusproxyrule.

ValueRange 1 ~32characters

Specify the Modbus Slave devices to apply with the Modbus proxy rule
canbe IPAddress:Porfor ModbusTCPslavesor LocalSerialPort for local

attachedModbusRTU/ASCHlaves.
ValueRange 1 ~65535for port number

1. A Must filled
setting. rule.
2.Rangel to 247
ReadCoils(0x01)is
seelectedby default.

ValueRange 1 ~247.
Specifya certainreadfunction for the DatalLogging®roxyto issueand
recordthe responsedgrom device(s).
Specifithe StartAddressof registersto applywith the specifiedfunction

1. A Must filled

setting. code.

2.Rangdto 65535 = ValueRange 0~65535
1. A Must filled

setting. code.

2.Rangel to 125

ValueRange 1 ~125

Specifithe IDrangefor the slavedevice(s)o applywith the Modbusproxy

Specifythe numberof coils/registerso applywith the specifiedfunction

Note: Start AddressplusNumbermustbe smallerthan 65536.

1. A Must filled Enterthe poll time in millisecondgo applythe Proxy Mode Rule.
setting. Oncethe proxymodeisactivated,the ModbusGatewaywill issuepre-
2.1000msis setby definedModbusmessagen eachPoll Timeintervalaccordingly.
default ValueRange 500~99999.

N/A Clickthe Savebutton to savethe settings.

N/A Clickthe Undobutton to cancelthe changes.
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4.2.2 SchemeSetup

There are five data logging schemes to meet differ@anagement requirements. They are the Sniffer Mode, Offline Proxy
Mode, FuliTime Proxy Mode, and the mixed modes for sniffer and proxy combinations. User has to configure the required
datalogging rulesvith selectedscheme irthis Schemé&etuppage.

Goto FieldCommunicatior> DataLogging> SchemeSetuptab.

Create/EditDataLoggingRules

Ep—

Master Query
Timeout (sec)

Enable Actions

Master Type Proxy Rules

Whenthe Add button isapplied,SchemeConfigurationscreenwill appear.

Item Setting
F Mame | |
» Mode | Sniffer v |
» Master Type | IP Address v |
» Enable O
Item Valuesetting Description
Name AMustfilled setting. = Specifyanameasthe identifier of the dataloggingrule.
ValueRange 1 ~16characters
Mode Snifferis selected by Selectanexpecteddataloggingschemefor the dataloggingrule.
default. Therearefive available schemes

Sniffer: TheModbusgatewaywill recordall the Modbustranscations
betweenthe Masterand Slavelevices.
Off-Line Proxy When the connection between the Modbus gateway anc
Masterislost, the pre-definedproxyrule will be triggeredandthe Modbus
gateway will issuspecified function code to collect and record the data
statusfrom the slavedevices
FullTime Proxy The predefined proxy rule will be triggered all the time
andthe Modbusgatewaywill issuespecifiedfunction codeto collectand
recordthe data/ status fromthe slavedevices
Sniffer& Off-LineProxy. Thisisa mixedmodefor both Snifferand Off-Line
Proxymodes.
Sniffer& FulFTimeProxy. Thisisa mixedmodefor both Snifferand Fulk
TimeProxymodes.

Master Type IP Addresss selected Specifythe Modbusmasterdeviceto applywith the dataloggingrule. It

by default. canbelP Addressfor ModbusTCRnaster,or LocalSerialPort for local

attachedModbusRTU/ASCihaster.
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Master Query
Timeout(sec.)

ProxyRules

Enable

Save
Undo

1. AnOptional
setting.

2.60sec is set by
default

3. Rangel to 99999
AnOptionalsetting.

Theboxisunchecked
by default.

N/A

N/A

Specifithe timeout valuefor queryingModbusMaster.If no responsefrom
the master for the specified timeout setting, selected proxy rule will be
triggeredand appliedwith the data loggingule.

Note: If Off-Lineproxyschemeis selected the timeout settingwill be used
to check Otherwisejt isaR 2 yc&reévalue.

Selectthe Proxyrule to be appliedwith the dataloggingrule.

Note:If anyproxyschemes selected pleasecreatethe requiredProxy
rulesin advanceand select fronthe list.

Checkhe boxto activatethe dataloggingrule.

Clickthe Savebutton to savethe settings.
Clickthe Undobutton to cancelthe changes.
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4.2.3 LogFileManagement

Thereare five data loggingschemesto meet different managementrequirements.They are the Sniffer Mode, Off-Line
Proxy Mode, Fullime Proxy Mode, and the mixed modes for sniffer and pimpbinations. User has to configure the

requireddatalogging rulesvith selected scheme ithis Scheme Setupage.

Goto FieldCommunicatior> DataLogging> LogFileManagementab.

If user had created data log rules in theeld Communication ®ata Logging > Scheme Setiap, there
will be a log file list shown in the following Log File list screen. The default Log File managettieyg
will be appliedf dza S NJ cRahdeiy/viaihe Editbutton.

= Log File List -
File Content P Log File Delete File After -
ID Name Format Split File by | Auto Upload Compression Upload When Storage Full Actions
| |
1 Sniffer Log Raw Data 200 KB Disabled MIA MIA Remove fhe Oldest
Download Log

Whenthe Editbutton isapplied,LogFile Configurationscreenwill appear.

Item

Setting

» File Content Format

¥ Split File by

| Size

v | |200

| [KB v |

¥ Auto Upload

Enable | — Option — ¥ || Add Object

¢ Log File Compression

] Enable

r Delete File After Upload

[_] Enable

r When Storage Full

| Remove the Oldest ¥ |

LogFileConfiguration
Valuesetting

Item
Name

FileContent
Format
SplitFileby

Auto Upload

LogFile

N/A

RawData is selected

by default

Sizeand 200KBare set

by default

1. AnOptionalfilled

setting
2.The box is

uncheckedy default.

1. AnOptionalfilled

Description

Thenameof correspondinglatalog rule will be displayed.
Thedefaultlog file namewill be namedas
YName_yyyyMMddHHMmMSS.dgvd

Selectthe dataformat for the logfiles. It canbe RawData, or Modbus

Type

Specify the split file methodology. It can be®ige or byTime Interval
Userhasto dpecifya certainfile sizeor time intervalfor splittingthe data
logsinto a serief files.
ValueRange 1~99999
Check theéenablebox to activate the auto upload function for loggéles.
Once been enabled, user has to specify an external FTP server from tt
dropdownlist for auto uploadingthe logfilesto the server.Referto Object
Definition > ExternalServer> ExternalServertab, or createthe FTPserver
with the Add Objectbutton.
If Auto Uploadis activated,usercanfurther specifywhetherto compress
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Compression

Delete File After
Upload

When Storage

Full

Save
Undo

Whenthe Download Logbutton is applied,the web browserwill downloada file namedasWt 2 3ab i | NI

setting

2. The box is
uncheckedy default
1. AnOptionalfilled
setting

2. Theboxis
uncheckedy default
Remove the Oldesis
selectedby default

NA
NA

the managinghostcomputer.

the logfile prior it isuploadedor not.
Checkhe Enablebutton to activatethe LogFileCompressiorfiunction...

If Auto Uploadis activated,usercanfurther specifywhetherto deletethe
transferredlog from the gatewaystorageor not.
Checkhe Enablebutton to activatethe function.

Specifythe operationto take whenthe storageis full.

It canbe Removethe Oldestlogfile, or StopRecording
WhenRemovethe Oldestis selected the gatewaywill deletethe oldestfile
oncethe storageis full, andkeepon the dataloggingactivity;
WhenStopRecordings selected the gatewaywill stopthe datalogging
activityoncethe storageisfull.

Clickthe Savebutton to savethe settings.

Clickthe Undobutton to cancelthe changes.
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4.3 Datalnterchange
4.3.1 MQTT

MQTT(Message Queuing Telemetry Transport) is an ISO standard (ISO/IEC PRF 2092&upsbtible based messaging
protocol. It works on top of the TCP/IP protocol. MQTT is a simple messaging protocol, designed for constraineditievices
low-bandwidth. So,i Q& G KS LISNFSOG azftdziAzy F2NJ L2¢ | LILIX AOwihiazy aod |
server, often called a "broker". A client may be either a publisher of information or a subscriber. Each cliemmactto

the broker. 1°

avee Fff2a @2dz G2 aSyR O2YYlFyRa (2 O2y (iNRf 2dzildzias NB
organized in a hierarchy of topics. When a publisher has a new item of data to distribute, it sends ancessae witlihe

data to the connected broker. The broker then distributes the information to any clients that have subscribed tmpibat

The publisher does not need to have any data on the number or locations of subscribers, and subscribersindtihade

to be configuredwith anydataaboutthe publishers.Therefore,it makesit really easyto establisha communicationamong

multiple devices!!

Subscribed to
“"temperature” topic

PC/Laptop

Published data (28°C)

Temperature Sensor on “temperature” topic

MQTT
> Broker

Publish topic name = "temperature” )
temperature data (e.g. 28°C) message = 28°C Subscribed to

to "temperature” topic &tu re" topic

Published data (28°C)
on "temperature" topic

<
Mobile
If a broker receives a topic for which there are no currgumvscribers, it will discard the topic unless the publisher indicates

that the topic is to be retained. This allows new subscribers to a topic to receive the most current value rather thagn waitin
for the nextupdate froma publisher.

When a publishing i@nt first connects to the broker, it can set up a default message to be sent to subscribers if the broker
detectsthat the publishingclient has unexpectedlgisconnected fronthe broker.

Clients only interact with a broker, but a system may containisg\oker servers that exchange data based on tbeirent
subscribers' topics.

10 https://en.wikipedia.org/wiki/MQTT
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11 https://randomnerdtutorials.com/whatis-mqtt-and-how-it-works/
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In MQTTthere are afew basicconceptsthat you needto understand:

MQTT- Publishand Subscribe
The first concept is the Publish and subscribe system. In a MQTT publish and subscribe based system, a client device can
publisha messagen atopic, or it canbe subscribedo aparticular topicto receivemessages.

MQTT- Broker
The broker is primarily responsible for receiving all messages, filtering the messages, decide who is interested in them, and
then publishing the messagde all subscribed clients.

MQTT- Messages

Messagesrethe informationthat youwant to exchangeamongyour devices. Whetheit isacommandor data.

A minimal MQTT control message can be as little as two bytes of data. There are fourteen defined message types used to
connect and disconnect a client from a broker, to publigtia, to acknowledge receipt of data, and to supervise the

connectionbetween client and server.

MQTT¢ Topics

Topicsarethe wayyouregisterinterestfor incomingmessagesr how you specifywhereyouwant to publishthe message.

TopicsareNBLINS aSy i SR ¢A 0K aAGNAy3Ia &ASLINFYFGSR 6S | F2NBFNR afl
exampleon how youwould create a topidor a lamp in youhome office:

Note: topicsare casesensitive!
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